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Abstract—Networked control systems (NCS) are in existence
for quite some time. The network-induced delays and packet
drops; and their effect on control system’s performance has been
a burning topic for last one decade. Dependability in context of
NCS has not got much attention. While it is an important aspect
of NCS intended to be used in critical application. The paper
reviews the present state of developments in NCS and presents
open problems pertaining to dependability of NCS. Solutions to
these problems may increase the presence of NCS by many folds
and in many fields.

I. INTRODUCTION

Networked Control System (NCS) contains a number of
interconnected devices that exchange data through shared
communication networks. Examples of such systems are found
in industrial automation, building automation, office and home
automation, intelligent vehicle systems and advanced aircraft
and spacecraft. These systems are driven by an important
feature, instead of point-to-point connections, all system el-
ements (sensors, actuators and controllers) are connected to
the network as nodes. The advantages of this implementation
include [1], [2]: reduced system wiring, plug and play devices,
increased system agility, ease of system diagnosis and main-
tenance. These features result in modular and flexible system
design, simple and fast implementation and powerful system
diagnosis and maintenance utilities [3].

Schematically a typical NCS is shown as in Figure 1. Sensor
node samples the process parameters with a given sampling
period, convert physical parameters to digital and pack the
message to send to controller. The controller node unpacks
the message(s) from sensor node and use control algorithm to
calculate control signals to be sent to actuator node. Actuator
node according to control signal takes the corrective action
in process. All these messages are sent over shared network.
In NCS, time delay has one more factor in addition to node
processing delay, it is network-induced delay, i.e. from sensor
to controller and controller to actuator.

Control systems are reactive systems; they need to interact
with their environment (i.e. process/plant) constantly in a
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timely manner. Due to this property, control systems come
under the category of real-time systems. They can be hard or
soft real-time systems based on the consequences of failure. In
NCS, the feedback loop is closed by shared communication
network(s) where information is sent by means of packets.
These shared communication media are prone to random
delay and loss of packets. This leads to two challenging
problems in analysis and design of networked control systems
(NCS), network induced delays and packet dropouts. Both
problems can significantly degrade the NCS’s performance and
dependability. It has long been realized that network induced
communication delay is time-varying and nondeterministic,
suggesting that the delay behavior is unpredictable. Packet
dropout occurs when communication networks are unreliable
or the communication latency is so big that the packet has to
be purposely dropped.

Thess inherent issues of NCS - network-induced delay and
packet loss - are well acknowledged [1], [2], [4], [5], [6], [7],
[8], [9], [3], [10], [11], [12]. The delay and packet loss can
degrade the quality of performance (QoP) of control system
or even de-stabilize the system, if not properly designed [1],
(21, (131, [14], [15], [71, [16], [6], (5], [17], [8], [18]. The
two main directions to approach this problem are, i) design
a communication protocol that guarantee delays, ii) design
control strategies that a priori compensate for network-induced
delay and packet loss.

When NCS are used for control, then their main objective is
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to guarantee the stability and performance of plant/equipment
under control (EUC), i.e. meet the control system specifica-
tions. These specifications include phase margin, gain margin,
overshoot, steady state error, response-time, and tracking error
etc.

The comparison of control performance versus sampling
period for continuous control (analog), digital control, and
network control is given in Fig. 2. During the NCS design
stage, a performance chart can be derived as shown in Fig. 2.
This performance chart provides a clear way to choose the
proper sampling periods for an NCS. For a fixed control law,
the worst, acceptable, and the best regions can be defined
based on control specifications. The performance axis in Fig. 2
could be chosen to reflect a subset of the control system
specifications. Since the performance of continuous control
is not a function of sampling period, the performance index is
constant for a fixed control law. For digital control case, the
performance only depends on the sampling period assuming
no other uncertainties. The performance degradation point A
(sampling period P4) in digital control could be estimated
based on the relationship between control system bandwidth
and sampling rate. For the networked control case, point B
can be determined by further investigating the characteristics
and statistics of network-induced delays and device processing
time delays. As the sampling period gets smaller, the network
traffic load becomes heavier, the possibility of more contention
time or data loss increases, and longer time delays result. This
situation causes the existence of point C in networked control.

With the advances in technologies related to NCS and
advantages offered by them over conventional systems, NCS
are penetrating into almost every aspect of our life. When
these systems are used in critical applications, such as, nu-
clear power plant, avionics, process plants and automobiles
etc., failure of these systems could result in loss of huge
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Fig. 3. Failure classification [19], [21]

investment, effort, life or damage to environment. In such
cases, dependability analysis becomes an important tool for
decision making at all stages of system life cycle - design,
deployment, operation and phase-out. In fact for systems
concerning safety of people, demonstration of dependability
through testing/analysis is a mandatory requirement before
system can be deployed.

The paper reviews the related developments in the area of
NCS and introduces dependability. Brief overview of depend-
ability aspects are given in section II. Section III reviews the
related developments. Dependability models are discussed in
section IV. The open issues pertaining to NCS dependability
modeling are outlined in section V, followed by conclusion in
section VL.

II. DEPENDABILITY: BASIC FUNDAMENTALS

Dependability of a system is defined by Algirdas Avizienis
et al. [19], [20] as “ability to deliver service/function that
can justifiably be trusted”. The service delivered by a system
is its behavior as it is perceived by its user(s). User could
be another system (physical, human) that interacts with the
former. Service is delivered when the service implements the
system function, where function is the behavior of the system
described by its specification.

A system failure is an event that occurs when the delivered
service deviates from correct service. A failure is a transition
from correct service to incorrect service. Failure is manifes-
tation of error, which in turn is caused by fault [19], [20],
[21]. An error is that part of system state that may cause a
subsequent failure: a failure occurs when an error reaches the
service interface and alters the service. A fault is the adjudged
or hypothesized cause of an error. A fault is active when it
produces an error, otherwise it is dormant. Fig. 3, shows the
modes characterizing incorrect service. Effect on plant (EUC)
has been added considering NCS.

Fig. 4 shows the dependability tree consisting of attributes,
means and threats.
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The means to attain dependability are a set of four tech-
niques [19], [21]:

1) Fault prevention: to prevent the occurrence or intro-
duction of faults

2) Fault tolerance: capability to deliver correct service in
the presence of faults

3) Fault removal: to reduce the number and severity of
faults

4) Fault forecasting: to estimate the present number, the
future incidence, and the likely consequence of faults

The dependability attributes for electronic systems depend
on their application or function. An electronic system when
used in critical applications can be categorized as safety-
critical, mission-critical and economically critical. The defi-
nitions of these are given below:

Safety-critical systems: systems required to ensure safety
of equipment under control (EUC), people and environment.

Mission-critical systems: systems whose failure result in
failure/loss of mission.

Economically-critical systems: systems whose failure re-
sult in availability of EUC, causing massive loss of revenue.

Dependability attributes applicable to these systems are
safety, reliability and availability, respectively. Fig. 5 shows
the applicable dependability attributes pictorially.

III. REVIEW OF NCS RELATED RESEARCH

NCS related research developments can be categorized as,
i) network related, ii) control related, and iii) dependability
related. Some of the work is reviewed below.

Network related research is in development and perfor-
mance evaluation of Fieldbus technology. Ethernet related
technologies have also been an area of research because of the
market share and cost benefit of Ethernet. For Ethernet new
development includes traffic smoothing and switched Ethernet.

The real-time industrial network, often referred to as field-
bus, is an important element for building automated man-
ufacturing systems. Thus, in order to satisfy the real-time

requirements of field devices such as sensors, actuators and
controllers, a number of fieldbus protocols have been devel-
oped. These fieldbus protocols have an important advantage
over the widely used Ethernet in terms of their deterministic
behavior. However, the application of fieldbuses has been
limited because of the high cost of hardware and the dif-
ficulty in interfacing them with multi-vendor products. In
order to solve these problems, computer network technology,
especially Ethernet, is being adopted in industrial automation
field. The key technical obstacle for Ethernet for industrial
applications is that of its non-deterministic behavior [2], [3].
Non-deterministic behavior makes it inadequate for real-time
applications, where packets containing real-time information
(control command or sensor/actuator signal) have to be de-
livered within a certain time limit. To overcome the limita-
tions of standard Ethernet, recent development has lead to
switched Ethernet, EtherCAT, EPL and PROFInet [3], [22],
[23], [24], [25], [26], [27], [28], [29], [30]. These have been
adopted in industrial applications because of the elimination
of uncertainties in network operation, which leads to improved
performance.

Control system related developments can be classified in
three categories: i) dealing with only delay, ii) dealing only
with packet drops and iii) dealing with both [31], [32], [33].

For quite a long, it has been realized that conventional
reliability models are not sufficient to analyze hard real-time
systems, since they do not adequately model the temporal
properties of such system [34]. A number of methods and
techniques have been proposed since then to model and
analyze temporal behavior and correctness [34], [2], [33], [30],
[31], [26], [24], [12], [1], [29], [35], [36], [37]. A brief review
of these is tabulated in Table 1.

IV. DEPENDABILITY MODELS

To address dependability in context of NCS, available
literature has the following:

« techniques to design robust controller for a specified
bound on time-delay and packet drop rate.

o a number of networks have been characterized for their
time delay and packet drop behavior

« a number of control networks have been proposed with
guaranteed behavior

« techniques are being developed to characterize a given
network to specify its time-delay and packet drop behav-
ior for specified traffic pattern and network load

Conventional dependability models do not incorporate fail-
ures due to not meeting timing constraint and dynamic prop-
erties. From literature, it is evident that for NCS functional
dependability attributes are more appropriate [37]. For pro-
grammable electronic systems functional safety has already
been standardized and gaining importance [38].

With respect to dependability modeling of NCSs, there
seems to be two different categories of systems - 1) failure
to meet time deadline leads to system failure and, ii) failure
due to not keeping the performance objective.
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Table 1 Review of related literature
Work Study Method/technique Outcomes
reference h
[fime delay of three N [ Ethernet has no delay at low network loads
Y ftheorical formulation and X
2 etworks - ControlNet, [ Fee . 0 on & L ControlNet provides excellent performance at high
DeviceNet and experimental analysis network loads )
|Ethernet |- DeviceNet is protocol for short messages
lvaffic smoother for L traffic smoother gives priority to real-time (RT) packets
28] Ethernet ladoptive traffic smoothing over non-RT packets
L reduce collision
(23] raffic smoother fOr g7y taffic smoothing | statistical bound on packet delivery time
[25] switched Ethernet __|experimental analysis - performance of switched Ethernet
I a simple upgrade of bandwidth does not necessarily
261 lqueuing method for lexperiment improve control latency and jitter performance
Ethernet with TCP/IP XD L adding hicrarchy into the network introduces extra latency
and jitter
] [TCP/IP and UDPAP onl oo I UDP/IP is better than TCP/IP on Ethernet for real-time
[Ethernet systems
291 message scheduling [ T ine [ share-driven scheduling provides an efficient and
lover CAN t of messages
leffect of network |- effect of time stamping and timeouts
induced delay on | s - independent anglOPtimal controller with independent time delay is
2] lcontrol system Markou ot P combination of state feedback and state estimator
lperformance and Y L optimal controller with Markov delay requires knowledge
stability of old time delays along with state of the Markov chain
L Model for response-time distribution of CAN and MIL-
Iresponse-time STD-1553B
31301 istribution pnalytical model L Effect of network and node redundancies on response-time
distributions
31 [TCP/IP on Ethernet__fexperiment F nature of network traffic
(17 stability of NCS with lanalysis of 9 methods - random network delays are more difficult to handle than
ldelay ¥ constant or periodic delays
I Smith predictor based approach control over a network
32] delay compensation || L analysis when accurate delay measurements are accessible
: for robust control P Y L Robust control based approach when only upper bound of
end-to-end delays available
[26] INCS with packet drop |parallel queue into the actuator
stability of NCS with | . -
(1) acket drop liscrete-time hybrid automaton
[15133) ;SSp:sll(};lb:rt‘I:pdelay witched system model F :tg‘\)\;a];mauve relation between the packet drop rate and
- INCS with both delay |Markovian jump lincar system |- _sufficient conditions for stochastic stabilization of NCS
land packet drop Imodel with packet drop and time-varying delays
INCS with delays and - - ) N
[34] out of order packets_[1AIYSIS L optimal information processing algorithm for each node
6] INCS with both delay || = [ sufficient conditions for Lyapunov stability are derived in
land packet drop alysis the case of uncertainty due to drops and delays
36] ault diaanosis of NCs [Ime-delay system model and T-S [ fault diagnosis for lincar and non-lincar NCS with long
e lfuzzy model delay
7] [dependability of EMEA [~ presents a number of means to prevent or avoid or
minimize the damaging of failure modes
. o [a generic high-level formalism based on Markov chain
135] ‘:L‘:‘;’l:“y of distribued 1. 4 ov chain with latice structure which represents both time and
s functional correctness
. - Reliability evaluation of control systems considering
reliability of control . Y
1381 vstem lexperimental analysis performance aspects (overshoot, rise-time steady-state
5Ys error etc.)

The models of these failures which can utilize the available
techniques of dependability analysis are the need of the hour.
One important failure model is hazard rate. If hazard rate of
timing failure and performance-related failure can be obtained,
then using available techniques dependability attribute of in-
terest can be estimated.

For systems belonging to first category, response-time dis-
tribution can be used to estimate probability of missing the
deadline [39], [29], [12].

Economically-critical systems

Dependability attributes

Y

Availability

Failure domains and dependability attributes

p=R(t>tq)

where:

p : probability of timing failure

tq : time deadline

R (-) : response - time distribution (CDF)

ey

Let system failure criteria is n consecutive deadline vi-
olation (or timeliness failures). When n = 1, number of
cycles at which timeliness failure will occur follows geometric
distribution [40].

P(Z=n)=p""q

where

Z : random variable

q : probability of occurrence of timeliness failure

p:l—gq

(@)

Geometric distribution is a memoryless distribution in dis-
crete time and is counterpart of exponential distribution in
continuous time [40]. At gross level (larger time scale), it can
be easily converted to exponential distribution. In exponential
distribution characterizing parameter is hazard rate, which in
this case is referred to as “timeliness hazard rate”.

N=1iln | —~t—
ERNECH )

where

AT : Timeliness hazard rate

t : Operating time

tc @ Cycle time or period

3)

When n > 1, number of cycles for timeliness failure will not
follow geometric distribution. This process (number of cycles
for timeliness failure) is a memory process and directly cannot
be modeled as Markov. Using the technique of additional states
[41], Markov model can be used to model this process. This
is expalined in [29].

For systems belonging to second category, techniques need
to be evolved to derive hazard rates of failure due to perfor-
mance degradation (overshoot, stability, etc.). The other open
issues in dependability modeling of NCS are discussed in next
section.
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V. DEPENDABILITY ISSUES IN NCS

When systems are used in critical applications, all the means
to achieve dependability are employed. Some of them are
listed below:

Fault Prevention: Methods to avoid the occurrence of fail-
ure. For example,

1) selection and use of reliable hardware components,

2) use of fault-free algorithm and software,

3) use of communication network with predictable delay
and preferably no drop during transmission

Fault Tolerance: Means to tolerate the failure. For example,

1) Redundancy for hardware components, including trans-
mission media,

2) software fault tolerance, recovery and roll-back,

3) control algorithm to cope with random packet delay and
drop

Fault Removal: Detection and restoration of failed compo-
nent/unit.

1) diagnosis of hardware component failures,
2) diagnosis of software failures,
3) monitoring of traffic and detection of anomaly

Although some work has been done to improve NCS de-
pendability, but there exist some research gap for dependability
modeling and analysis. These are listed as follows:

1) Functional dependability considering value as well as
timing failures

2) Methods to deal with redundancy at node level (mainly
actuator node)

3) Methods to deal with redundancy at communication
level (mainly controller node)

4) Effect of fault occurrence and removal on system per-
formance

5) Effect of on line repair

The above means try to ensure the uninterrupted operation
of system. Like any other critical system, NCS is also expected
to have graceful degradation or go a defined state on failure,
e.g. fail-safe or fail-silent. In addition to this, it shall give
opportunity for alternate means of control. E.g. in case control
system has failed, it shall allow the remote manual control.

Some other issues are:

o Timing of faults: faults affecting the network may have
various effects on the control system, depending upon the
state of the system, when the failure occurs. E.g. a lost
message in transient state does not have the same effect
as in steady state.

o Timing model: for safety systems, choice of timing model
and indulgent protocol also plays an important role [42].

VI. CONCLUSION

NCS have been attracting significant interest in the past
few years and will continue to do so for the years to come.
With the advent of cheap, small, and low-power processors
with communication capabilities, it has become possible to
endow sensors and actuators with processing power and the

ability to communicate with remote controllers through shared
networks. In view of these developments, it is expected that
NCS will become the more predominant; replacing the current
centralized digital control systems that rely on dedicated
connections between system elements.

Along with all advantages that NCS offer, they have some
inherent limitations. The main issue being the network induced
delays, packet drop, out-of-sequence packet and multiple
packets. The network quality of service (QoS) related issues
affect the quality of performance (QoP) of control systems and
sometime lead to in stability. A lot of work has been done in
last decade to address these problems.

Dependability analysis is important when NCS is expected
to be used for a critical application. To improve dependability,
systems are designed with redundancy, maintenance features
and diagnosis. These features make the dependability analysis
a complex process. The research gap in this direction has been
outlined. As can be seen that scope of dependability of NCS is
not limited to ‘control algorithms’ embedded in the controller
node or to the traffic behavior on network. It considers the
complete system and analyzes all kind of probable failures.
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