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Abstract: This paper addresses the opacity verification problem for multi-agent cyber-physical
systems governed by P-type iterative learning control. The system’s confidentiality and opacity
are formally defined by linking the anti-interference capability to the output error. A verification
framework is developed based on the attacker’s observation capability, and sufficient conditions
are established to ensure opacity preservation. Unlike discrete abstraction methods, the proposed
approach directly analyzes continuous-time dynamics, simplifying verification while retaining
intrinsic system characteristics. Theoretical analysis and simulations demonstrate that the P-
type iterative learning control scheme enables multi-agent systems to achieve accurate tracking
performance while maintaining opacity against potential intrusions.
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1. INTRODUCTION

Multi-agent cyber-physical systems (MAS-CPSs) are widely
applied in areas such as marine surface vehicles, au-
tonomous vehicles, and cooperative robotics He et al.
(2022a,b); Chen et al. (2015). These systems consist of
interacting agents that improve performance through feed-
back control and information exchange. However, such
architectures also introduce security vulnerabilities, as at-
tacks on individual agents or communication links can
propagate across the network and compromise overall sys-
tem robustness Cui et al. (2025); Jia et al. (2024). Existing
studies on opacity in distributed architectures mainly ad-
dress multi-attacker scenarios. As a privacy notion, opacity
characterizes whether confidential system information can
be inferred by external observers. Decentralized opacity
and its verification have been extensively studied Paoli
and Lin (2012); Wu et al. (2018); Ramasubramanian et al.
(2020). However, limited attention has been paid to single
external attackers inferring sensitive information from sys-
tem outputs, which may degrade performance or disrupt
cooperation. Therefore, ensuring both system resilience
and information confidentiality remains a critical challenge
in MAS-CPSs.

Iterative learning control (ILC) Arimoto et al. (1984) is
widely used to improve performance in repetitive tasks. By
leveraging past errors, it enables iterative input updates
for accurate tracking and disturbance rejection Huang
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et al. (2021); Wu et al. (2023); Chi et al. (2020). However,
its potential for concealing critical system attributes from
external observers remains largely unexplored.

System opacity quantifies a system’s ability to conceal
confidential information. Originating in DES, it is broadly
classified into language-based Habbachi et al. (2026, 2022);
Tong et al. (2016) and state-based forms Dong et al. (2022,
2025); Duan et al. (2023); Li et al. (2025). With the rise
of CPSs, opacity has been extended to continuous-state
systems to capture information concealment in dynamic
and networked environments An and Yang (2020); Yin
et al. (2021); Liu and Zamani (2021); John and Katewa
(2025); Liu et al. (2025). In particular, An and Yang
(2020) treats interference attenuation capability as a con-
fidential dynamic property of a system and investigates
the enhancement of opacity from a security perspective,
where continuous dynamics may become targets for ad-
versarial inference. Inspired by An and Yang (2020), this
paper regards the anti-interference capability (AIC) as a
secret dynamic property and develops a framework over
a bounded time horizon. Different from An and Yang
(2020), the notion of opacity is formulated based on error
evolution, and the analysis is extended to more complex
multi-agent systems.

However, in multi-agent environments governed by ILC,
the challenge is inherently twofold: the system must not
only ensure robust performance under disturbances but
also prevent external attackers from inferring the existence
of such capabilities through observation. Due to the itera-
tive nature of the control process and the intricate network
interactions among agents, existing opacity verification
methods cannot be directly applied to this setting. Moti-
vated by this research gap, this study investigates opacity
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verification for MAS-CPS governed by P-type iterative
learning control (P-ILC).

The notion studied in this paper differs from classical
opacity. Here, the secret is not a system state but a
dynamic property, namely the AIC under the P-ILC
framework. Moreover, the proposed framework is defined
over a bounded time horizon, unlike many existing models.
The main contributions of this paper are summarized as
follows:

1) For MAS-CPSs under P-ILC, the concepts of system
confidentiality and opacity are formally defined by estab-
lishing a connection between the AIC and the output error.

2) A verification framework for system opacity is proposed
based on the attacker’s observation capability, along with
sufficient conditions to ensure opacity preservation.

3) Theoretical analysis and simulation results demon-
strate that, under P-ILC control, multi-agent systems can
achieve tracking performance while preserving opacity.

2. PRELIMINARIES

2.1 Notations

For clarity and consistency, the main mathematical nota-
tions used throughout this paper are summarized in this
subsection. The symbol ⊗ denotes the Kronecker prod-
uct. The superscript (·)T denotes matrix transposition. In
represents the n × n identity matrix. The set of positive
integers is denoted by Z+. N denotes the number of agents.
Rn denotes the n-dimensional Euclidean space, and Rm×n

represents the set of all real matrices with m rows and n
columns. For any vector x(t) ∈ Rn, ∥x(t)∥ =

√
x(t)Tx(t)

denotes its Euclidean norm, and the λ-norm is defined
as ∥x∥λ = supt∈[0,T ]{e−λt∥x(t)∥}, where λ > 0. For a

matrix A ∈ Rm×n, ∥A∥ denotes its induced 2-norm. The
notation diag{a1, a2, · · · , an} stands for a diagonal matrix
with diagonal entries a1, a2, · · · , an.

2.2 MASs Communication Topology

Agents in a MAS exchange information via a directed
communication topology G = (V, E ,G), where V =
{1, 2, · · · ,N} denotes the set of agents, E ⊆ V × V rep-
resents the set of directed edges capturing the communi-
cation links among agents, and G = [gi,j ] is the weighted
adjacency matrix that characterizes the presence of these
links. In particular, each entry gi,j of G is defined as

gi,j=

{
1, if there exists a directed link from agent j to i,
0, otherwise.

And let D = diag{d1, d2, · · · , dN} denote the in-degree
matrix of the graph, where di represents the in-degree of
vertex i, which is defined as the sum of the weights of all
incoming edges to agent i, that is,

di =

N∑
j=1

gi,j .

Ni means a collection of neighbor agents of agent i. The
Laplacian matrix of the directed graph G is then defined

as L = D − G. Let S = diag{s1, s2, · · · , sN} denote the
diagonal matrix representing the direct communication
links between the virtual leader and the agents. Each
element si is defined as si = 1 if agent i can directly
receive information from the leader agent, and si = 0
otherwise. The matrix L + S is then used to describe the
augmented communication topology that incorporates the
leader’s influence on the multi-agent network.

3. BACKGROUND

3.1 System Model

The research object of this study is a repetitively oper-
ated linear MAS-CPS, which is modeled by the following
equations: {

ẋi(k, t) = Axi(k, t) +Bui(k, t),
zi(k, t) = Cxi(k, t) +Dui(k, t),

(1)

where t ∈ [0, T ] denotes the continuous time within a
finite time interval, k ∈ Z+ represents the iteration index
associated with repeated executions of the same task, and
i ∈ {1, 2, · · · ,N} is the agent index in the multi-agent
system. The vector xi(k, t) ∈ Rn denotes the system state,
ui(k, t) ∈ Rm is the control input, and zi(k, t) ∈ Rp

represents the controlled output. The matrices A ∈ Rn×n,
B ∈ Rn×m, C ∈ Rp×n, and D ∈ Rp×m are constant
matrices with appropriate dimensions that describe the
system’s dynamics, input, and output relationships.

It is worth noting that the plant dynamics are iteration-
invariant, with A,B,C, and D fixed. The iteration depen-
dence in (1) stems from repeated task execution and input
updates, causing the state and output trajectories xi(k, t)
and zi(k, t) to evolve along the iteration axis.

To focus on the influence of attacker-induced disturbances
on the AIC, we introduce the following assumption.

Assumption 1. The MAS-CPS is assumed to operate with-
out any external process or measurement noise.

The assumption of a noise-free system is adopted to
simplify the presentation of the methodology; the inclusion
of process and measurement noise will be addressed in
future work.

3.2 Attacker Model

Due to limited resources, continuous full-spectrum attacks
are impractical. Thus, attacks on MAS-CPSs typically pro-
ceed in three stages: probing the system with injected sig-
nals, inferring its dynamics from observed responses, and
launching targeted attacks to degrade consensus tracking.
This paper focuses on the first two stages. On this basis,
the attacker is assumed to infer the system’s secret, namely
its AIC, under the following capabilities and constraints.
A formal definition will be given later.

1) The attacker can inject an attack signal into the state
channel and output channel of MAS-CPS over a finite time
interval [0, T ]. The injected signal is modeled in the general
form

ai(k, t) = ρi(t)ωi(k, t), (2)
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where ωi(k, t) denotes the attack waveform and ρi(t) is
a time-window function indicating when the attack is
active. Moreover, the attack waveform is assumed to have
a uniformly bounded increment across iterations: there
exists a constant Lω > 0 such that, for all agents i, all
iterations k > 0 and all t ∈ [0, T ],

∥ωi(k + 1, t)− ωi(k, t)∥ ⩽ Lω. (3)

2) The attacker has access only to partial output measure-
ments of the MAS-CPS; the observable output is denoted
by the general form

yi(k, t) = Ezi(k, t) +Gai(k, t). (4)

where E is the observation mapping and G is the observa-
tion error matrix with appropriate dimensions.

3) The attacker has the knowledge of the desired trajecto-
ries that the MAS-CPS is intended to follow.

4) Since they are internal parameters of the system, their
specific values are generally unavailable to external parties.
The attacker does not have access to the system matrices
A,B,C and D.

Then the dynamics of the i-th agent under attack during
iteration k and time t ∈ [0, T ] are modeled as{

ẋa
i (k, t) = Axa

i (k, t) +Bui(k, t) + Fai(k, t),
zi(k, t) = Cxa

i (k, t) +Dui(k, t),
yi(k, t) = Ezi(k, t) +Gai(k, t).

(5)

For each iteration k and all agents i, the variables
xa
i (k, t), ui(k, t), zi(k, t), yi(k, t), and ai(k, t) are repre-

sented in the following compact vector format:

Xa(k, t) := (xaT
1 (k, t), xaT

2 (k, t), · · · , xaT
N (k, t))T,

U(k, t) := (uT
1 (k, t), u

T
2 (k, t), · · · , uT

N(k, t))
T,

Z(k, t) := (zT1 (k, t), z
T
2 (k, t), · · · , zTN (k, t))T,

Y(k, t) := (yT1 (k, t), y
T
2 (k, t), · · · , yTN (k, t))T,

A(k, t) := (aT1 (k, t), a
T
2 (k, t), · · · , aTN(k, t))T.

3.3 ILC Algorithm

Since the MAS-CPS repeatedly performs the same task
over [0, T ], ILC is adopted to improve tracking and con-
sensus performance across iterations. The plant model re-
mains unchanged, while the control input is updated using
the previous iteration’s error. P-ILC is a widely used ILC
scheme that updates control inputs based on past errors,
enabling simple and efficient learning-based correction.

The control objective of this study is to ensure that the
consensus error between any two agents asymptotically
converges to zero along the iterative domain. To achieve
this, let yd(t) represent a virtual leader in the commu-
nication topology, denoted as vertex 0, and define the
extended graph as G∗ = {V ∪ {0}, E∗,G∗}. The consensus
controlled error between the i-th follower and the virtual
leader during the k-th iteration is then expressed as

ezi (k, t) = yd(t)− zi(k, t). (6)

For the subsequent analysis, the attacker observes only
the corrupted measurement yi(k, t) rather than zi(k, t).
Accordingly, the measurement error from the attacker’s
perspective is defined as

eyi (k, t) = yd(t)− yi(k, t), (7)

and they are written in the following compact form

ez(k, t) = (ezT1 (k, t), ezT2 (k, t), · · · , ezTN (k, t))T,

ey(k, t) = (eyT1 (k, t), eyT2 (k, t), · · · , eyTN (k, t))T.

Consider all the information received by the i-th follower
within each iteration k over the time interval [0, T ], which
is defined as

ϕz
i (k, t)=

∑
j∈Ni

gi,j(zj(k, t)−zi(k, t))+si(yd(t)− zi(k, t)).(8)

It includes the information transmitted from other follower
agents j ∈ Ni and from the virtual leader agent d. Its
compact form is expressed as

Φz(k, t) = (ϕzT
1 (k, t), ϕzT

2 (k, t), · · · , ϕzT
N (k, t))T.

Combining Eqs. (6) and (8) yields the following expression

Φz(k, t) = ((L+ S)⊗ Iz)ez(k, t). (9)

The P-ILC is designed as

U(k + 1, t) = U(k, t) + ((L+ S)⊗ Γ)ez(k, t), (10)

where Γ is referred to as the learning operator.

4. PROBLEM FORMULATION

4.1 Confidentiality

The system’s secret is defined as the AIC, which charac-
terizes resilience by quantifying performance under dis-
turbances. From a control perspective, the AIC is fun-
damentally determined by the system’s controlled output
error, which characterizes its behavioral response under
attack. Accordingly, the following definition is introduced
to formally describe the system’s confidentiality.

Definition 1. Consider a MAS-CPS described by (5). The
system is said to possess AIC if the following condition is
satisfied

lim
k→∞

∥ez(k + 1, t)∥ = 0. (11)

In the considered attack scenario, the attacker launches
the attack after the MAS-CPS has sufficiently converged
under the P-ILC law. Hence, the controlled error ∥ez(k, t)∥
is already close to zero at the attack instant, thereby
indicating AIC.

4.2 Problem Statement

Building on the above definition of system secrecy, the
concept of opacity is introduced to characterize the
information-hiding property of a system with respect to
its AIC.
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Definition 2. Given a constant β > 0, the MAS-CPS (5)
is said to be bounded-horizon error-based opaque with
respect to its AIC if, whenever the system possesses AIC,
an external attacker is unable to correctly infer this fact
from the available observations, that is,

lim
k→∞

∥ey(k + 1, t)∥ ⩾ β > 0. (12)

The asymptotic formulation is primarily for theoretical
analysis. In practice, the attack is launched when the
MAS-CPS operates near the AIC regime, such that the
separation between ∥ez(k, t)∥ and ∥ey(k, t)∥ can already
be observed at small iteration indices.

5. MAIN RESULTS

The initial value conditions of all agents for the repetitively
operated linear multi-agent cyber-physical system (5) are
assumed as follows.

Assumption 2. The initial state is assumed to remain
identical across all iterations, i.e.,

xi(k, 0) = c, (13)

where c is a constant.

Remark 1. For clarity of presentation, the initial state of
the system is assumed to be fixed. It should be noted that
the proposed method also applies to scenarios with initial
state deviations, and this extension will be addressed in
future work.

Assumption 3. D ∈ Rp×m is row full rank.

Remark 2. The P-ILC algorithm ensures convergence only
when the matrix D is of full rank; otherwise, the system
may exhibit oscillatory behavior and fail to converge.
When D = 0, a PD-ILC scheme can be employed as an
alternative to guarantee stability and convergence of the
iterative process.

The following theorem is provided to demonstrate the
system’s AIC.

Theorem 1. Consider the MAS-CPS (5), with the initial
value conditions (13). The system is said to possess AIC
if the following condition is satisfied:

∥I − ((L+ S)⊗DΓ)∥ < 1. (14)

Proof. To establish the system’s AIC, it is necessary to
compute the controlled output error using (6) and (10),

ezi (k + 1, t) = ezi (k, t)−C∆xi(k + 1, t)−DΓϕz
i (k, t),(15)

where ∆xi(k + 1, t) ≜ xi(k + 1, t) − xi(k, t). Its compact
form is

ez(k + 1, t) = (I − ((L+ S)⊗DΓ))ez(k, t)

−C∆Xa(k + 1, t), (16)

where ∆Xa(k + 1, t) ≜ Xa(k + 1, t)− Xa(k, t) denotes the
inter-iteration difference. Evaluating (5) at iterations k+1
and k, and integrating their difference over [0, t] under
identical initial conditions, yields the following difference
dynamics:

∆Xa(k + 1, t)

=A

∫ t

0

∆Xa(k + 1, τ)dτ + ((L+ S)⊗BΓ)

∫ t

0

ez(k, τ)dτ

+F

∫ t

0

∆A(k + 1, τ)dτ, (17)

where ∆A(k + 1, t) ≜ A(k + 1, t) − A(k, t). Next, substi-
tuting the result of equation (17) into equation (16) and
using the definition of norm, yields

∥ez(k + 1, t)∥
⩽ ∥I − ((L+ S)⊗DΓ)∥∥ez(k, t)∥+ ∥CF∥LωT

+∥CA∥
∫ t

0

∥∆Xa(k + 1, τ)∥dτ

+∥(L+ S)⊗ CBΓ∥
∫ t

0

∥ez(k, τ)∥dτ. (18)

The result of taking the λ-norm of the above equation is
given as follows

∥ez(k + 1)∥λ
⩽ ∥I − ((L+ S)⊗DΓ)∥∥ez(k)∥λ + ∥CF∥LωTe

−λt

+∥CA∥∥∆Xa(k + 1)∥λ
1− e−λt

λ

+∥(L+ S)⊗ CBΓ∥∥ez(k)∥λ
1− e−λt

λ
. (19)

Under the condition (14), let λ > 0 and be sufficiently
large; then, the following holds

lim
k→∞

∥ez(k + 1)∥λ = 0. (20)

It means

lim
k→∞

sup
t∈[0,T ]

{∥ez(k + 1, t)∥e−λt} = 0. (21)

Then we derive that

lim
k→∞

∥ez(k + 1, t)∥ = 0. (22)

By applying the definition of AIC, it follows that the
MAS-CPS (5) possesses AIC. This completes the proof
of Theorem 1.

Next, Theorem 2 is presented to verify the opacity of the
MAS-CPS.

Theorem 2. Let the MAS-CPS (5) satisfy the condition of
Theorem 1, and let the attacker possess the capabilities
and constraints described in Subsection 3.2. Then the
system is bounded-horizon error-based opaque.

Proof. Firstly, based on (7) and (10), the norm of the
measurable output error compact form is written as

∥ey(k + 1, t)∥⩽ ∥ey(k, t)∥+ ∥EC∥∥∆Xa(k + 1, t)∥
+∥G∥∥∆A(k + 1, t)∥
+∥(L+ S)⊗ EDΓ∥∥ez(k, t)∥. (23)

By using an argument similar to that in the proof of
Theorem 1, together with the persistence of the attack
term, it follows that the measurable output error cannot
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Fig. 1. Communication topology

asymptotically converge to zero along the iteration axis.
Hence, there exists a constant c > 0 such that ∥ey(k +
1, t)∥ ⩾ ∥ey(k, t)∥ + c, where c > 0. Evidently, for any
fixed time instant t, ∥ey(k + 1, t)∥ forms a monotonically
non-increasing sequence bounded below, that is,

∥ey(k + 1, t)∥ ⩾ δ, (24)

with δ > 0. Combining it with equation (22), it follows
that the MAS-CPS (5) possesses AIC, while the attacker
perceives that it does not. Hence, when the AIC is regarded
as the secret, the system is opaque. The proof of Theorem
2 is concluded.

6. SIMULATION

This section considers a linear MAS-CPS denoted as

A =

[
−2 0.1
0.08 −3

]
, B =

[
−1 0.3
0 −0.6

]
, C =

[
0.1 0
0.2 0

]
, D =

[
3 3
0 2

]
E =

[
0.9 0.1
0.5 0.75

]
, F =

[
−1 0.3
0.5 −0.6

]
, G =

[
1 1
0.5 −0.6

]
,

in t ∈ [0, 20], which is composed of one virtual leader and
four follower agents to verify the feasibility of the proposed
theorems.

The communication topology of the MAS-CPS is illus-
trated in Fig. 1. According to the considered communica-
tion topology, S = diag{1, 0, 1, 0}. It consists of a virtual
leader 0 and four follower agents 1–4, where each edge
represents the information exchange between connected
agents. The interaction among the agents is further char-
acterized by the following Laplacian matrix

L =

 1 0 1 −1
0 1 −1 0
0 −1 2 −1
−1 0 −1 2

 .

The attack signal is defined as ρi(t) = 1t⩾ta
i
, where 1t⩾ta

i

denotes the indicator function, i.e., 1t⩾ta
i
= 1 for t ⩾ tai

and 1t⩾ta
i
= 1 otherwise. ta = (8, 12, 10, 15), and tai is its

i-th element. ω1 = [0.01t;−0.005t], ω2 = [−0.08t;−0.07t],
ω3 = [0.06t2;−0.04t2] and ω4 = [−0.05 + t; 0.09 + t]. Let
the output of leader agent 0 as zd(t) = [0.1t; 0.06t+ 1.5].

The ILC algorithm is given as

U(k + 1, t) = U(k, t) +

(
(L+ S)⊗

[
0.07 −0.05
0.03 0.07

])
ez(k, t);

then from the above matrices value, it follows that ∥I −
((L+S)⊗DΓ)∥ ≈ 0.94 < 1, which satisfies condition (14).
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Fig. 2. Output of the leader agent 0, follower agents1–4
and observed by attacker (Channel 1).
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Fig. 3. Output of the leader agent 0, follower agents1–4
and observed by attacker (Channel 2).

After 60 repetitive iterations, the controlled and measured
output trajectories of the system are shown in Figs. 2
and 3. Under the P-ILC in (10), all followers can resist
the attack signal, indicating AIC. However, the attacker-
observed outputs (green curves in Figs. 2–3) fail to track
the desired trajectory, implying opacity when AIC is
confidential. The outputs converge after 60 iterations,
showing stable disturbance rejection.

To illustrate the system’s opacity more clearly from the
perspective of error analysis, Fig. 4 presents a comparison
between the controlled output error and the measured
output error trajectories. As shown in Fig. 4, the controlled
error ezi converges to zero along the iterative axis, while the
measurement error eyi remains bounded. This implies AIC
but leads an external attacker to infer degraded tracking,
indicating opacity.

7. CONCLUSION

This paper presented an opacity verification framework for
MAS-CPSs under P-ILC. By relating AIC to output er-
rors, system confidentiality and opacity were defined, and
sufficient conditions based on the attacker’s observation
capability were derived. Results show that the proposed
scheme achieves accurate tracking while preserving opac-
ity. Future work will consider delays, disturbances, and
adaptive learning.
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Fig. 4. Comparison between the controlled and the mea-
sured output error.
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