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Abstract: Model-based fault detection, identification and reconfiguration (FDIR) methods rely on the 

idea of analytical redundancy in which, in contrast to physical or hardware redundancy, real physical 

measurements are complemented with analytically computed redundant variables. A standard method to 

analytically detect the existence of a failure is to look for anomalies in the plant's output relative to a 

model-based estimate of that output generating a signal called residual. If the generated residual includes 

enough information to precisely identify the fault, then it can be used to ameliorate the fault effects or 

help degrade the performance of the system in a controlled fashion. Model-based FDIR methods have 

been studied and matured in Academia during the last 20 years but in the realm of the aerospace domain 

they have not achieved the desired attention due to the critical nature of faults and the difficulty of 

testing, verifying and validating the resulting designs. In this paper, main efforts by Deimos Space to 

bring these methods to a mature stage for industrial utilization and deployment are reviewed with 

emphasis on H∞ optimization FDI technology. 
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 A. Marcos and A. Caramagno were at Deimos Space SL during the course of the work presented in this paper. 

1. INTRODUCTION 

Fault detection, identification and reconfiguration (FDIR) 

approaches based on mathematical models, the so-called 

model-based methods, have been proposed and consolidated 

in Academia for the last 20 years [Chen and Patton 1999 

Marzat et al 2012]. From an aerospace industrial control 

perspective these methods are well mastered and 

operationally implemented but from the perspective of FDI, 

and due to the criticality of testing fault scenarios in real 

aeronautical environments, most efforts until recently were 

very timid research and development studies. 

Addressing this shortcoming, the last few years have seen 

concerted efforts at the European level, both in Aeronautics 

as well as Space, to change this situation. This article 

presents a summary of several aeronautical projects providing 

a time-line from theory up to operational deployment 

assessment for a model-based FDI approach based on the H∞ 

formalism [Doyle et al 88, Appleby 90, Edelmayer et al 94, 

Balas et al 98].  

All the presented cases, except for the 1
st
 case in Section 4.1, 

were performed by Deimos Space as part of a strategy to 

mature and consolidate FDI technology in their technical 

portfolio. It is noted that although in here only the 

aeronautical component is described, these efforts were 

intertwined with similar projects in the Space side supported 

by the European Space Agency. 

The layout of the paper is as follows. Section 2 cursorily 

describes model-based FDI approaches in general and the H∞ 

FDI approach in particular. Section 3 describes the increasing 

Technological Readiness Level (TRL) application of the 

latter to different aircraft, from a basic level (TRL 2) in a 

Boeing 747-100/200 simulation model, to verification and 

validation by Airbus on their state-or-the-art test benches 

(TRL 5/6) for assessment of the potential for subsequent 

operational maturation and deployment.     

2.  MODEL-BASED APPROACHES: (FROM) 

THEORY 

In this section the main ideas of model-based FDI are 

presented followed by a methodological sketch of H∞ FDI 

design. This should provide a basic understanding of the 

methods and represents the “paper” aspect of the title. 

2.1 Model-Based Approaches 

The essence of model-based fault detection and isolation 

(FDI), or fault detection and diagnosis (FDD), problem is 

depicted in Fig.1 and can be formalized as follows –assuming 

there are no other disturbances besides the fault nor 

uncertainty: 

FDI/FDD problem: Given a model of the nominal system Gu 

and knowledge (measured or estimated) of the inputs u and 

outputs y of the system, determine a filter F=[Fu Fy]
T
 that 

provides a fault estimate res= f̂  with information on the 

faults f entering the system (through Gf).  

The fault estimate res= f̂  can provide just an indication of the 

fault’s presence (fault detection) or also the fault location and 
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source (fault isolation) [Chen and Patton 99, Marzat et al 12]. 

Fault detection requires only a single (scalar) value while 

fault isolation requires a set (vector) of fault estimates in 

order to be able to distinguish between different faults. 
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Fig.1 Basic model-based FDI design architecture 

From the above figure it is straight forward to obtain: 

 
 uGFFfGF      

uFuGfGFuFyFres

uyufy

uufyuy




 Eq. 1 

From where the main objectives in the design of an FDI/FDD 

filter are easily identified:  

1. Maximize the effect of the faults (i.e. Fy should 

maximize the effects of the faults f based on the 

knowledge of their effect on the system, Gf). 

2. Minimize any other effect (e.g. controller input u, 

uncertainty, disturbances, other subsystem faults…).  

Note that in the present case, the filter can be optimally 

designed by setting Fy = Gf
 -1

and Fu = - Fy Gu. In the general 

case, the two filter components must be traded-off to fulfil 

the two competing objectives. For example, accounting for 

external disturbances effects on the system (ie adding Gd d to 

the output of the system y), Equation 1 transforms into: 

 uGFFdGFfGFres uyudyfy   Eq. 2 

This clearly shows that if a fault affects the system along the 

same direction as a disturbance (i.e. Gf = Gd) then it is not 

possible to detect such fault. In the case of uncertainty, the 

analysis is similar but leads to a more complicated trade-off. 

The above discussion was based on an open-loop FDI design 

perspective (i.e. not including the controller), although it is 

also possible to perform FDI on closed-loop system. Open-

loop FDI is favoured, see [Niemann and Stoustrup 97], 

essentially due to its ability to use more information on the 

system (i.e. the presence of the controller hides information 

by absorbing the fault effects due to its natural robustness 

characteristics) as well as due to its ability to retrofit the 

designed FDI filter on an existing controlled system. For both 

type of approaches, the formal requirements are the same:  

1. To reliably and accurately detect and isolate faults 

2. To be insensitive to exogenous disturbances, noise 

and system uncertainty 

2.2 H-infinity FDIR 

The above objectives lead to the natural requirement that the 

residual generator be robust, which is the main motivation for 

the use of H∞ optimization FDI approaches since one of their 

distinguishing features is the explicit inclusion of uncertainty 

[Doyle et al 88, Balas et al 91, Chen and Patton 99]. As such, 

they provide for a direct way to trade-off the level of 

robustness to uncertainty with the level of performance of the 

FDI filter. This is especially important in filtering problems, 

since it has a direct impact on the false alarm versus missed 

fault rates –which are critical for the practical applicability of 

an FDI filter and its industrial deployment. 

The problem of designing a robust FDI filter is generally 

divided in two main stages: robust residual generation and 

robust residual evaluation. Within the task of residual 

generation, and from the H∞ perspective, the idea is to obtain 

a filter F=[Fu Fy]
T
 so that Fu cancels the effects of the known 

inputs and Fy maximizes the effects of the fault while 

minimizing the effects of the disturbances based on the 

frequency regions in which they act. This is accomplished 

through the use of so-called weighting filters W* which 

embed the knowledge on these different frequency regions as 

well as the desired design objectives into the H∞ optimization 

framework. A methodology used for the design of an optimal 

FDI filter is as follows [Appleby 90, Mangoubi 98, Balas et 

al 91, Marcos et al 05]: 

1. Obtain the linear time invariant (LTI) model that will be 

used for design, i.e. find G=[Gf Gd Gu]
T
.  Typically, this is 

obtained by Taylor’s 1
st
 order approximation of the nonlinear 

system around a specific point in the operation envelope. 

2. Define the H∞ FDI interconnection, which represents the 

posing of the mathematical optimization problem in similar 

fashion to Figure 1. It specifies the input and output channels, 

establishes the design rationale and includes the LTI system 

above as well as the optimization weights (see next point). 

3. Define the optimization problem weights. These are used 

to map the performance and robustness design specifications 

into the mathematical interconnection. The general types and 

ideas behind weight definition are: 

 Noise weights. They are used to attenuate the 

noise/disturbance effects on the residual. Typically 

high-pass weights are used to indicate the high-

frequency noise associated with sensor systems. 

 Ideal fault weights. Typically low-pass weights that 

contribute to shape the bandwidth and performance 

of the filter. If several faults are desired to be 

identified, then a diagonal matrix is used to 

emphasize their de-coupling on the residuals.  

 Error/performance weights. These weights parallel 

the performance weights used in the standard control 

set-up. The idea is to minimize the error at low 

frequencies and relax the constraints at higher 

frequencies. Hence low-pass weights are typically 

selected for the actuator and sensor errors. 
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4. Establish the performance metric. The performance metric 

for H∞ synthesis is based on the induced L2-norm, e.g. the H∞ 

norm between the selected input-to-output transfer functions. 

5. Solve the optimization problem. The LTI H∞ optimization 

approach finds the FDI filter design by exactly 

characterizing, and thus guaranteeing, the induced L2-norm 

performance of the weighted transfer functions established in 

the H∞ interconnection. It does so by using a quadratic 

Lyapunov function and solvability conditions from the well-

known Bounded Real Lemma [Doyle et al 88]. 

In order to exemplify the methodology, assume that a 

nominal LTI plant G=[Gf Gd Gu]
T
 is given and it is desired to 

design an FDI filter F=[Fu Fy]
T 

following a design rationale 

based on fault model-matching (this has several advantages, 

see [Chen and Patton 1999, Marcos et al 05a]). First, the H∞ 

FDI interconnection is established following this fault model-

matching rationale, see Figure 2. The proposed 

interconnection has three optimization weights: Wf (shaping 

the ideal fault knowledge and/or desired filter behaviour), Wd 

(shaping the disturbances) and Wu (shaping the known 

controller command). 
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Fig.2 Ideal fault-matching FDI H interconnection 

Based on steps 4 and 5, then the optimization will minimize 

the L2-norm of the transfer function (TF) from the inputs to 

the error: min || TF[f d  u] 


 e ||. From algebraic manipulations, 

the following is obtained: 

   uWFGFdWGFfWGF

fWrese

uuuyddyffy

f




 Eq. 3 

Thus, three main TFs are obtained with the first one related to 

FDI performance (i.e. perfect identification if the TF given by 

(FyGf – Wf) is zero), the second related to disturbance rejection 

and the last to known command cancellation. The shaping 

filters are used to emphasize the frequency regions where we 

want to achieve these objectives, resulting in a direct way to 

perform the design trade-offs. Solving the optimization 

problem will yield the desired F=[Fu Fy]
T 

based on the 

defined interconnection (Fig.2), shaping weights (Wf ,Wd ,Wu) 

and plant (Gf ,Gd ,Gu). 

 

3.  MODEL-BASED APPROACHES: (TO) 

PRACTICE 

In this section, several aeronautical cases are presented in 

chronological order and covering from the early part of the 

research to prove feasibility stage (TRL 2) up to system 

demonstration in relevant environment (TRL 6). As noted 

before, all except for the first case were performed at Deimos 

Space in the course of the last 7 years (2006-2013). 

3.1 High-Fidelity Simulation in a Boeing 747-100/200  

The case considered here [Marcos et al 05a] is to the best of 

the authors, and also from the detailed survey of [Marzat et al 

12], the first instance that an H∞ FDI filter was designed for a 

high-fidelity, full nonlinear aircraft model (although [Melody 

et al 01] showed first its applicability from the perspective of 

ice detection). Despite the basic technology research level 

(TRL 2, i.e. computer simulation) it served to pave the way to 

accept the plausibility of the approach for aircraft FDI, which 

as will be exemplified with the subsequent cases was correct. 

The aircraft model used for this application was a Boeing 747 

series 100-200, see Fig.3 [Hanke et al (1970, 1971)]. The 

focus of the application was on the longitudinal motion of the 

aircraft although the simulations were performed with the full 

nonlinear model. A movable horizontal stabilizer with four 

elevator segments (i.e. two inboards and two outboards) plus 

the thrust from four engines were used to control the 

longitudinal motion.  

 

Fig. 3 Boeing 747-100/200 (courtesy of Boeing) 

The H∞ FDI design rationale was that of fault-matching with 

‘‘tracking’’ (i.e. detection) requirements. The filter was 

designed to detect and isolate elevator actuator and pitch rate 

sensor faults while rejecting disturbances and noise. The 

paper covered: [1] selection of the plant for FDI design, [2] 

definition of optimization interconnection (Fig.4), [iii] weight 

design, and [3] frequency (Fig.5) and time (Fig.6) response 

analysis for filter tuning.   

 

Fig. 4 Boeing 747H∞ FDI design interconnection 
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Fig. 5 Boeing 747: FDI transfer function analysis  

The nonlinear time simulations (including sensor noise and 

gust) showed the good properties of the filters for detecting 

the fault despite changes in the aircraft arising from 

longitudinal manoeuvres, see Fig 6. 

 

Fig. 6 Boeing 747: FDI nonlinear closed-loop response   

The above developments were applied by Deimos to a 

sophisticated atmospheric re-entry vehicle simulation model 

based on EADS re-entry demonstrator Phoenix, see [Kerr et 

al 08], as well as to piloted simulations for a twin-engine 

research aircraft, see [Kerr et al 09]. The latter also including 

real flight test data assessment. 

3.2 EU-FP7 ADDSAFE Project 

A consortium of European industries (Airbus, Deimos 

Space), research centers (DLR, SZTAKI, IMS-CNRS) and 

Universities (Delft, Leicester, Hull) was established in July 

2009 for three years to research model-based FDI methods 

for aircraft. The project, co-funded by the European 7
th

 

Framework Program and led by Deimos Space, was entitled 

“Advanced Fault Diagnosis for Sustainable Flight Guidance 

and Control (ADDSAFE)” – see Fig7 and for further details 

the webpage of the project: http://addsafe.deimos-space.com/ 

and reference [Marcos 13]. 

 

  

Fig. 7 ADDSAFE: Airbus test facilities (left) Elevator System-

Integration-Bench and (right) Flight Simulator 

The overall aim of ADDSAFE was to research and develop 

model-based FDI methods for aircraft flight control systems 

faults, predominantly sensor and actuator malfunctions. The 

thrust of the project was based on the link between aircraft 

sustainability and FDI. For example, it has been 

demonstrated that improving the fault diagnosis performance 

in flight control systems allows to optimize the aircraft 

structural design (resulting in weight saving), which in turn 

helps improve aircraft performance and to decrease its 

environmental footprint [Goupil 10]. The importance of the 

studies carried out within the project arise, on the one hand, 

due to the representativeness of the benchmark proposed by 

Airbus, which consisted of a generic civil aircraft model and 

realistic fault scenarios, and on the other hand, the industrial 

validation of the more promising designs in the actual Airbus 

flight control system Verification & Validation (V&V) 

process [Goupil and Marcos 11].  

The different design teams used model-based approaches 

covering geometric, nonlinear local, system identification, 

sliding-mode observers and H∞ based filtering among others. 

Deimos’ design [Marcos 12] was based on the latter and 

aimed at detection of faults in aileron actuators, see Fig 8. 

 Fig.8 ADDSAFE: Effect of aileron jamming and potential control 
surfaces used for compensation 

Deimos design followed a global aircraft FDI approach, i.e. 

using sensor measurements from the aircraft as opposed to 

only inputs/outputs of the actuator, for the H∞ FDI filter 

(residual generation) and a simple time/magnitude logic 

(residual evaluation) for the fault isolation between left and 

right inboard ailerons. Fig.9 graphically shows the design 

process followed –which parallels Section 2.2 and also 

condenses in a more methodological fashion the steps in the 

previous example cases.  
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Fig.9 ADDSAFE: Deimos methodology for H∞ FDI design 

In order to facilitate the industrialization transfer of the 

methodology, didactic efforts such that of Fig.9 as well as 

standardization of the design weights’ tuning were 

emphasized. With respect to the later, a generic first-order 

transfer function model was used –see Eq 4, where the low-

frequency gain is given by KLF=K, the high-frequency gain 

by KHF=Ka/b and the bandwidth by B= KLF /b= KHF /a: 

1

1

1

1











sK

sK
K

bs

as
KW

BLF

BHF
LF




 Eq. 4 

An example of the performance of the design is given in 

Table 1. This table summarizes the main detection metrics 

(i.e. false alarm FA, missed-detection MD and normalized 

detection time performance DTP) arising from a parametric 

campaign using Airbus nonlinear computer simulation model 

and Deimos Functional Engineering Simulator (FES). The 

campaign used different flight conditions as defined by 

parameters such as altitude, speed, mass, center of gravity 

and inertia for several fault scenarios. 

Table1 ADDSAFE: Deimos FDI metrics 

 

Deimos design was one of the five (out of 13) selected by 

Airbus for industrial validation [Goupil and Marcos 012].  

 

 

3.3 EU-FP7 RECONFIGURE Project 

Sparked by the success of ADDSAFE, another EU FP7 

project was initiated in January 2013 for another 3 years. This 

project, also under the leadership of Deimos Space and with 

participation of Airbus, DLR, SZTAKI, ONERA and the 

Universities of Exeter, Cambridge and Delft is entitled 

“Reconfiguration of Control in Flight for Integral Global 

Upset Recovery (RECONFIGURE)”, see Fig.10. 

 

 

Fig.10 RECONFIGURE: project’s goal 

The main goal of RECONFIGURE is to investigate and 

develop aircraft guidance and control (G&C) technologies 

that facilitate the automated handling of off-nominal and 

abnormal events optimizing the aircraft status and flight. This 

is expected to be accomplished by developing estimation, 

diagnosis and reconfigurable methods that will enable 

extending for as long as possible the G&C functionalities 

designed to assist the pilot in keeping the flight safe and 

making the flight task easier and the mission optimal. This 

goal is visualized by the shift seen in the bottom of Fig.10 

from the dashed (current) to the solid line (the desire 

innovation). 

This project is presented in detail in [Goupil et al 14], and can 

be followed at http://reconfigure.deimos-space.com/, thus no 

further details are given here in the interest of brevity except 

to mention that integrated approaches and high-performance 

architectures based on H∞ optimization [Marcos and Balas 

05b, Marcos et al 07] are candidate techniques being 

considered based on the successful consolidation of the 

technique from the previous cases. 

4. CONCLUSIONS 

This article has presented the efforts done at Deimos Space to 

take an established control technique to the field of aircraft 

fault detection and isolation from theory to practice. The 

technique, H∞ optimization, has been shown to be capable of 

tackling a diverse array of faults (from actuator to sensor) for 

several types of commercial aircraft. All the cases presented, 

except for the 1
st
 one, were carried out during the past 7 years 

at Deimos Space (Spain) in the frame of European Union and 

European Space Agency efforts to consolidate the model-

based FDI technology in Europe. 
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