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Abstract: A new distributed algorithm for on-line fault detection and isolation of discrete-
event systems modeled by Petri nets is presented. The algorithm is applicable to systems
modeled in a modular manner by means of place-bordered Petri nets, i.e., Petri nets
with common places but distinct transitions. These Petri nets have transition labeled
with events; fault events are modeled as transitions labeled with unobservable events.
It is assumed that the diagnoser modules are able to communicate in real-time during
the diagnostic process. A merge function is defined to combine the individual diagnoser
states and recover the complete diagnoser state that would be obtained under a monolithic
approach.
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1. INTRODUCTION of a special discrete-event process called diregy-
noser The diagnoser is built from the system model

This paper addresses the problem of detecting andand is used to (i) test the diagnosability properties of
isolating faults or other Significant events in dynamic the System and (||) perform on-line monitoring of the
systems that can be modeled as a set of interactingsystem for the purpose of fault diagnosis. The above
discrete-event modules. The events to be detected angeferences regarding the Diagnoser Approach are all
isolated (referred to as “faults” hereafter) are mod- pased on the use of automata models for the sys-
eled as unobservable events in the respective systenfem under consideration, leading to the construction
modules. Fault detection and isolation methodologies of automata diagnosers_ Recenﬂy, a diagnoser-based
based on the use of discrete-event models have beemethodology for on-line monitoring of discrete-event
successfully used in a variety of technological sys- systems modeled by Petri nets was proposed in (Genc
tems ranging from document processing systems toand Lafortune, 2003). As in (Sampath al., 1996),
intelligent transportation systems; see (Lafortiete  diagnosers are used for on-line monitoring; however,
al,, 2001) and the references therein. Petri nets - not automata - are used to represent the
» transition structures of these diagnosers. The use of
" Petri nets offers potential advantages over automata
such as compactness of the transition structure and
distributed nature of the state.

The methodology termed the “Diagnoser Approach
introduced in (Sampatét al., 1996) and subsequently
extended in several works including (Deboedkal.,
2000), is of particular relevance to the present paper.
The key feature of the Diagnoser Approach is the use This paper builds on and extends the results in (Genc
and Lafortune, 2003). The work in (Genc and Lafor-
1 This research is supported in part by NSF grants ECS-0080406,t_un_e’ 2003) deals V\_”th systems_descrlbe_d by (I) mono-
CCR-0082784 and CCR-0325571, by ONR grant N00014-03-1- lithic models, leading tacentralizedPetri net diag-
0232, and by grant from the Xerox University Affairs Committee.




nosers, and (ii) models composed tofo Petri nets  function on the arcs. We denote W(P,t) the vector
sharing a set of common places, leading to a dis- of size equal to the number of placesRrand whose
tributed diagnosis algorithm with communication ab- it column is equal tav(t, p;) — w(p;,t) wherep; € P
breviated as “DDC-2” hereaftét. In this paper, we  andt € T.

consider the case of modular systems consisting of . . ,

a setof place-bordered Petri nets and present a neWA labeled Petri net '_S defmepl w’z’l’).(o.)’ where;
algorithm that extends DDC-2 to the case of multiple is the set of events,: > — T is the transition labeling

modules. The extension of DDC-2 to multiple mod- function, andxp is the initial state. A transitiohc T

ules and in particular the associated correctness proof abn :‘lrg If:)roin_x etX_,fwh(e;reXI |stfthefstat%|space [c))|f tge
of the new algorithm are non-trivial extensions of the abeled Petri net, if and only Ifis feasible (enabled)

results in (Genc and Lafortune, 2003). from x. Whept fires, the st'ate transition functioi:
X x T — X gives the resulting state.

Petri net models have been employed to solve prob-

lems of state observability, system monitoring, alarm

analysis, and fault diagnosis in several works, in-

cluding (Sifakis, 1979; Giua, 1997; Hadjicostis and

Verghese, 1999; Benvenistt al, 2003; Boel and " ! LT

Jiroveanu, 2004). However, to the best of our knowl- We pariition the set of faults_mto disjoint sets wh_erg

edge, reference (Genc and Lafortune, 2003) and thiseaCh set _corresponds o a different fault type. T_h|s IS

paper are the first to explore the extension of the bepause it might not be necessary to detect and isolate
uniquely every fault event, but only the occurrence of

Diagnoser Approach of (Sampatt al, 1996) to
Petri net models. Systems possessing modular struc2N€ among a subset (type) of fault events. We denote

tures are receiving more and more attention in the E);azuFlr the set of fault events corresponding to a type

recent literature on diagnosis, verification, and control :

of discrete-event systems; see, e.g., (de Queiroz and

Cury, 2000; Swet al,, 2002; Benvenistet al., 2003;

Contantet al, 2004). The suitability of Petri nets to 21 System Model

model distributed systems was a key motivation for the . o

use of Petri net structures in the work in (Benveniste 1he System to be diagnosed is given by a set of place-

et al, 2003) on alarm supervision in telecommunica- Pordered labeled Petri nete = {(-/m, Zm, Im,Xg) -

tion networks. The same consideration motivates our™=1,2,.-.,M}, where the additional symbut iden-

choice of Petri net structures as a means to mitigatelllieS themodulein the set anaM is the number of

the combinatorial explosion that occurs when modular Mdules. The set of fault events of typef module

models are converted to monolithic ones. Im is denoted by>rm. We assume the following
conditionsV.#yn € A (i) Vtln € M, ZnNZy =0,

The remainder of this paper is organized as follows. (it) 340 € A, such thatPmn, = PN Py # 0, (iii)

We present in Section 2 our new distributed algo- vt € Ty, if t puts tokens into or removes tokens from

rithm with communication, abbreviated DDI@; for Pmn for some.#, € ., thenly(t) € Zom. Thus, the

diagnosing systems composed\vdfmodulesM > 2. modules in.# have disjoint sets of transitions but

Results about the correctness of the DBICare pre-  share at least one place with another module in the set.

sented in Section 3. In Section 4, we briefly present the The motivation for labeling transitions putting tokens

software implementation of DD in MATLAB. Fi-  into or removing tokens from the common places with

nally, some concluding remarks are given in Section 5. gphservable events is to allow communication between
diagnosers to be triggered by observable events.

Some of the events iX are observable, i.e., their
occurrence can be observed (detected by sensors),
while the other events are unobservable; thes>,U

Yuo- The set of fault event&s is a subset of .

2. DISTRIBUTED DIAGNOSIS WITH

COMMUNICATION Example 1.Consider the valve and load model in Fig.

1, controller model in Fig. 2 and a pump model which

In this section, we study the problem of distributed 'S graphically isomorphic to the valve up to renam-
diagnosis with communication. We are interested in N9 Of events and places. In the pump, the events
the case where the system consists of a set of module§f the valve are renamed as followgalveopento
and diagnosers are constructed for each module. westart-pump closevalveto stop pump stuckclosed

allow these diagnosers to communicate. to pump failed-off, stuckopento pump failed.on,
places are enumerated with prefiminstead of/l. We

We start with some general definitions. A Petri net take the para||e| Composition of the valve, pump, load

graph is defined ast” = (P, T,A,w), whereP andT  and controller (not shown here). The valve, pump and
are finite sets of places and transitions, respectively, |oad in Figs. 3, 4, 5 form the set of place-bordered nets
is the set of arcs from places to transitions and from that constitute the overall system model. The places of
transitions to places, andt : A — Z, is the weight  the controller in Fig. 2 are the common places between
these place-bordered nets. Figure 6 shows the in-
2 DDC-2 is denoted by DDC in (Genc and Lafortune, 2003); the terconnection betweer! the_ individual plage-bordergd
“.2" label has been added in this paper for the sake of clarity. nets. For all the nets in this paper, the filled transi-




tions are labeled with unobservable events. The fault
types are:Xr1q = {stuckopenl, stuckopen2},
2r21 = {stuckclosedl, stuckclosed2}, 2f1o =
{pump failed_on.1, pumpfailed-on2}, Zr>> =
{pumpfailedoff_1, pumpfailed.of f 2}, Zr13=
{failed-of f}.
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Fig. 6. Common places between the modules.

cd 2.2 Communicating Petri Net Diagnosers
set_point_incr . ¢ stop_pump 5 close_valve
CONTROLLER 2.2.1. Petri Net Diagnosers We construct a Petri
) net diagnoser for each module in the set and
Fig. 2. The controller model. denote the resulting set of diagnosers by =

{ (M Zms I XE™ A ) :M=1,2,..., M}, whereAs m

is the set of fault types af#Zy m. Petri net diagnosers
were first defined in (Genc and Lafortune, 2003). Due
to space limitations, some familiarity with (Genc and
Lafortune, 2003) is assumed in the sequel. Our Petri
net diagnosers differ from those in (Genc and Lafor-
tune, 2003) in terms of structure of message labels. We
present the salient features of these diagnosers.

The diagnoser state]' of module #Zym € .44 is a
matrix of the form

wherex{'(i) denotes the state in rowof diagnoser
statex], x{'(i) denotes the correspondirfigult label
andx"(i) denotes the correspondimgessage label
The state parxl'(i) of each rowi corresponds to one
possible state af#, following the occurrence of the
observed sequence of events.

The diagnoser state transition functiondfy m € .#4

is fgm : X" X Zom — X", whereX[" is the state space
of .#ym. Given the diagnoser stai' € X[" and the
observable evert € Xy, then fg m(x]',a) is defined
only if there exists someé € T, labeled with the
observable everd and enabled from the state part of
some rowi of x7. In that casefq m(xJ, a) is the listing
of elements in the set

Uuesn(xg‘,a)u Rm(“)a (1)

Fig. 4. Place-bordered net: Module#2.



where Sy(X',a) is the set of states with the corre- gorithm 2 pertains to diagnoser state updates upon
sponding fault and message labels reached from thereception of a message from another module. Pseudo-
rows of X' by firing transitions labeled with the ob- code descriptions of Algorithms 1 and 2 are given in
servable evend andURpy(u) is the set of states with  the tables below. We provide some explanations for
the corresponding fault and message labels reachedhe different lines in these two algorithms.

from u by firing the enabled transitions labeled with
unobservable events. Let there beows inxj. For-
mally, we have

Algorithm 1: The outer loop (line 1) considers for the
sake of generality a sequence of observable events.
Consider these events one at a time. The module the
event occurs at is identified in line 2 and called here-
after themastermodule. In line 3, the diagnoser state
of the master module is updated for the observed event
according to the diagnoser state transition function.
Then, all other modules that have common places with
the master module, theeighbormodules hereatfter,
need to be considered (line 4). For those neighbor
whereBn(x]\(i),a) is the set ot € T, enabled from  modules whose common places with the master mod-
xj(i) and labeled witha € Zom. The definition of  ule were affected (addition and/or removal of tokens)
unobservable reach of a (place-bordered Petri net)by the execution of the observable event, lines 6-12
diagnoser state is given in (Genc and Lafortune, 2003)need to be performed. (Recall the assumption that
and omitted here. Fault labels are used as in automataransitions into common places are labeled by observ-
diagnosers to memorize the occurrence of a fault eventable events.) In lines 6-12, the appropriate message
in the diagnoser state; see (Genc and Lafortune, 2003¥or the communication from the master module to the
for further details ox{'(i). Examination of the current  neighbor module is constructed. This message con-
fault type reveals the status of the different types sist of the message labels of the relevant rows of the

Sn(Xd8) = Ur<i<i Uregn(xm(i).a)
{(USuP|u™) ug' = fm(X5'(P), 1), Uf =X7(i),
Nty € M\ AMm such thabm, # 0,

U"(Pmn) = (4"(i,Pmn) W(Pmn,t))},

of faults: fault(s) of TypeFk did not occur, fault(s)
of Type Fk possibly occurred Ek-uncertain state”),
fault(s) of TypeFk occurred for sure Ek-certain
state”).

Finally, thex™(i) part of each row of the diagnoser

state corresponds to the message label. Message |
bels memaorize the history of token additions/removals
for common places. For convenience, we divide the

a_

master’s diagnoser state, namely the rows for which
tokens were removed and/or added in common places.
Note that each row of the message is composed of
a prefix (previous message label) and a suffix (most
recent update on common placés)The effect of a
message on the diagnoser state of the neighbor module
Is captured by the functiodDSCin line 13, which is
evaluated by Algorithm 2.

message label into different parts where each part per-Algorithm 2: The algorithm is triggered by the recep-

tains to common places (if any) between two given
modules. We will need the following notation for pre-
fixes and suffixes of message labels. Suppgse-
fam(xg,a) for somexy € X" anda € Xom. Then,
for some.#, € .# and rowsi, j of x7, yg, respec-
tively, if y"(j,Pnn) = (X"(i,Pnn) W(Pnn,t)), then
Y"(i,Pmn)-Pfx = X"(i,Pmn) and y"(j,Pmn).Sfx=
W(Pmpn,t).

The module and corresponding diagnoser have the

same Petri net graph. However, the modules do not
have disjoint sets of places and can affect each
other’s states via the common (shared) places. If di-
agnosers are not informed of each others token addi
tions/removals for the common places, then their state
estimates will be incomplete. We overcome this prob-
lem by defining a communication protocol between

diagnosers, presented next.

2.2.2. Communication Protocol We now formal-
ize our DDCM algorithm for distributed diagnosis
of communicating Petri net diagnosers. DIDC-s
presented in two parts, called Algorithms 1 and 2,

tion of a message by a given module, which will result
in an update of the diagnoser state at that module. The
new diagnoser state is initialized in line 1. Then, the
algorithm loops over the rows of the prefix part of
the message received (line 2) and over the rows of the
current message label in the diagnoser state (line 3) in
order to find matches (line 4). Each match triggers the
construction of a new row for the module’s updated
diagnoser state (lines 5 to 9). The construction of this
row involves using the suffix of the message received
to update the state of the common places affected and
leaving the states of the other places unchanged (line
5). The fault label of the new row is carried over

from that of the row that triggered the match since
the event involved in the transition is an observable
event (line 6). The suffix of the message received is
appended to the appropriate part of the message label
of the new row (line 7) while the rest of the message
label is carried over (lines 8 and 9). The complete
row constructed as described is added to the updated
diagnoser state (line 11). The listing of all rows con-
structed by the above process for all matches in line 4

respectlvely. Algorlthm 1 pertains to d|agnoser state 5 We have developed techniques for preventing unbounded growth

updates and if necessary generation of messages UPO§ message labels; these are not presented here due to space con-
occurrence of an observable event at one module. Al-straints.



is the value returned by the functi&fDSC Note that  Module#2 and Module#3 update their current diag-
it is not necessary to perform the unobservable reachnoser states according to Algorithm 2. Overall, the
since we assume that transitions out of common placesstate, fault information, and message labels (con-

are labeled by observable events.

Algorithm 1 Distributed Diagnosis with Communication
Require: The sequencey;0y; . .. Oor iS Observed.

1: for r=1:Rdo

2. Find.#y, such thatoyr € Z,

3 X fmd (X _1, Oor).

4.  forall #qn e .#4suchthaPy, # 0do

5: if {W(Pmn,t)[t € Bm(X{,_1,00r)} # {0} then
6: Mesgnn < { },

7 for all j=# of rows ofx", do

8: Mesgnn.PX(j) < X r(j,Pnn).Pfx,

9 Mesgnn.STXj) < X r(j,Pmn).STX
10: Mesgnn(j) — (MeSgnn.PFX(}),Mesgnn.S X)),
11: end for
12: Send all different rows oflesgnn,
13: X4, —UDSQX],_;,Mesgnn),
14: end if
15:  end for
16: end for

Algorithm 2 Update of Diagnoser State upon Communication

Require: xj,_,,Mesgnn

LX), —

2: for all i =1 : Number of rows oMesgnn.P fxdo
3:  forall j=1:Number of rows oi(P:(n,m)) do
4: if Mesgnn.Pfx(i) == x'(j,Pc(n,m)) then

5: Ys(Pmn) :=X;_1(j,Pnn) + Mesgnn.STXi)
Ys(P(N) \ Prnn) < X2(J,P(N) \ Prn)

6: vt —x{(j)

7: Vi (Pe(n,m) — (K, _1 (J, Pe(n,m)), Mesgnn.STXi))
8: forall .#qq € (A#q\ #gm) such thaP(n,q) # 0 do
o: N (Pe(n, @) X1 (i, Pe(n, a))

10: end for

11: X —XJU [yslyrIvi]

12: end if

13:  end for

14: end for

15: UDSQ(X],_1,Mesgnn) « Listing of the seiX{,

Example 2.In this example we illustrate the applica-
tion of DDC-M. Consider the set of place-bordered

sistent with the ordering of the rows) of the diag-
noser states obtained by Algorithms 1 and 2 are
as follows. Valve:x}; = [0100000101(10 : —10;
0100001010/10:—10; 0100010{®0|10 : —10]. Pump:
X3, = [1000000101(10 : ; 1000001{10/10 : ; 1000
100000/10:]. Load:xj3 = [00001000| —10:]. The
next enabled observable eventsigart_ pump Upon

its occurrence Moduleg#2 finds the next diagnoser
state using the diagnoser state transition function and
sends messages Moduletl and Module#3. After

the observation ofstart_ pump the state, fault in-
formation, and message labels (consistent with the
ordering of the rows) of the new diagnoser states
are as follows. Valvex} ; = [0000000101{10— 10 :
—10; 0000001(10/10— 10 : —10; 0000010M0|10
—10:-10. Pump:xg~2 =[0100000101j10—10: 10;
0100001010/10— 10 : 10; 0100010@0;10— 10 : 10.
Load: x3 5 = [01001000| — 10 : 17. Upon the occur-
rence of the next observable event the algorithm will
proceed in the same manner to update the respective
diagnoser states.

An examination of the fault labels in the correspond-
ing columns of the above diagnoser states reveals
that: (i) x{ o, X ; andx{ , are bothF; ; — uncertain
(stuckopenl or stuckobenz could have happened
but we do not know for sure) arf& 1 — uncertain (ii)

X% 0, X% 1 andx? , are bothF; ; — uncertainandF, 2 —
uncertain and(iii ) x3 o, %} ; andx} , are normal.

3. RESULTS

We define an operation calledergethat combines the
diagnoser states of the modules.

Definition 3.(Merge). Given the set of place-bordered
nets.# , and the set of corresponding diagnose#s,

nets of Example 1. Suppose that initially there is only |gt {xX1:m=0,1,2,...,M} be the set of diagnoser

one token at each of the following places;, vl1,
pmy andload;. Consider the following ordered lists

states of the module#y i, € .#4 after some sequence
of observable events. We define the merge operation

of places and the common places for states and mespn these states recursively as follows:

sage labelsP; = {c1,Cp,Cq,C5, VI, VIp, Vi3, Via}, P =
{027037057067 prmy, pny, pm, prrkl}a P3 = {017037047
Ce,l0ady,load,, loads}, Puo = Po1 = {C2,C5}, PLa =
Ps1 = {c1,c4} andPo3 = P32 = {c3,Cs}. In the mes-

sage label, neighbor modules are ordered in ascending

module numbers.

Then, the initial diagnoser states of the modules are as

follows: x} , = [1000100000; 1000001{10; 1000000
1/01], %3, = [0000100(00;000000110; 00000001
01], and xf;jo = [1000100Q0]. The only observable
event enabled ispenvalve If the eventopenvalve
is observed, then applying Algorithm Module#1l

(1) Merge of two diagnoser states#ym, - #Zdn €
4. There are two cases:
(@) Pmn = 0. In this case for all rowsn, in of X'
andxj, respectively,
(x5 (im, Pm), X3 (in, Pn) | XPXF) €
Merge(xg', xg) (PnUPh [ At mUAf ).
(b) Pnn # 0. In this case for all rowsy,in of X'
andxy, respectively, such thaf"(im, Pmn) =
Xr(inypn,m),
(Xgn(im’ Pm),Xg(in, Pn\Pm) | ernxrf1) €
Merge(xgq’Xg)(PmUPn | Af,mUAf.n)-

finds the next diagnoser state using the diagnoser state(z) Let. g m, M Maq € M. Then

transition function and sends messageMimdule#2
and Module#3. Upon reception of the messages,

Merge(xg', Xg, X{) = Merge(Merge(xg', i), XJ)-



The intuition behind the merge of two diagnoser states that keep the message labels at a fixed-size are being
for modules with common places is that composed developed.

states are formed by concatenating rows whose mes-

sage labels match (case (1)(b)). This constraint is

waved when the modules are not coupled, since all REFERENCES

combinations of rows are possible (case (1)(a))- Benveniste, A., E. Fabre, S. Haar and C. Jard (2003).
Diagnosis of asynchronous discrete event sys-
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France.
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The software interacts witisraphViz developed by
AT&T to plot the labeled Petri nets and show the di-
agnoser states. Petri nets are loaded by their incidence
matrices using either graphical tools or user created
files. Users can also compose several Petri nets with
a controller as was done for the example in this pa-
per using a graphical interface. The software exploits
MATLAB's matrix manipulation functions and search
algorithms together with internal data types such as
structure and cell arrays in order to efficiently imple-
ment thefor-loopsin Algorithms 1 and 2.




