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On the Construction of Barrier in a Connectivity Maintenance Game

Sourabh Bhattacharya

Abstract—1In this work, we address the problem of main-
taining an operable communication link between two aerial
vehicles in the presence of a jammer. This problem was initially
proposed in [2]. In this work, we formulate the problem as a
game of kind, and present the equations that characterize the
barrier in the game using Isaacs’ technique [3]. We derive
the optimal control of the vehicles on the barrier, and present
simulation results for specific terminal conditions.

I. INTRODUCTION

Pursuit-evasion games model situations of conflict that
arise between mobile agents. The most common scenario that
has been extensively studied in the literature of differential
games involves a mobile agent, called a pursuer, that tries
to capture another mobile agent, called an evader. On the
contrary, the objective of the evader is to prevent its own
capture. In the past, researchers have extended this scenario
to teams of mobiles pursuers and evaders involving more
than one agent. In [2], the authors introduce a new class
of pursuit-evasion problem that involves disruption of the
communication channel present within a team of mobile
agents due to an intrusion attack inflicted by mobile jammers
in the vicinity. This work addresses a similar scenario.

Jamming is a malicious attack whose objective is to disrupt
the communication of the victim network intentionally caus-
ing interference or collision at the receiver side. Jamming
attack is a well-studied and an active area of research in
wireless networks. An extensive list of references in jamming
attacks relevant to this work is provided in [2]. In the past, we
have provided spatial retreat strategies for a team of UAVs
trying to establish a communication link in the presence of an
aerial jammer in the vicinity [2]. The problem of intrusion
evasion was posed as a time optimal zero-sum differential
game of degree between the jammer and the team of UAVs.
The authors used Isaacs’ approach, and performed a regular
analysis in order to provide optimal control of the vehicles
in the vicinity of termination manifold. In order to complete
the construction of the optimal trajectories, the construction
of singular surfaces occurring in the game is required, which
is in general difficult for games with state space larger than
three dimensions. In this work, the stated problem is posed
as a game of kind, and the central focus is the construction
of the barrier that separates the escape set from the capture
set. The key concept in the construction of the barrier is
that of semipermeable surfaces. Once the state of the system
is on a semipermeable surface, each player can forbid the
other player to cross the surface in a direction favorable
to it. In [3], Isaacs showed that the barrier arising in a
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game of kind possesses the property of semipermeability.
In the past, there have been some efforts to compute the
barrier, and the associated semipermeable surfaces in games
of capture and pursuit. In [13], the authors address collision
avoidance strategies for a game with two pursuers and one
evader by determining the semipermeable curves that form
the barrier. The authors build upon the avoidance strategies
for the game of two cars [6], and provide techniques to
extend the barrier of the original game in the the presence
of an additional pursuer. In [9], the authors provide a
description of the semipermeable surfaces appearing in a
homicidal chauffeur game and its acoustic modification. The
families of semipermeable surfaces are determined only from
the dynamics of the system. In [10], the authors further
classify the semipermeable surfaces associated with games
with “homicidal chauffeur” dynamics based on the roots of
the Hamiltonian. In addition to the acoustic version of the
homicidal chauffeur game, the authors explore the possibility
of distinct semipermeable surfaces for the conic surveillance-
evasion problem [5]. In this work, we use Isaacs’ approach
to construct the barrier from the boundary of the usable part
of the terminal manifold. In addition, we provide the optimal
strategies for the vehicles once the state of the system is on
the barrier.

The organization of the paper is as follows. Section
IT presents the complete problem formulation. Section III
presents the solution technique. Section IV presents the
construction of the barrier, and the optimal control of the
players along the barrier. Section V presents the simulation
results. Section VI presents the conclusions.

II. COMMUNICATION AND MOTION MODEL

In this section, we describe the communication model
between two mobile nodes in the presence of a jammer, first
introduced in [2]. Then we present the mobility models for
the nodes. We conclude the section by formally formulating
the problems we study in the paper. The contents of this
section have been taken verbatim from Section II of [2], and
are presented solely for the sake of reader’s convenience.

A. Jammer and Communication Model

Consider a mobile node (receiver) receiving messages
from another mobile node (transmitter) at some frequency.
Both communicating nodes are assumed to be lying on a
plane. Consider a third node that is attempting to jam the
communication channel in between the transmitter and the
receiver by sending a high power noise at the same frequency.
This kind of jamming is referred to as the trivial jamming. A
variety of metrics can be used to compare the effectiveness
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of various jamming attacks. Some of these metrics are energy
efficiency, low probability of detection, and strong denial of
service [8] [7]. In this paper, we use the ratio of the jamming-
power to the signal-power (JSR) as the metric. From [11], we
have the following models for the JSR (£) at the receiver’s
antenna.
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where Py, is the power of the jammer transmitting antenna,
Pr is the power of the transmitter, Grr is the antenna
gain from transmitter to receiver, Grr is the antenna gain
from receiver to transmitter, G yr is the antenna gain from
jammer to receiver, Gry is the antenna gain from receiver
to jammer, h s is the height of the jammer antenna above the
ground, hr is the height of the transmitter antenna above the
ground, DR is the Euclidean distance between transmitter
and receiver, and D ;g is the Euclidean distance between
jammer and receiver. All the above models are based on the
propagation loss depending on the distance of the jammer
and the transmitter from the receiver. In all the above models
the jammer to signal ratio is dependent on the ratio g?g.

For digital signals, the jammer’s goal is to raise the
ratio to a level such that the bit error rate [12] is above
a certain threshold. For analog voice communication, the
goal is to reduce the articulation performance so that the
signals are difficult to understand. Hence we assume that the
communication channel between a receiver and a transmitter
is considered to be jammed in the presence of a jammer if
& > &, where &, is a threshold determined by many factors
including application scenario and communication hardware.
If all the parameters except the mutual distances between the
jammer, transmitter and receiver are kept constant, we can
conclude the following from all the above models: If the
ratio g—?; > n then the communication channel between a
transmitter and a receiver is considered to be jammed. Here
7 is a function of &, PJT, Pr, Grgr, Ggrr, Gjr, Gry and
Drpr. Hence if the transmitter is not within a disc of radius
nD jgr centered around the receiver then the communication
channel is considered to be jammed. We call this disc as
the perception range. The perception range for any node
depends on the distance between the jammer and the node.
For effective communication between two nodes, each node
should be able to transmit as well as receive messages from
the other node. Hence two nodes can communicate if they
lie in each other’s perception range.

Fig. 1. Configuration of a UAV

B. Motion Models

We now describe the kinematic model of the nodes. In our
analysis, each node is a UAV. We consider two UAVs (UAV;
and UAV;) in the presence of a third UAV (UAV ;) that is
trying to jam the communication link in between them. We
assume that the UAVs are having a constant altitude flight.
This assumption helps to simplify our analysis to a planar
case. Referring to Figure 3, the configuration of each UAV
in the global coordinate frame can be expressed in terms of
the variables (z¢,y?, ¢7). The subscript i is either 1, 2 or
J depending on the UAV being referred. The pair (z7,y7)
represents the position of a reference point on UAV; with
respect to the origin of the global reference frame and ¢
denotes the instantaneous heading of the UAV; in the global
reference frame. Hence the state space for UAV; is X; =
R? x S'. In our analysis, we assume that the UAVs are a
kinematic system and hence the dynamics of the UAVs are
not taken into account in the differential equation governing
the evolution of the system. The kinematics of the UAVs are
assumed to be the following:

dz? dy? d¢?
- - (] N ? = . q] (] N ) frg .
T Wi cos ¢7; I Wi sin ¢ ; 7 o; (1)

where, W, and o; are the speed and angular velocity of
UAV;, respectively. In this paper, we assume that o; €
[-1,41] Vi. Moreover, we assume that W, =1 Vi.

The state space of the entire system is X x Xo x X; &
RS x (SY)3. In order to reduce the dimension of the state
space we analyze the system in a coordinate frame fixed to
UAV; as shown in Figure 3. In the new coordinate frame, the
system can be modeled using six independent variables and
the equations of motion of the UAV; and UAV; with respect
to the new coordinate frame are given by the following [13]:
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In the above expressions (z;,y;, ¢;) and (z1,y1, ¢1) repre-
sent the relative position and orientation of the UAV; and
UAV; in the reference frame attached to UAV,. Hence the
state space of the reduced system is isomorphic to R* x (Sl)Q.

N

UAV;
UAV, 0,
] \ U
%\UAV1

Fig. 2. Relative configuration of UAVs

C. Problem Statement

Based on the jamming model, and the motion models of
the aerial vehicles, we formulate the following problem. The
objective of the two aerial vehicles is to maintain an operable
communication link between them, and the objective of the
jammer is to break the link in finite time. Each vehicle has a
complete knowledge about the state of the system. Assuming
that the two UAVs can communicate in the beginning, is it
possible for the jammer to disrupt the communication link
in finite time?

ITII. SOLUTION TECHNIQUE

The jamming problem, as formulated in the previous
section, is a game of kind. In a game of kind, the entire
state space is partitioned into two disjoint regions. Although
the problem considered in this paper is different from the
classical capture-pursuit games that have been thoroughly
studied, we borrow existing notions of capture and escape
set, and introduce a slight modification in their definition to
address our current scenario. We define the capture set as the
set of initial conditions from which the jammer can disrupt
the communication link in finite time. Complementary to
the capture set, we define the escape set as the set of initial
conditions of the players from which the UAVs can guarantee

an operable communication link forever. The surface that
separates the capture set from the escape set is called as the
barrier. In this work, our focus is to compute the barrier,
and the optimal strategies of the players on the barrier.

In [3], Isaacs studied several games of kind, and presented
an elaborate description of the different kinds of barriers that
might occur in such games. In this work, our specific interest
lies in the construction of natural barriers that terminate
at the boundary of the usable part [4], [1] of the terminal
manifold. In the next section, we characterize the terminal
surfaces for the game, and the boundary of the usable part.

IV. TERMINATION CONDITIONS

From the communication model, we can conclude that
UAV; can receive messages from UAVy when the following
condition holds:

nd(UAV ;,UAV;) > d(UAV;,UAV,)

where d(UAV,;,UAV,) is the Euclidean distance between
UAV; and UAV;. Similarly, UAV, can receive messages
from UAV; when the following condition holds:

nd(UAV ;,UAV,) > d(UAV,,UAV,)

Hence we can conclude that the two nodes can communicate
when the following condition holds:

nmin[d(UAV ;,UAV,), d(UAV ;,UAV,)]
> d(UAV;,UAV,)

Hence the boundary of the game set is the set of positions
of the UAVs that satisfies the following condition:

nmin[d(UAV ;,UAV,), d(UAV ;,UAV,)]
= d(UAV,,UAV,)

The set of states satisfying the above condition can be rep-
resented as the union of two smooth hypersurfaces 71 | 7%,
where 7T represents the set of states in which UAV; does not
receive any signal transmitted from UAVy, and T5 represents
the set of states in which UAV, does not receive any signal
transmitted from UAV;.

For now, we will consider the set 77, and its corresponding
BUP (Boundary of Usable Part). We postpone the analysis
of T5 until Section VIII. The hypersurface T} is represented
by the following equation in the coordinate system described
in Section II:

(\/x% +yi— n\/x? +y2=0)N
F
(x1 —25)° + (1 — ) — 2] +y; 2 0) 3)

At termination, the vector [&1, 1, b1, 4, /;, ¢;] must pen-
etrate the boundary of the game set on the terminal surface.
In the relative coordinate system, this can be ensured only
if the jammer approaches the receiver at a faster speed than
the transmitter. Therefore, the usable part of the terminal
manifold is given by the following condition:
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23 +y7 and 7y = \/x7 + y7. Therefore, BUP
[3] can be characterized by the following equation in addition
to (15):

where r; =

Fy—71 =0
—z; + x; cos ¢ + y; sin @7
2 2\ -
(Ij +yj)2
—x1 + 1 cos @] + Y1 sin ¢}
(a2 +y3)?

=0 (&)

From (3), the normal to the T4 at (x1, y1,¢1, 5, Y5, ;)
is given by the following expression:

T oF [ -2 ]
Pz, Vg
oF oy
o vy

v=| 3¢ | =| _= (6)

fh}% \/wg-i-yf
—_— Y1
ol Vettut

L 0¢1 | 0

V. RETROGRESSIVE PATH EQUATIONS (RPE) FOR THE
BARRIER

Based on the assumption that the barrier can be embedded
in a family of semipermeable curves, the retrogressive path
equations for the normals along the trajectories constituting
the barrier is given by the following [3]:

. dfi
Vi = ; V; 8Ik

where v = [Vg,, Uy, , Vg, Va, s Vy,, Vg,;]' Tepresents the nor-
mal vector to the barrier. For a point on the hypersurface,
there can be two normals that point in opposite directions. In
this work, the normal to the barrier is chosen in the direction
which points towards the capture set. From (7), we obtain
the following set of differential equations for the evolution
of the normal to the barrier:

Vk=1,...,74, (7

Vpy = 03Uy,

ﬁyl = _0; Vg,

Uy, = Vg, sin¢r — vy, cosr
Vg, = 03Uy,

Uy, = =03V,

Vg, = Vg, Sing; — vy, cosdj,

where ° denotes derivative with respect to retrograde time.
Now we present the regular construction of the barrier.

VI. STRATEGIES FOR THE VEHICLES ON THE BARRIER

Based on our assumption that the barrier is embedded in
a family of semipermeable surfaces, we obtain the optimal
strategies of the players on the barrier. The optimal strategy

for the vehicles on a semipermeable surface is governed by
the following equation [3]:

(07,03,0;) = argmin arg max g vifi(x,05,01,02), (8)
U]‘ 01,02 "
K3

where v; represents the ¢th component of the vector normal
to the semipermeable surface. Substituting (2) in the above
equation leads to the following expression for the control
law in terms of the components of the v:

* * *
(0150250

') = arg min arg max oa[Vs, Y1 — Vy, 1 — Ve, —
J agj 01,02

Vg, = Vy; T + Ve, Yj] + 05V, + 010g, + (Vz, cOS P1+

J
Vy, Sin gy ) 4 (Ve, cos ¢j + vy, sing;) — (Vg +vz;) (9)

The above expression is separable in terms of the control of
the players. Hence, the order of taking the extrema becomes
inconsequential. This leads to the following expression for
the optimal control of the individual aerial vehicles.

* — 1 . .
0y = SigN[Vy, Y1 — Vy, T1 — Vg, — Vg, — Vy, Tj + Va,Ys]
.
o; = —sign(vy,)

o1 = sign(vy,) (10)

The above expressions provide the optimal control of the
vehicles in terms of the normal to the barrier. From the RPE,
we can compute the evolution of the normal in terms of the
optimal control of the vehicles.

VII. OPTIMAL CONTROLS AND INITIAL CONDITIONS

From (10), we can conclude that the controls are uniquely
defined only if the argument of the sign function is non-zero.
Singularity in the controls arises when the aforementioned
condition is not satisfied. These are states in which the
value of the control does the effect the minimization or
maximization of (9). Such a situation arises at the terminal
manifold. This leads to an ill-conditioned boundary condition
for the RPE which must be integrated in retrograde time
for the construction of the barrier. In order to resolve this
problem, we analyze the higher order derivatives of the
arguments of the sign function.

Theorem 1: At termination on the BUP, the optimal con-
trol of the vehicles is given by the following expression:

1 0< 0 —¢)<n
ot = -1 7r<(f€{—;b{)<27r
0 01 — 1l =m
{+1,-1} of = ¢]
-1 0< (0 —¢!)<m
. 1 7r<(9§—¢>§1)<27r
A I I S
0 o] =)

1 QSin(d){fG{)Jrcos 0{ n
2 sin((bf—@f)-i-cos Ojf
-1 otherwise
Proof: In order to compute the terminal value of the
controls, we compute the higher order derivatives of the

*
09 =
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arguments in the sign function in (10). This leads to the
following:

1) gq.
o] = sign4,

where A = vg,.

/Dl = Uy sin ¢1 — Vy Ccos ¢1
d2A . *
i (vy, sin @1 + vy, cos 1) (05 + ¢1)
T —

#
91

At termination, we obtain the following expressions
for the higher derivatives:

/01|T:0 = sin(@{ — (b{)
d2A X .
—5 =0 cos(0 — o1t (0) (11)
2) 0j:
o; = —sign4,

where A = vy ..

/01 = Vx]‘ sin ¢j - Vyj COs ¢J
d’A . 14
57 = (yyj sin ¢ + vy, cos ®j) (05 + ¢1)

*
ok
J

At termination, we obtain the following expressions
for the higher derivatives:

Alr=o = sin(¢] — ¢)), Cﬁ%pzo = cos(0] — ¢1)o7(0)
3) o9:
o5 = sign4,
where

A=V Y1 — Vyy T — Vg, — Vg, — Vy, Tj + Vi, Y

%
dr

—Vy, COS Q1 — Uy, COS ¢ + Vg, Sinds] — (vy, + 1)

At termination, we obtain the following values of the
higher derivatives:

dA
E'T:O = —2[sin(¢1 — 61) — nsin(d; — ;)] —

(costh —ncosb;)

Let us consider of. From (11), we can conclude that
if v, |r—0 = 0, sign(vg, |,—o+) = sign(sin(6] — ¢{)). If
sin(0) — ¢f) # 0, then the value of o} is well defined
just before termination. Now let us consider the case when
sin(6] —¢7) = 0. In that case, cos(8] —¢7) # 0, and we can

5 ;
consider the term 44 If cos(0] —¢l) > 0= 07(07) =
sign((07)). On the other hand, if cos(0f — ¢7) < 0 =
01(07) = sign(~07(07)) = 07(07) = 0.

In a similar manner, we can derive the expression for the
control law for the remaining vehicles at termination. [ ]

= 205V, 21 + vy, Y1 + vy, Y5 + Ve 35 — 2[g, sing

Now we derive closed form expression for the trajectories
of the vehicles. In order to do so, we consider an inter-
val of time [, 7] such that 07,03 and o} are uniquely
defined from their arguments, and their values are constant
throughout the interval. From the RPE for the component of
the normal corresponding to UAV;, we obtain the following

relation:
d*v,,
dr?
The solution to the above differential equation is given by
the following:

= —(03)va,

Vg, (T) = @z, sin(os (7 — 79)) + bz, cos(os (T — 10)), (12)

where az, = v, (79) and by, = v, (7). Substituting the
value of v, into the RPE for v, , we obtain the following
expression of vy, (7):

Uy, (T) = ag, cos(05 (T — 10)) — by, sin(os (7 — 10)) (13)

From (12) and (13), we obtain the following expression:
ﬁ¢1 = bml Sin(g(T)) — Qg COS(g(T))7

where g(7) = of (T — 710) + ¢1(7).

= 14y (7) = Vi (70) + s, sin(g(r)) + b, cos(g(r))]

1

(14)
In a similar manner, we obtain the following expressions for
the remaining components of the normal:

Ve, (1) = va, (7o) + az, sin(o3(r — 1)) +

by, cos(o5 (T — 710))
vy, (T

) = vy, (10) + ag, cos(o5(T —79)) —
b, sin(os (17 — 10))
)

= I/¢j (7'0) + ?[axj SID(Q(T)) +

vg, (T

b; cos(g(7))],

where a,; = v, (70) and b,; = vz, (70).
1
VIII. TERMINATION SURFACE T5

Now we describe the construction of the barrier emanating
from terminal surface 75.

(\/wf +yi - n\/(wl — ;)2 + (y1 —y;)?=0)N
F
(@1 = 25)* + (1 — ;) = (21 + yi) > 0)

The usable part of the terminal manifold is characterized
by the fact that the jammer approaches UAV at a rate faster
than UAV;. Therefore, the boundary of the usable part on
Ty is characterized by the following equation:

(1 = 25) (@1 —a5) + (1 — )W — 45) _
V@ =) + (1 — ;)
—x1 + 21 cos @] + y1 sin ¢}

Vi +yi

5)

(16)
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The normal to the terminal manifold is given by the
following vector:

5 r nT; 7

Er V(@1—2;)2+(y1—y;)?
oF nYj
% \/(Ilfﬂﬂj)z;r(yl*yj)z
V= %ﬁ = x1 _ nT1 )
oz Vaity? y(ei—z)2+(y1—y;)?
g—}% Y1 _ ny1
ﬁ Vaity? y(ei—z)2+(y1—y;)?
L 9¢1 I 0 |

The optimal controls of the players on the barrier is given
by (10). The RPE for the normal to the barrier remain
unchanged. The boundary conditions to the RPE can be
obtained in the same manner as in Section VIIL.

Theorem 2: At termination on the BUP, the optimal con-
trol of the vehicles is given by the following expression:

sign(n — 1) O<(9{—¢>{)<7r
—sign(n—1) 7 <0 —¢))<2n
o 0 07 —¢f | =m,n<1
! {+1a_1} {_¢1a77<1
{+1,-1} |0 = | =m,n>1
0 1—¢1,77>1
~1 0< 0 —¢)<n
. 1 T <( 9; gbj < 2w
A N TR R
0 —qu
+1 a>b,a+b>0
« ) {-1,0} a<ba+b>0
27 {1,00 a>ba+b<0
0 a<ba+b<0
where
a = [1-m)at+yt+ /o + 4
b = 2[(1—n?)sin(pr — 01) — nysin(¢; —0;)] —
(1 —n*)cosfy — nycosb;

Proof: In order to compute the terminal value of the
controls, we compute the higher order derivatives of the
arguments in the sign function in (10). This leads to the
following:

1) g1.
o] = signA,
where A = vy,.
A = Vg, SIN 1 — 1y, COS 1
d?A 2 . * 4
5 = (=), singy +vm, cosn) (0 + 1)

*

91

At termination, we obtain the following expressions
for the higher derivatives:

A= = (1—n?)sin(0] - ¢])
d2A
F|7_:0 (I1—-mn )COS( ¢1)01( )

2) O'jl
o; = —sign4,
where A = vy ..
/01 = Vx]‘ sin ¢j - Vyj COs ¢J
d’A . x4
77 = (vy, sin @ + vy cos ;) (03 + ¢1)

*
o
J

At termination, we obtain the following expressions
for the higher derivatives:

/01|7.:0 = 'ysm( gbj)
d?A *
d—7_2|T:0 = ’}/COS(@; - (bf)aj (0),
x24y2
where v = it
V(@i—z;)+(y1—y;)?
3) g92.
o5 = sign4,
where
A= Ve Y1 — Vyy L1 — Vg — Vo — Vy; X5 + Va;Yj
dA .
E = 202[V961x1 + vy Y1+ Vy;Yj + sz'rj] -
2[vy, sin ¢y — vy, cos 1 —
Vy,; CO8 Qj + Vg, sin ;] — (v, +1y;)
|To_2a2 [(1—n \/x1+y1+”ym/:1: —i—yj
2[(1 —n?) sin(¢1 — 01) — nysin(¢; — 0;)] —
(1 —n?) cos by — 1y cos b,

From arguments similar to the proof of Theorem 1, we obtain
all possible values of control at termination as given in the
statement of the theorem.
|
Since the RPE remains unchanged, trajectories of the
vehicles once they are on the barrier, and have constant
controls have the same form as presented in the previous
section.

IX. RESULTS

In this section, we present the simulation results for the
trajectories of the vehicles in the reference frame of UAVy
when the state of the system is on the barrier. In Figure 3,
UAV;, is represented by the green circle at the origin. The
red and blue circle represent the position of UAV; and the
jammer, respectively, at the BUP of 7. The value of n = 0.5.
The red and the blue curves show the trajectories of UAV,
and the jammer, respectively, for 3000 sec on the barrier
just before the vehicles reach the BUP. Figure 4 shows the
trajectories of the vehicles for termination on BUP of Ta.
Similarly, figures 5 and 6 show the trajectory and control of
the vehicles on the barrier prior to termination on the BUP
of T and T, respectively, for n = 1.5. All the simulations
show a lot of chattering in the controls of UAVs.
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Trajectories of the Vehicles
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Fig. 3. Trajectories and controls of UAV; and the jammer
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Fig. 4. Trajectories and controls of UAV; and the jammer

X. CONCLUSION

In this work, we analyzed an intrusion-evasion game in-
volving two UAVs and a jammer. The scenario was modeled
as a game of kind. The central focus was the construction of
the natural barriers emanating from the BUP of the terminal
manifold, and the optimal control of the vehicles on the
barrier. Simulation results were depicted for specific termi-
nation conditions for two different values of the physical
parameters of the problem (7). Future work involves the
computation of the intersection of the barriers from the two
terminal manifolds, and subsequent termination of further
construction. This will divide the entire state space into the

Trajectories of the Vehicles 2
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Gj 61
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Fig. 5. Trajectories and controls of UAV; and the jammer
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