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Change detection for finite dimensional Gaussian linear systems - a
bound for the almost sure false alarm rate

Laszl6 Gerencsér', Cecilia Prosdocimi? and Zsuzsanna Vigé?

Abstract— We consider the problem of change detection in
the context of finite dimensional Gaussian linear systems. In
particular a known initial system will be tested for eventual
changes against a known alternative using a simplified version
of the Page-Hinkley or CUSUM detector. We show that the
detector is L-mixing, implying the existence of an almost sure
false alarm rate. The derivation of an explicit upper bound for
the latter will be outlined.

I. INTRODUCTION

Detection of changes of statistical patterns is a fundamen-
tal problem in many applications, for a survey see [4] and [6].
In this paper we consider the problem of change detection in
the context of finite dimensional Gaussian linear systems. In
particular a known initial system, written in the innovation
form

y=H(O)v, Evv! = A, (1)

will be tested for eventual changes against a known alterna-
tive.

A basic method for detecting temporal changes is the
Cumulative Sum (CUSUM) test or Page-Hinkley detector,
introduced by Page [18] and analyzed later, among others, by
Hinkley [13] and Lorden [15]. The Page-Hinkley detector is
defined via a sequence of random variables (r.v.-s) X, often
called residuals in the engineering literature, such as likeli-
hood ratios. In the case of dependent data Y7,...,Y,, with
assumed probability density function p(Y,,|Y,,—1,..., Y0, 0),
with = 6y and 6 = 6, before and after the change-point,
which is a fixed number, rather than a random variable, the
residuals would be defined as

X, =- IOgP(Yn|Yn—1, ..., Yo, 00)+

+10gp(Yn‘Yn_1,...7Y0,91). (2)

As pointed out in [2], following [22], this score can also be
interpreted as a relative loss in encoding y,,. Letting Sy = 0
and S,, = >, _; X}, the CUSUM statistics or Page-Hinkley
detector is defined for n > 0 as

gn = Sp — min Sg. 3)

0<k<n
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A key performance characteristics of the Page-Hinkley de-
tector is the almost sure false alarm rate obtained when
monitoring a process with no change in the dynamics at all,
defined as
1

limsup — Iy, >53- 4)

N —+oc0 N 7;1 {on>0}
In some special cases this is approximately the reciprocal of
the so-called Average Run Length (ARL), the expectation of
the time till the first alarm, (see Chapter 6.2 in [21] or [20]).

The trade-off between rate of false alarm (or the mean
time until false alarm) and the detection delay has been
converted into an optimality criterion by Lorden, see [15].
The proposed objective is to choose a stopping time so as to
minimize the expected detection delay given a lower-bound
on the mean time between false alarms. The optimality of
the CUSUM procedure for i.i.d. data before and after the
change has been established in [17] and [23], using different
methods.

The applicability of the Page-Hinkley detector for depen-
dent sequences has been discussed in a number of papers.
To our best knowledge, the Page-Hinkley detector has been
first rigorously studied in [14] under the very weak condition
that, denoting the change point by 7,

T+ N
1%11N7;Xn:1>0,

where the convergence is meant in probability, and X, is
as above. A deep theoretical analysis of the expected delay
with given Average Run Length for HMM-s is provided in
[7] and [8]. A general asymptotic theory for change-point
detection not limited to the i.i.d case has been developed by
Tartakovsky and Veeravalli, see [28], and later extended in
[27]. In these works the false alarm probability is assumed to
be constrained to be small in an appropriate technical sense.
A well-founded heuristics for the application of the Page-
Hinkley detector to ARMA systems with unknown dynamics
before and after the change has been presented as far back
as 1992 in [2].

The Page-Hinkley detector (g,,)n>0 can be equivalently
defined via a non-linear dynamical system, with a; =
max{0,a}, as follows:

gn = (gn-1+ Xn)4 with g =0. (5)

From a system-theoretic point of view this system is not
stable in any sense. On the other hand, for an i.i.d. input
sequence (X,), with E(X,) < 0, some stability of the



output process (g, ) can be expected. The resulting non-linear
stochastic system is a standard object in queuing theory (see
[26] Chapter 1 and [1] Chapters 1.5 and 3.6), and in the
theory of risk processes (see [19]). A number of stability
properties of (g, ) have been established in [1], [16]. In [11],
motivated by the problem of change detection for HMM-
s, we studied the non-linear dynamical system (5) under
the condition that the input X,, is L-mixing, with negative
expectation. (For the definition of L-mixing see Appendix A
and [9] for further details). The main technical result of the
cited paper is that, under suitable technical conditions, such
as boundedness, and finite mixing rate formulated in terms
of an L,-norm the output process (g,,) of this system is L-
mixing. The conditions of [11] are fairly restrictive and the
results are not directly applicable to the problem of change
detection of Gaussian linear systems, see (23) below.

The purpose of this paper is to adapt the arguments to the
latter case, and ultimately to prove the existence of an almost
sure false alarm rate and provide a reasonable upper bound
for it. Such results are important as they allow one to set
the detection threshold so as to make sure the false alarm
rate is within a desired tolerable limit. The main technical
challenge of such an extension is proving the validity of a
suitable exponential inequality for partial sums of X, stated
as Condition 1.

II. GAUSSIAN LINEAR STOCHASTIC SYSTEMS

In this section we describe the setup for the problem of
change-detection for Gaussian linear stochastic systems. The
system is assumed to have a known dynamics under normal
operating conditions. The validity of this dynamics will be
tested against a known alternative using a modified Page-
Hinkley detector.

To be more specific, let us consider a family of finite-
dimensional Gaussian systems in innovation form

y = H(0)v, Evv’ = A. (6)

Thus y = (yn) with —co < n < +oo is the observation
process, and ¥ = (v,) is the innovation process, assumed
to be Gaussian, both with values in, say, R". The square
transfer function H(#) is assumed to be rational, stable and
inverse stable for a known set of 6-s, denoted by ©. The
current value of @ and A are assumed to be known, and
will be denoted by 6y and Ag. The system parameter and
the covariance matrix of the noise after an eventual change,
against which our initial model will have to be tested, is
assumed to be known equal to, say 07, and A;. Both 8y and
6, belong to O.

To test if a change has occurred we compute a score, a kind
of log-likelihood ratio, as defined in the Introduction. First
we compute the likelihood of an observation sequence ¥,
given the infinite past of y, assuming that there is no change
at all, and the system parameters and the noise covariance
are § and A, which may differ from 6, and Ay. Allowing
infinite past rather than a finite past between 0 and n — 1
significantly simplifies the presentation, but does not effect
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the validity of our arguments. The negative conditional log-
likelihood of y,,,n > 1 given the infinite past of y between
time —oo and n — 1, i.e.

- logp(yn‘yn—la Yo, Y—1, -3 9, A)
can be written as
1
L,=L,(0,A) = TA V25, + 5 logdet A, (7)

modulo constants, which are independent of 6, A and n. Here
U, = () is the estimated innovation process, obtained by
the inverse system

(®)

The score, or log-likelihood ratio, in the present context
becomes

7n(0) = H(0) ™"y,

Xy = Ln(00,Ao) — Lp(01,Ar). )

A fundamental property of the score, obtained by the
Kullback-Leibler inequality, is that

Egy,00 (Xn) <0, (10)

with strict inequality, if #; # 6y or Ay # Ag, and the
parametrization is such that 6 is identifiable. Note that the
partial sums of X, ie. S, = Z(I)V X,, to be used in the
Page-Hinkley detector, can be written as

—logp(Yn,Yn—1,...,Y0:60,Ao)+
+logp(Yn, Yo-1,...,Y0; 01, A1). (11)
Thus we find that
hm—ZX D(Ppy.pol|Poy.n,)  aus. (12)

where the r.h.s. denotes the divergence rate between two
measures, defined over the direct product space xII7%° R.
(Note, that 7, (6p) = v is an i.i.d sequence, thus its dynamics
is trivial.) This can be computed explicitly in terms of the
state-space representation of ,, (1), see [25], and Appendix
B.

An alternative score with similar property can be con-
structed by using the squared prediction error yielding

1
Xn =35 n(‘go)Vn(eo)—*V (01, (61).  (13)
Assuming that v,, = ! (fp) is a second order stationary
orthogonal process we have
Eg, (Xn) = —€ <0, (14)

with strict inequality, if 61 # 6y, and the parametrization is
such that @ is identifiable. For the sake of simplicity we shall
restrict ourselves to the latter criterion even in the Gaussian
case, although using the full likelihood is likely to be more
efficient.

To compute the score X,, we have to apply the inverse
filter equation (8) with # = #y (giving an identity map) and



0= 91. Let

(Dn(eo)aﬂn(el))a (15)
(61). With this

Nn = 7777,(907 01) =

obtained concatenating the vectors 7, (6), 7y,
notation equation (13) reads
XTL =

e I (16)

1
2
with J = diag(I, —1I). The main result of this paper is the
theorem below, showing that the Page-Hinkley detector in the
no change case, defined in terms of X,, above is L-mixing,
having finite exponential moment of some positive order. As
a corollary we get a reasonable upper bound for the almost
sure false alarm rate.
Let us recall the notation:

1 1
E90 (2 (Ho)l/n(eo) — *Z/ (91)1/71(91)) = —¢€. (17)
Let 4 be the smallest non-negative number such that
GEe™)A*G(e ™) <A forall w, (18)
Finally, let  be the unique solution of the equation
%x = [~z —In(1 —2)]. (19)

Set 8* = x /7.

Theorem 1: Let (X,,) be defined as in equation (16). Let
(Fn, F,I) be the past and the future o-field of the process
(vn). Let the system in (1) be stable for § = ;. Then the
Page-Hinkley detector (g,,) defined as in (5) is L-mixing
with respect to (F,, F,I). Moreover for 57 < (3* we have

supE(exp ﬁ”gn) < 00. (20)

As a corollary to Theorem 1 we can get an upper bound
for the a.s. false alarm rate. This is in fact the practically
most important implication of Theorem 1.

Theorem 2: Under the conditions of Theorem 1 we have
for any § > 0

N
. 1 -y
FAR = lzifniilg? g ]I{gn>5} < Ke P

The key component of the proof of Theorem 1 is the
verification of Condition 1 of the next section, needed for
the application of Theorem 3 of Section III. The validity of
Condition 1 will be established in Theorem 7 of Section IV.

2n

III. THE PAGE-HINKLEY DETECTOR WITH L-MIXING
INPUT

In this section we restate Theorem 2 of [11] under condi-
tions that are appropriate for the application of the present
paper. Thus let X? be a sequence of scores for a Page-
Hinkley detector under the tacit assumption of no change,
i.e. assume that

E(X,) < —-e<0 forall n>0. (22)

Assume that X% is L-mixing w.r.t. (F,,, F;"). For the anal-
ysis of the Page-Hinkley detector with L-mixing, as given
in [11], we needed two technical assumptions. The second
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condition required that

Mo(X) < 400 and Io(X) < +00. (23)

(For the notations above see the Appendix). This condition
will obviously not be satisfied when X, is defined in terms of
squares Gaussian random variables, as in (16). However, the
proof of Theorem 3.1 of [11] reveals that we can significantly
relax this condition. A careful study of the proof of the
crucial Lemma 2 of the cited paper shows that what we
really need is the validity of the following condition:

Condition 1: There exist §** > 0 and o > 0 such that
for 0 <3 <pB* wehave forall 1 <i<n

E(exp {B’Z(Xk —E(Xk))}) < exp {« B n—i+ 1}
k=i

In [11] we have proved the validity of the above condition,
using the exponential inequality given as Theorem 5.1 in
[10], with 5** = oo, and, using the notations of that paper,
with  := 4M (X )T oo (X), see the proof of Lemma 2.
A necessary condition for the above condition to hold is
that the risk-sensitive criterion
= lim bup ——

0 log]E<exp o4 ZXk )

is finite and has a common bound for 3 < g**. J({)
in equation (24) is a well known quantity in risk sensitive
control. It is known that J(3') < +oco for some 5’ > 0 if
| Xk < X} where X} = ZkTZk where Zj, is the stationary
output of a finite-dimensional, time-invariant, stable linear
Gaussian system, see Appendix F in [25].

In the next section we show that in the case when the
data Y,, are generated by a finite dimensional, time-invariant,
stable, linear Gaussian system, and X, is defined as in (9),
then Condition 1 holds. Furthermore potential values of §**
and «, will be quantified.

Define a critical exponent in terms of a as follows:

J (') =

B =cfa, (24)
see (12) of [11]. Then, for any 5’ < 3* set
A= M@ =exp (a() - Fe). (25)

Note that for the critical value 5* we have A\(8*) = 1, and
for 5’ < * we have A(8’) < 1. With this notations a main
result of [11], stated as Theorem 2, can be restated as follows:

Theorem 3: Let X% be an L-mixing process Ww.r.t.
(Fn, F;I) such that (22) and Condition 1 are satisfied. Let
(gn) be the associated Page-Hinkley detector as defined in
(5). Then (g,,) is L-mixing w.r.t. (F,,F,"). In addition, for
any 3", 3" such that 0 < 8" < 3 < B* A 3**, we have with
A= A(B)

/!
A
E(expBg.) <1+ (5 p 5//)ﬁ = Kgng. (26)
As a corollary to Theorem 3 we can get an upper bound
for the a.s. false alarm rate just like in Theorem 2.
Theorem 4: Let XY and 3*, 3** be as in Theorem 3, and
let (g,) be defined as in (3). Then for any § > 0, and any



0< B’ < p < pB*AB** we have

N
1
% 2 ligus0) < Kongrexp(—6"8) @)

n=1

lim sup
N——+oco

where K g g is defined in Theorem 3.

IV. GAUSSIAN EXPONENTIALS

The purpose of this section is to verify Condition 1
for finite dimensional Gaussian linear systems. We start
by considering an R -valued random vector with jointly
Gaussian distribution A(0,T'), where T is non-singular. Let
Q@ be a N x N symmetric, possibly indefinite matrix. Then,
by elementary calculations,

Eexp (827QZ) = |I —26QT| 7'/,
whenever
28Q <T™' or 23TY2QU'/2 <1 (28)
Next, write expE(327QZ) = exp (8 tr Q). Then for
J(B) =Eexp (3(27QZ —EZ7QZ)),
we can write
J(B) =1 = 26QT|"1/? - exp (= tr QT).

Now, the value of the r.h.s. will not change, if we replace
QT by

(29)

R=T'Y2Qrv2. (30)

Let R be diagonalized by a similarity transformation to
diag(p;), ¢ = 1,..., N, arranged in decreasing order. Then
we can write
N
J(8) = T1(1 - 260

i=1

N
I ] Es 31
i=1

Let p. and p* be the smallest and largest eigenvalue of R,
respectively, and let

Ty = x*(ﬁ) = Qﬁp*a

Note that (28) ensures that z* < 1.
Lemma 1: Let x, < x < z* < 1. Then we have, with
some ¢ depending only on z, and x*,

¥ =a*(B) =208p*. (32)

2

(1—z) Y2e /2 < e, (33)
More exactly we have ¢ = ¢(z,) V ¢(z*), where
22
c(z) = [~z —In(l = 2)]/(5). (34)

The proof of the lemma is based on the observation that for
given x the function ¢(z) renders the inequality (33) into an
equality, and the function ¢(x) is monotone increasing for
x > 0 and monotone decreasing for z < 0. We also note the
following property of ¢(z) : we have

cx) >ce(—x) for 0<z<1. (35)

This follows from the convexity of x?c(x), and the fact that
its second order derivative is monotone increasing. Applying
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the lemma to (29) we get the following result:

Theorem 5: Assume that for 5** = 3 we have 26Q <
I'~! and let R be as above, see (30), its eigenvalues being
pi. Then for |3'| < 3 we have

Eexp (§/(27QZ —EZTQZ)) < fPE)* 7"

where &(8) = c(x.(8)) V c(2*(8)) and 0 = 30| p?.

Apply now the result to the case when Z = (1, ...,nn),
where (7,,) is the extended residual process defined by the
linear system

n=I,H®) " H))v = (I,G).

(36)

(37)

With this notation the simplified score can be written as

with J = diag(I, —1I), see (16). Let Z = (n,...,nn ), have
a covariance matrix 'y, and let Q = Qn = %diag([, —1I).

Let the covariance matrices of (vg,) and (vy,) with
n =1,..,N, be I'gn and T'; . Then, by permuting the
rows and columns we can achieve that two diagonal blocks
become I'g y and I'y . Both are block Toeplitz matrices
with I'g y being simply diagA*. The eigenvalues of I'g
and I'y y, in decreasing order, will be denoted by 7y ; and
v1,i» respectively, with ¢ = 1,...,mN, where m = dimw.
Note that the set of vp;-s is identical with the set of
eigenvalues of A* with multiplicity N.

Let 7y and ~7 denote their maximum eigenvalues. De-
pendence on N will not be denoted explicitly. Obviously
5 = A7, the maximal eigenvalue of A*, independently of
N. On the other hand, standard arguments show that v < 7,
where 7 is defined under (18).

Note also that Ev(0;)v(61)T > Ev(0o)v(6y)7, written in
the form

i/G(ei‘*’)A*G(eﬂ’“’)wa > A* (38)
27
implies 7 > A7.

Permutating the rows and columns of () together with
those of I" ;v we get a matrix of the form %diag([ ,—I), where
I is a unit matrix of dimension Nm. We write this matrix
in the form Q* +Q~, where QT = Q}; = 3diag(,0), and
Q™ = Qy = 3diag(0,I). Define R}, and Ry accordingly,
following (30): first carry out the above permutation of rows
and columns of each matrix, then replace the middle term
by QT, and Q~, respectively. Then, it is easy to see that
Rfv is positive semi-definite, with Nm zero eigenvalues.
The remaining N'm eigenvalues will be denoted by pg ;,
in decreasing order. Similarly, 1%}, is negative semi-definite,
with Nm zero eigenvalues. The remaining eigenvalues will
be denoted by eigenvalues p; ;, in decreasing order. It is easy
to see that

1
PO = 570,i> and p1; = 5
for i = 1,...,2Nm, which implies
po,i < l)ﬁk < 17 and  py; > —1’}’* > —1’7-
A M ==



Now, obviously RE < Ry < Ry, implying that a similar
inequality holds for their i-th eigenvalue, see e.g. Theorem
3, Chapter 7. [5].

It follows that

pi < poi and pmN4s > p1s for i=1,..,mN,

Thus we get for the largest and smallest eigenvalue of R
1 1 1 1

< A< =4 d p.>-= -7,

=git=gl MG =g 2"

both bounds being independent of N. This yields

a7 (B) < BN < By and 2. (B) = —By1 = —B7.
To apply Theorem 5 note that

Nm 1Nm
IR MR SR
i=1 =1

Invoking Theorem 5 we finally get the following result:
Theorem 6: Assume that SA] < 1 and redefine

a*(8) =pBAT and x.(8) = —p37,
both independent of N. Then for |3'| < 8 we have

; N

p* =

thr (A*A%).

Boxp (5 (o Jns — Euf n) <
- 6 Nm
< exp {E( (Ntl“(A*A* + Z’h i
=1
where ¢(3) = c(z.(8)) V c(z*(0)).

In the case of scalar processes. i.e. when m = 1, we can
use the following result:

2
|G(e™)2PA* 2 dw =: Dy(G),

l z Pi= o
see e.g. [12] and also[24].

The theorem can be simplified by taking into account the
inequalities given above as follows:

Theorem 7: Assume that 85 < 1 and redefine z
B37%. Then for |3’| < 8 we have, with &8) = c(a*

(7).

)

(6
(8))

N
s B
Eexp (5 (0 Jni — En Jny)) < exp(e(8) 5 Nm7?).
i=1
Using this simplified statement, the second order adjustment
constant « in Condition 1 can be chosen to be

a = a(f) = 2¢(87)7*
Thus «(/3) is an increasing function of § for 8 > 0, with
values ranging from 0 to oo, for 0 < 3 < 4~ 1. Thus to
ensure that the rightmost term in 0 < 8" < 8/ < g* A 3**
(see Theorem 3) is maximized we have to make sure that

B* =¢e/a(B) =B = 5.

Kok
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Thus the least strict upper bound for the exponent in Theorem
3, using the Theorem 7, is obtained by

2 4
e =5-2(pV)7° = Ge(BNE*T’ = =7 ~In(1 ~ F7)]-
(39)
Setting z = (3% we get after rearrangement
%x =[—2 —In(1 — 2)] (40)

It is easy to see that this equation has a unique solution in
x.

V. DISCUSSION

Change-point detection in continuous time has been inves-
tigated with considerable generality in [3] under the condi-
tion of small false alarm probability. It would be interesting
to establish mixing properties of the CUSUM statistics for
Gaussian processes in continuous-time. In particular it would
be interesting to see if a reflected Brownian motion with
negative drift is L-mixing.

APPENDIX
A. L-mixing processes

We summarize a few definitions given in [9]. Let (2, F,P)
be a probability space, and let X% be a stochastic process
n (Q,F,P).
Definition 1: We say that X is M-bounded if for all 1 <
q < +00
My(X) = i‘il()) | Xn llg< 400

We can also define M, (X) for ¢ = +oo as
Moo (X) := supesssup | X,|.
n>1

Let (F,)n>1 be an increasing family of o-fields and let
(FF)n>1 be a decreasing family of o-fields, F,, C F and

n

F,I C F for any n. Assume that ,, and F," are independent
for all n. Let 7 > 0 be an integer, and let for 1<qg< 40

Vq(T: X) = 74(7) sup [| X —E(Xn Far) llgs

Z Yq(T)
7=0

Iy (X)

We can also define

YoolT, X) = supesssup |X, — E(X,|F ),
n>T
—+oo

Too(X) = > Yoeolr X).
7=0

Definition 2: A process X% is L-mixing w.r.t. (Fy, F.F)
if X,, is F,-measurable for all n > 1, X? is M-bounded,
and I'q(X') < +oo for all 1 < ¢ < +o0.

A prime example of L-mixing process is the output
process of a stable linear stochastic system driven by a M-
bounded i.i.d. sequence.

Centered L-mixing processes satisfy the strong law of
large numbers, see Corollary 1.3 in [9].



B. Divergence rate

We report below a result on the divergence rate between
two Gaussian white processes. The result is stated as Theo-
rem E.5. in [25]

Theorem 8: Let y1,y2 : 0 X Z — RP be two stationary
Gaussian processes. Assume they have a mean function
that is zero. Let Wl, Wg be the spectral densities of y1,yo
respectively, and

Wi = Gl (z7")Gi(2)
Wy = Gj(27)Ga(2)
S = Gl(z)Gg(z)_l

Let y be the output of a system with transfer function S.
Assume that the transfer function S admits a realization as
a finite-dimension linear system with a minimal realization
parameterized by
z(n+1) = Az(n) + Bu(n)

y(n) = Cx(n) + Du(n),
where sp(A) C C~. Assume that there exists a matrix )
such that the following relations are satisfied

Q=Q" >0,

N=D'D+B"QB >0,
M=B'QA+D'C,
Q=ATQA+C"C-M"N"1M,
sp(A—BN"'(B"QA+D'C)) cC.

and that this relation admits a unique solution. Let R be the
unique solution of the Lyapunov equation

(41)

R=ATRA+CTC.

Then the divergence rate between the measures induced by
the two processes is given by

D(P||P,) =
1 1
— 5 Indet N + 5tr(BTRB +D"D-T).
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