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Multiple Sensor Fault Detection and Isolation for Large-scale
Interconnected Nonlinear Systems

Vasso Reppa, Marios M. Polycarpou, and Christos G. Panayiotou

Abstract— This paper presents the design of a methodology
for detecting and isolating multiple sensor faults in large-scale
interconnected nonlinear systems. For each of the intercon-
nected subsystems, we design a local sensor fault diagnosis
(LSFD) agent responsible for multiple sensor fault detection
and isolation in the local sensor set. The multiple sensor fault
detection is realized through a bank of modules, monitoring
smaller groups of sensors that belong to the local sensor
set. The detection of faults in sensor groups is conducted
using robust analytical redundancy relations, formulated by
structured residuals and adaptive thresholds. The isolation of
multiple faulty sensors in the local sensor set is realized by
integrating the decisions of the LSFD agent’s modules and
applying a reasoning-based combinatorial decision logic. The
simulation example of an automated highway system is used to
illustrate the application of the multiple SFDI methodology.

I. INTRODUCTION

In 2009, an Airbus 330-203 operated by Air France was
crashed into the Atlantic ocean, killing all 228 passengers
and air crew. According to the investigation report [1], all
three speed sensors became faulty (transient fault), causing
the disconnection of the autopilot, while their faulty read-
ings caused the pilots to apply inappropriate actions, which
resulted in the accident. The findings of this report raise the
need for applying sensor fault diagnosis mechanisms, capable
of detecting, isolating and if possible, estimating multiple
sensor faults.

Sensor fault detection and isolation (SFDI) methods are
classified into physical redundancy- and model-based meth-
ods. When the physical redundancy approach is not practical
due to high cost of installation and maintenance, and due to
space restrictions, model-based techniques can be used [2].
These techniques are further categorized as quantitative or
qualitative methods [3], [4]; the first category relies on a
nominal mathematical model describing the system, while
the second one uses symbolic and/or qualitative system
representations.

Quantitative model-based approaches such as parity equa-
tions and observers [5], [6] are widely used for SFDI.
These approaches have been mostly adopted by the FDI
community, which elaborates on making them robust with
respect to modeling errors, noise and system disturbances.
Among them, the observer-based approaches are used for the
development of SFDI methodologies for nonlinear systems.
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In order to address the problem of multiple sensor faults,
several researchers have designed SFDI methods based on
a single nonlinear observer or a bank of observers [7]-
[10], which can further be combined with the utilization
of fault signature matrices [11]. However, there are very
few observer-based SFDI methodologies for interconnected
nonlinear systems even for single sensor fault occurrence
in one of the subsystems [12], while, to the authors’ best
knowledge, the work in this paper is the first to develop
an observer-based SFDI technique tackling the problem of
multiple sensor faults.

Qualitative model-based techniques are typically used by
the artificial intelligence diagnostic (DX) community [13].
The design of these techniques is based on the utilization of
either causal models, such as signed digraphs, bond graphs,
fault trees etc. [14], [15], or abstraction hierarchies that can
be either functional or structural [16], [17]. The nature of
models, which do not use analytical mathematical expres-
sions, facilitates the application of the qualitative model-
based methods to large-scale systems. The DX community
considers fault detection and isolation as a unified prob-
lem and exploits reasoning techniques for enhancing fault
isolation, thereby facilitating multiple sensor fault isolation
[18]. Several researchers have analyzed the equivalence and
differences between the quantitative and qualitative methods,
whilst they have designed a unified framework exploiting the
assets of each approach [19], [20].

The objective of this work is the design of a model-based
methodology for detecting and isolating multiple sensor
faults occurring in interconnected, nonlinear systems. For
each of the interconnected subsystems, we design a dedicated
local sensor fault diagnosis (LSFD) agent, tailored to detect
the presence of faults in the local set of sensors used for
monitoring and control of the underlying subsystem, and
isolate the faulty sensors in this set. The LSFD agents are
deployed in a decentralized framework, in which there is no
information exchange. The design of the LSFD agent relies
on the decomposition of the local sensor set into smaller
groups of sensors. Then, a module is built up for monitoring
each group of sensors, whose main task is to detect the
occurrence of sensor faults in the group. The detection
is realized by checking if analytical redundancy relations
(ARRs), formulated by residuals and adaptive thresholds, are
not satisfied. The utilization of the bank of modules is the
first stage of multiple sensor fault isolation, which is further
enhanced through the integration and combinatorial process
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Section II. The architecture of the proposed multiple SFDI
methodology for nonlinear interconnected systems is pre-
sented in Section III. The design of the modules in a LSFD
agent and the multiple sensor fault isolation decision logic
are provided in Sections IV and V. The application of the
proposed SFDI architecture to an automated highway system
is illustrated in Section VI, followed by some concluding
remarks in Section VIIL

II. PROBLEM FORMULATION

Consider a large-scale, nonlinear uncertain system that is
comprised of N interconnected nonlinear subsystems. The -
th subsystem, I € {1,..., N}, denoted as > is described
by:

»{) . :A(”x(”(t) _‘_7(1)(33(1)@)7

+ RO (@D (), u D (t), 2D (1))
+ 7D (@D (t), D (), 1), (1)

where (1) € R™, u!) € R% are the state and input vector
of (1, respectively, while z(/) € RP! is the interconnection
vector containing states of the neighboring subsystems of
2, The constant matrix A() € R™ %" is the linearized
part of the state equation, v(!) : R™ x R’ s R™ represents
the nonlinear dynamics, B . R x RY x RPI — R™
represents the interconnection dynamics, and n(!) : R™ x
R x R € R™ denotes the modeling uncertainty of (1)
The input vector u(!) is generated by a feedback control
algorithm using sensor measurements and possibly some
desired reference signals.

The sensors that are used for monitoring and con-
trol of X, constitute a local sensor set SU) =
{sD{1},...,8D{m}}, I € {1,...,N}, where SD{j},
j € {1,...,ms} denotes the j-th sensor. The I-th local
sensor set is described by

SO Dty =cDzD@) +dD(t) + fD ). (@)

where y!) € R™ is the sensor output vector, d/) € R™
denotes the noise vector corrupting the measurements of S*)
and f(O) € R™ represents the possible sensor fault vector.
The j-th sensor is characterized by

SOLY: o) =cPaD ) +d" )+ 17 (1). 3)

The sensor output vector can be affected by multiple faults,
given that the j-th output yj(-l) is changed due to a single

#0() u(0)

fault in the j-th sensor, modeled as f (1)( t), which occurs at
70, je {1, omr} e f0(t) =0 forall t < T},

The objectlve of this Work is to design a methodology
for detecting the presence of sensor faults that may occur in
more than one subsystems, taking into account the following
assumptions:

Assumption 1: For each subsystem I € {1,...,N},
the state vector (/) and input vector u!) generated by
a feedback controller, remain bounded before and after
the occurrence of multiple sensor faults; i.e., there exist
compact regions of stability U; C R®, X1 C R™ such
that (2D (t),u')(t)) € X7 x Uy, for all t > 0.

Assumption 2: The nonlinear vector field v(!) is locally
Lipschitz in (1) € X, for all ) € U; and t > 0, while
R is locally Lipschitz in z(!) € X} and 2!) € Z;, for all
u) € U; and ¢ > 0. The vector space Z; C RPI denotes a
compact region of stability within which z(!) reside.

Assumption 3: The unknown modeling uncertainty of
the (I)-subsystem 7D (x(1)(t), uD)(t),t) is bounded by a
known functional 77(1) for all z() e A7, ud e Ur and t >
0; ie. [nD @), uD(t),0)] < 7D D), uD(1), 1),
whereas the known functional 7(!) is locally Lipschitz in
2D e x;, for all u) € Uy and ¢ > 0.

Assumption 4: The noise corrupting the measurements of
each sensor in SU) is unknown but uniformly bounded, i.e.
‘dED(t)’ <dP ieq,... a0
constant bound.

,my}, where is a known

III. MULTIPLE SFDI ARCHITECTURE

This section provides the overall design methodology for
detecting and isolating multiple sensor faults occurring in
interconnected nonlinear systems. The first step is to design a
local sensor fault diagnosis (LSFD) agent, denoted as M (/)
I€{l,...,N}. The agent M) has access only to the input
and output data of the underlying subsystem X(/) and may
use some prior information related to the reference signals of
its neighboring subsystems [21], while it does not exchange
any information with its neighboring agents. The design of
the agent MU s realized as follows; initially, the local
sensor set S(I) is decomposed into N; groups of sensors.
These groups of sensors may be disjoint or overlapping; i.e.,
some sensors may belong to more than one sensor groups.
Each group of sensors, denoted as su 7‘1), consists of my
sensors of S() and is characterized by the output vector
y(l"” € R™l.q; je.

S(I,q) . y(I’q)(t)

=CTDD () 4 a5 @) + fIV @), (@)

where C:9) ¢ R™M1.axn1 and (-9 f(1.9) ¢ R™1.a, The
matrix C(/9) is made up of ms,, rows of C/) and /9
represents a column vector made up of m; , elements of yD
(correspondingly for d(1:9) and f(-9)),

The next step is the design of Ny modules monitoring
the sensor groups. The g¢-th module, denoted as M9
g€ {1,..., Ny}, is responsible for detecting sensor faults in
SU-9) The decision logic for determining the faulty status
of SU:9) relies on checking whether a set of analytical
redundancy relations (ARRs) are satisfied. These relations
are formulated using observer-based residuals and adaptive
thresholds. The decisions of the modules are then integrated
and processed applying a reasoning based decision logic,
aiming at isolating multiple sensor faults in S/,

The reason for decomposing the local sensor set S is
that, in large-scale systems, S(!) may include a large number
of sensors and it would be difficult, or sometimes unfeasible,
to design a single module, which can isolate multiple sensor
faults. Hence, by decomposing S() and designing dedicated
modules, we aim to initially isolate smaller groups of sensors
containing the faulty sensors and then, to isolate multiple
faulty sensors based on the combinatorial process of the
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decisions obtained by the N; modules. The main criterion for
decomposing S() is related to the stability of the observer
(observability) used for generating the residuals in M/,
i.e., a group of sensors can be created if the design of a stable
observer, which uses the measurements y/*9) and provides
an estimation of them, is feasible.

IV. MULTIPLE SENSOR FAULT DETECTION

This section presents in detail the design of the module
MID Te{l,...,N}, g€ {1,...,N;} used for multiple
sensor fault detection.

A. Observer-based Residual Generation

The nonlinear observer used in the module M9 de-
noted as N'(1:9) | is structured as follows:

N — A(I)j(I»Q)(t) +7<I>(9%(I’q>(t),u(l)(t))
+ D@D (), 4 (1), 220 (1))
+ L9 (y“‘q)(t) _cT9zTa) (t))) (5)

‘%(l,q)(t)

where (/9 € R"™ denotes the estimation of x(/) based
on the sensor measurements (/-9 (z(1:9)(0) = 0), L9 ¢
R™*™La ig the observer gain matrix and z; ’ is a vector
that contains the a priori known reference signals of the
interconnection variables z(1).

The j-th residual generated in the module M:D is
defined as:

1
e () = ;"(1) -

where J:9) is the extraction index set (EIS) related
to the group of sensors S0, defined as JU9 =
{j:8D{j} e ST}, where SD{j}, j € {1,...,ms},
stands for the j-th sensor, which belongs to S,

When there is no sensor faults in the group of sensors
S-9) _its output vector is described by

_ C(I,q)x(f)(t) +q9 (t). (7

cPelo@w),  jegho ()

1,
Y (t)

This implies that the observer A(/:4) conveys a healthy
estimation of the state vector z(), denoted as :i:g"l)(t).
Let us define 557 (t) 2 219 (t) — 209 (1) as the state

estimation error under healthy conditions; taking into account
(1), (5) and (7), we obtain:

ég}’f)( ) A(I 1) (I Q)( ) ~(1 Q)( )+ B(I}q)(t)
+9 P @), <”( t),t) — LEDd"D @), (8)
where A(Iq = AD — pEoctag  300gy =
(I)( (I>() (I)(t)) _ 'y(”(j:g‘q),u(l)(t)) and h<1 q)() _
RGO, uD (0, 20(0) — ADEED (0, 0D 1), 2 1))

The stability of the estimation error dynamics is analyzed
in the following theorem.

Theorem 4.1: For the observable pair (A(I), C(I’q)), if the

observer gain L9 is chosen such that: a) the matrix Ao

is stable, and b) there exist positive constants p( 0 ¢
such that ’ < pUDe=¢""t and ¢ > A[p La)

where A = Ay, + An, + Ay (A, Any, Ay, are the
Lipschitz constants of 40, b)) and 7D, respectively), the

state estimation error sg;H )(t) is uniformly bounded; i.e.

1689 (1)) < ZU9(¢), defined as:

ZED () = G ()
t
+pTD A, / BT (7)e " gr (9)
0
with (10 = ¢(1a) — p)(La) A} and

BT (4 :p(I,q>e—s“v‘1>tQ—c<1,q>

+ / 1) =T =) (7D @D (1), u D7), 7)

0

+An, z(I) dT+/ (10) =" (=1 gD gr. (10)
Proof:  Consider that: a) z) is a bound for
|z (#)| such that |z (t)| < zW0), for all 2D €
XD b) p (I’q) fél’q) are positive constants such that
‘ AL q)tL(I ‘1) < p(l’q) —& "t ¢) d49 is a bound for
d9(t) such that |d1q )| < d59, and d) 2D is
a constant bound related to the tracklng error such that
Jim ‘2(1)()— A0 )‘ < 2D vt > 0. By bounding

—00

the solution of (8) and taking into account the conditions
described in Theorem 4.1, it yields

¢ (1,0) .
Espr (t)‘ <o@)zl-0 +/0 p‘(iI,Q)eféd Y= g1.9) g7

t azH 9 (r)
o Edl

+1D @D (1), ul) (), 7)) dr an

e ()| + An,g

where ®(t) = pUDe —¢"t Based on Assumption 3, 7

is locally Lipschitz, leading to 7" (2 (¢),uD)(t),t) <
D@D (1), uD(E),1) + Ay, 500 Thus, (1) be-

comes

t
m|<E 00+ [ ae-n)

with E(:9)  defined in (10).
Grownwall Lemma [22] results in:

e(la) (t)‘ dr (12)

Applying the Bellman-

el w)| < 200 (13)
where Z(>9(t) is defined in (9). [}

After the time instant of the first sensor fault occurrence in
S:9) | denoted as Tl(l’q), the output of the group of sensors
is described by (4). Hence, the nonlinear observer generates
a ‘faulty’ estimation of the state vector of ¥ denoted as
ig’q)( t), where x%’q)( t) is the solution of (5) for ¢ > Tl(I’q).
Thus, the j-th residual given in (6), for all j € J&a) s
designed to be sensitive to the faults that occur in the group
of sensors S>@) only, i.e. f (1,4) Therefore, the residuals are
characterized as structured, as well as the adaptive thresholds,
whose computation is presented in the following Section.

B. Computation of adaptive thresholds

The utilization of adaptive thresholds is necessary for
ensuring the robustness of the module M9 with respect
to modeling uncertainties and noise. The adaptive threshold
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is a time-varying function that bounds the j-th residual under
healthy conditions, j € J (1,9) which is described by

I, I,
el (t) = O Vel () + dV(¢).

Introducing the solution of (8) in (14) and following the
same procedure for computing Z(/>9) that bounds the state

estimation error ‘5&2‘” (t)

(1,a) _cr

ters agl’q), CJ(»I’Q) such that C’J(»I’q)eAL T < agl’q)e Gt
(1,9)

and a{(é,q)’ C(li,q) such that ‘C](I,q)eAL Y19

(I,q)
I,q) —Cg5. "t
a& ,Q)e d;

(14)

, after choosing positive parame-

<

, We obtain

J
(I,q)

(1 La) —¢c5De )y | Y a1, —¢Dy
E“E/j q)(t) :(X; De=¢ zD 4 CTJ’Q)d( D[] %4
d.;

¢ (.q)
+ [ al e et (g (), (), 1)
0
A, 20+ A 200 (7)) dr o+ d (15)

Under healthy conditions, the j-th adaptive threshold in (15)
is com i imation 2./°9 i

puted using the healthy estimation &},""(¢) and is
denoted as égﬁ) (t), which bounds the magnitude of the j-
th residual under healthy conditions, i.e.

I, (I, . I,
e %)‘ <&l (), je g0 (16)

YjH
On the other hand, when sensor faults occur in the group
of sensors S(I:9) the observer N'/:9) conveys a ‘faulty’
estimation i(F{’q) (t), which is used for computing the j-th
threshold using (15). Consequently, the effects of the sensor
faults £(/*9) may be reflected on the j-th adaptive threshold,
j € JU9 1t is important to note that the j-th adaptive
threshold in (15), for all j € J (1.9 can be implemented by

using linear filtering techniques.

C. Sensor Fault Detection Decision Logic

The primary goal of the module M9 is to infer about
the presence of sensor faults in the group of sensors S/:9).
This is realized based on the analytical redundancy relations
(ARRs) [17], [19], which are formulated using the structured
residuals and adaptive thresholds.

The j-th ARR, j € 79 is defined as:

gl ||

" — &l <o.

J

a7)

When inequality in (17) is true, then it is inferred that £ ;I’Q)
is satisfied. The set of ARRs, based on which the module
MT:9) obtains a decision, is defined as

gha = ) &,

jegda)

(18)

The set £ is satisfied when SJ(I’Q) is satisfied for all j €
JE9),

A key property of £(:9) for all I, ¢, is its robustness with
respect to modeling uncertainties and noise; if no sensor fault
occurs in SUO) (fU19(t) = 0), 55,5’(1) (t) = sg’g) (t) and
e0D (1) = &89 (1), implying that (16) is valid for all j €

J

JL9  or else E;I’q) (t) is satisfied for all j € J449) . On
the other hand, sensor faults f(/:9)(¢) are detected according
to the following theorem.

Theorem 4.2: If, at some finite time instant, £ (1,9) ig not
satisfied, i.e. for at least one j € T,
e (t)] — &) > o,

Y5

19)

then the presence of faults in the group of sensors S(/:9),
Ie{l,...,N},is detected.

Proof: Theorem 4.2 can be proved by reductio ad
absurdum; assume that no sensor fault has occurred. Then,
ey ¥ (1) = egd (1) and &1 (1) = 32 (¢), implying that
(16) is valid. This contradicts the validity of (19). |

The output of M9 is the decision on the presence of
sensor faults in SU?)| represented by a boolean function,
defined as

. Iq : I
P ) — { 0, if D) =0, ¥ j e JI

20
1, otherwise 20

where D§I’Q)(t) 0if t < Tj(Ile), with Tj(I,q)
min {t ety (t)‘ — (1) > 0}, and D{"(1) = 1 if
t>715D I €;I’q) is always satisfied, then T;I’q) — o0,

J
The time instant of fault detection is defined as T}Ig” =

min{T"", j e 71D},

V. MULTIPLE SENSOR FAULT ISOLATION

The multiple sensor fault isolation (MSFI) decision logic
implemented in the agent M) is applied for isolating the
combination of sensor faults that has occurred in SU), after
the detection of the presence of sensor faults in at least one
group of sensors.

The integration of decisions of the N; modules is repre-
sented by the observed pattern of sensor faults, denoted as
D (1), which is defined as:

DUty = DIV (@), ..., DEND (1) ! (21)
where D9, ¢ € {1,...,N;}, is the boolean decision
function generated by the module M9 defined in (20).

Let us define F(), T € {1,..., N}, as the combinatorial
sensor fault signature matrix used in M(); the matrix F7)
is binary, consisting of Ny rows and Nc¢; columns, where
Necr = 2™ — 1 and my is the number of sensors in the
local sensor set SU). The ¢-th row corresponds to the set
of ARRs 19, ¢ € {1,...,N;}, while the i-th column
corresponds to a combination of sensor faults that may occur
in SO, denoted as F, i e {1,..., Ncr}. Each column of
F@ corresponds to the theoretical pattern of a sensor fault
combination that may have affected S!), defined as

-
FO = |FD R (22)

where Fq(iI) =1,qe{l,....,Nr},ie{l,...,N¢s}, if at
least one sensor fault that belongs to the combination ]-'g)
is involved in £(4>9) and Fq(iI) = 0 otherwise.
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The goal of multiple sensor fault isolation procedure is
to compare the observed pattern of sensor faults, D) (¢) to
each of the theoretical patterns of sensor fault combinations,
F(I) An observed sensor fault pattern D) (t) is said to be

consistent with the i-th theoretical sensor fault pattern F( )
it DED () = FD forall ¢ € {1,...,N;} Gf DD(t) =

qi >
On;,, no comparison is realized). The result of checking the
consistency between the observed and theoretical sensor fault

patterns is the determination of the diagnosis set defined as:

DOt = {FD i1y} (23)
where 70 = z’:F§”=D<f>(t),z'e{1,...,Nc,}}.

However, there may be a time instant at which the observed
pattern does not match any of the theoretical patterns. This
can happen, when a sensor fault fjm, ] € T of the
combination fg), i € {1,...,Ncs}, which is involved in
more than one set of ARRs, provokes the violation of these
sets of ARRs in different time instances, because some ARRs
may be more sensitive to f;” € ]-'c(f) than other ARRs. In
this case, the diagnosis set is determined based on the support
of the violated £Z-9) [19]. The support of £ (1,9) | denoted as
Supp(E (a "1*)), is a set, which includes the combinations of
sensor faults }'((f) with 1 in the row corresponding this £(/:9),
i.e. Fq(il) = 1. In this case, the diagnosis set is defined as

ﬂ Supp( S(Iq ).
q*€9Q(t)

where Q(t) = {¢: DY (t) =1, g€ {1,...,Nr}}.

Based on the diagnosis set DSI (t), we can infer that:
i) at least one of the sensor fault combinations in D" St)
has occurred, ii) the sensor faults included in [ }‘Cil )

ierD
are guaranteed to have occurred and iii) the occfrfgnce of
the sensor fault combination .7-'0(1] ) ¢ () Supp(ETDD) is
qeQ(2)

DIt (24)

excluded.

VI. SIMULATION EXAMPLE

In this section, we illustrate the application of the multiple
sensor fault detection and isolation methodology to an au-
tomated highway system (AHS); i.e., a platoon of vehicles
that are driven automatically using on-board controllers [23].
The goal is to detect and isolate multiple faults that affect
the sensors of each vehicle .

The dynamics of the vehicle-following system for the /-th
vehicle, I = 1,2,3 (I = 1 stands for the leading vehicle)
can be described by :

PO () = oD (1) — oD (#) 4y (t), (25)
oD (t) = % (—(b — 64 (vU)(t))2 + w(”(t)) ., (26)

o (e 1)

() = ———
where ¢)(!) is the intervehicle spacing between the I and I—1

27
T+ AT 27
vehicle, v(!) is the velocity of the I-th vehicle, w(!) is the

driving/braking force applied to the longitudinal dynamics
of the I-th vehicle, u{!) is the control input of the I-th
vehicle, the function 7, is a disturbance signal defined as
ny(t) = osin(t) for all I = 1,2,3, with |o] < 0.5,
and A7 corresponds to inaccuracy in the engine/brake time
constant with |A7| < 5%7. Moreover, it is assumed that the
reference velocity of the leading car is e (t) = 40+55sin(?),
satisfying thjrolo v (1) —vﬁl)(t)’ < v with ¥ = 12. The
Lipschitz constants satisfy \,, = 0.0462 and A\, = 1. The
model parameters, including the mass of the vehicle m, the
constant frictional force ¢, the aerodynamic drag § 4 and the
engine/brake time constant 7, are the same for each vehicle
and are chosen as in [23], [24]. The dynamic model of the
vehicle-following system (25)-(27) can be re-written as in
(1) with 2D = [, @ D] " and (1) = =D,

In each vehicle there are three sensors installed,
which constitute the local sensor set SU) =
{81 {1},8D{2},8W{3}}, characterized by (2), with
CT = 1104 0;0 1 0;0 0 1]. The noise of each sensor
satisfies |d(1) )] < (ZSI), where J((II) = I%Yq(l), and Yl(l),

YD, v are the amplitudes of the outputs of the sensors

?I ,ygg, yé”, respectively, under healthy conditions. Three
decentrahzed backstepping controllers are designed such
that the leading car should follow the reference velocity
vﬁl)(t), while the following vehicles are designed to keep
the intervehicle spacing distance constant; i.e., 1/)(1 ) = —10,
I=23.

For each of the three vehicles, we design a LSFD agent
M) which is responsible for detecting and isolating faults
in the sensor set S(). Each agent consists of a bank of
three modules such that the module M>9) monitors the
sensor SU9 = S g}, ¢ € {1,2,3}, where S {q}
is characterized by yéI) = C’é”x(” + dl(ll) + féI)
design three stable observers such that the observer N (1:9)
q € {1,2,3}, uses the measurements yéf and can estimate
them. The decision logic of the module M9 is based
on checking whether £(:9) = 5(51’[’) is satisfied, where
& s formulated using the residual i = P —
C(I) 1,9) and the corresponding adaptive threshold. The
multiple sensor fault isolation decision logic implemented
in the agent M), T = 1,2,3 is based on the multiple
sensor fault signature matrix presented in Table I, where the
j-th rows corresponds to £+7), j = 1,2,3 and there are
seven columns corresponding to the following sensor fault
combinations: F = { 0L } Fi = {fé”},

]:(I ) f(I )

P = {40, 40, FD 0 <>€ RO = {110,157}
and FP = {fl(l), D D1 As observed by this matrix,
there are seven distinct theoretical patterns of sensor fault
combinations, implying that all the sensor fault combinations
that may occur in the I-th vehicle are isolable for all I =
1,2,3.

The simulations have been conducted considering the
occurrence of multiple abrupt sensor faults in each vehicle,

such that 1) fi" = 10%Y,", T} = 150 sec 2) fi" =
15%Y, ", T§!) = 160 sec, 3) f<2> = 25%Y,>), T\ = 170

1956



FOIFQFQ FD FO | FD | FED
ELVL LT lo|O0o ] 1|1 |0]1
ELALo 1o 1]0|1]1
EL3 oo |10 1|11

TABLE I: Multiple sensor fault signature matrix imple-
mented in the /-th LSFD agent, I = 1,2, 3.

sec, and 4) f?EQ) = 15%Y3(2), T}f) = 180 sec. Figure
1 presents the time evolution of decision functions D)
q, I = 1,2, 3. Particularly, the I-th row of subfigures depicts
the observed pattern D(!)(t), which is compared at every
time instant to each of the seven theoretical patterns, i.e.
columns of Table I. It can be observed that all sensor faults
have been isolated, according to the following diagnosis sets:

PV (t) = { é?}, for 150 < ¢ < 160, D (¢) = {féi)},
for t > 160, DO(t) = {féf)}, for 160 < t < 180,
PP (t) = {]—‘(52)} , for t > 180.

St S12)(1) SU3(1)
1 1 1
= = =
a =) w
[¢] 0 0
300 0 150 0 160
S2 1)(3) S(“}(f,) 5(2.:{)(”
1 i 1 1 i
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[&)
0 0 0
0 170 [ 300 0 180
NE J)(t) S“"Z)(t) SG :”(t)
1 1 1
= = =
%o S &
0 0 0
0 300 0 300 0 300
time time time

Fig. 1: Isolation of multiple sensor faults that occur in the
three vehicles

VII. CONCLUSIONS

In this paper, a model-based architecture for detecting and
isolating multiple sensor faults in large-scale interconnected,
nonlinear systems is presented. The proposed architecture is
based on the deployment of decentralized local sensor fault
diagnosis (LSFD) agents. Each LSFD agent is dedicated to
each of the interconnected subsystems, aiming at diagnosing
sensor faults in the local sensor set. This is realized in two
stages. In the first stage, a bank of modules is used for
detecting faults in smaller groups of sensors that belong the
local sensor set, with each module designed to monitor a
single sensor group. In the second stage, the decisions of
modules is aggregated and processed using a reasoning-based
decision logic and a multiple sensor fault signature matrix.
An automated highway system was utilized for illustrating
the application of the proposed architecture.
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