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Abstract—This paper discusses cyber attacks and faults
diagnosis method for networked electrical power systems. In
this paper, a power system is divided into some areas, and
then, some parameters are estimated by Kalman filter in each
area. Then we propose a diagnosis method by using called state
and output fault diagnosis matrices which are composed of the
estimated values, output matrix and so on. These diagnosis
matrices can immediately judge which nodes of which area is
attacked. Finally, some simulation results are shown to validate
the proposed approach.

I. INTRODUCTION

The power network system is one of the most complex
and largest machine engineered by humankind in the 20th
century. If troubles occur in this huge, complex system, it
may result in large power failure and the loss is inscrutable.
Therefore, the power grid is a system that should value safety
most. And to avoid the power problems some dangerous
factors should be studied and effective methods should be
developed. In recent years, especially, the risk of cyber at-
tacks that can cause information falsifications and abuse have
been increasing on the background of the developments of
information technology. And some country should consider
the massive breakdown of the infrastructure because of a
natural disaster such as earthquake, typhoon, thunder, and so
on. Moreover, the next generation power grid using natural
energy and advanced information-communication technology
(such as smart grid) is expected in Japan because the
operation rates of some nuclear plants are steadily declining
[11,[2]. These power network system is known to have a lot
of merits, for example, energy saving and blackout tolerance
[3] because each customer generates some electric power by
using photovoltaic power generator. However, these smart
grid has more risks to be attacked than the existing system
owing to underlying information-communication technology.
Therefore, the ways to detect and diagnose the cyber attacks
and faults are still much more expected to be developed and
we discuss about this in this paper.

In order to detect and diagnose the cyber attacks for
the power grid a lots of methods have been proposed, for
example [4]. However, some paper discuss this problem in
the case that cyber attacks is given only to the state, and
some other papers is only about the output. From these
background, a way to detect is proposed that covers both of
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the attacks [5]. But this method is centralized and needs all
of the information about the generators and loads, and using
all of the data may be difficult in a real situation. Therefore,
the distributed methods (such as [6]) are expected to be
developed for the next generation power grid because the
system gradually gets more massive, complex and advanced.
Moreover, the distributed detection is more expected than the
centralized one from the view point of the fault tolerance.
Therefore, a distributed method to detect and diagnose the
cyber attacks promptly is expected even if the abnormal
signals are given to the both of the state and output.

From these backgrounds, a distributed method to diagnose
immediately which nodes is attacked is proposed. And we
cope with the case that there are both cyber attacks for state
and output. In this paper, at first, the power network system is
divided into some areas and the state is estimated in each area
by using Kalman filter. Then, the called fault diagnosis ma-
trix is defined by combining the estimated parameter, output
matrix and so on appropriately. This fault diagnosis matrix
is defined for state and output individually. Therefore, we
use two diagnosis matrices, and in this paper, we call them
state fault diagnosis matrix and output fault diagnosis matrix
[7] respectively. It becomes possible to diagnose individually
the two kinds of abnormal attack signals by using these state
fault diagnosis matrix and output fault diagnosis matrix. The
key property of these diagnosis matrices is that the effects of
the attack signals appear in the diagonal elements of these
diagnosis matrices immediately if some evil signals are given
to the power system. Therefore, in this method, the upper and
lower bounds for the trace of these diagnosis matrices are set,
and then, we give a decision based on whether the value of
trace is in the range or not. Although the threshold of output
fault diagnosis matrix is constant, that of state fault diagnosis
matrix changes dynamically to cut down the time delay. The
main merits of this method are that both of the attack signals
(for state and output) can be diagnosed individually and this
is a distributed method not centralized one.

II. PROBLEM STATEMENT

In a power network with N generators, we associate with
generator j its inertia constant M, its electrical power output
P,;, its mechanical power input P, ;, its damping constant
Dj, and its relative rotor angle d; measured with respect
to a synchronously rotating reference frame with frequency
f. These parameters are given in each power network and
the synchronous frequency f is typically given as S0Hz or
60Hz. Then, the swing equation which is the rotor dynamics



of generator j are given as

M;d; = Ppj — D;d; — P.; (1)

Poj= > | Vi || Vi | {Gjx cos(d; — d%)
k‘ENj

+Bjk sin(éj — 5k)} (2)

Where all terms are in per unit value and j € {1,..., N}. And
N; means neighbor nodes of node j, | V; | is voltage of node
J» Gji and Bj;, are mutual conductance and susceptance.

In this paper, we consider IEEE 118 bus power network
system which consists of N generators and M loads al-
though a huge number of generators and loads are generally
connected to power network. Then, suppose that the power
network system is divided into L areas. This power network
system is shown in Figure 1.

Division of IEEE 118 bus power network system into L areas

Fig. 1.

Then, the next assumptions are set for the divided power
network system.

Assumption 1:
1DThis power network system is lossless
1tDThe relative rotor angle differences between the
neighboring nodes are sufficiently small.
i7iDnode i(€ ArealL) can get the information of node
j(€ Areal)

where assumption 1-¢ is due to ultrahigh-voltage power
transmission, so we can deal with the conductances which is
included in the P,; as zero. And the non-linear dynamics of
generators and loads can be approximated as linear dynamics
due to this assumption 1-ii. Therefore, the power output (2)
can finally be rewritten as

Poj= Y | Vil Vi | Bjx(8; — o) 3)
kGNj

In this paper, the dynamics of all nodes can be described as
swing equation (1)-(2) because we consider that all nodes are

general motor load in this power grid. Therefore, the swing
equation in each node is given as

M;b; + Djdj = Prj + Pin,;

= AVl Vi | Bir(6; =) (4
k‘GNj

where j € {1,2,... ,N + M} and the P;, ; is the power
flow into node j from the nodes which belongs to the other
areas. Therefore, if the node j is not connected to any other
area’s nodes, this P, ; is calculated as zero.

Then, dealing with the swing dynamics (4) in each area
as linear time-fixed discrete dynamics system, the system of
area 7 can be described as [8]

xzﬂ = Azl + Bl +w + ELh} (5)
Yo = C'wp+vi+ Fgy (6)
where ¢ € {1,2,... , L} means areas. In addition, Let | 7 |

be the numbers of the nodes which is in area i, 2 € R2l#l,
At e R2lix121i - pi e R2Ii1x21i i ¢ R2lilare defined as

, T
zj=[ 0 w ]T,xlz{xf , xlf‘ } 7)
Ai:(]\/[i)*1 {Di—Wiﬁi,} ®)
my
10 .
mﬂ:{o M]l’M: ©)
4|
dy
0 1 -
%—[og]ﬂ—- (10)
dji|
W= (00} (@) o H) "
} Doen. | Vsl Vi|Bsy t=s
sy =19 — | VsllVi|Bst t e N, (12)
0 otherwise
1 0 0 0 0 0
f‘[o 0},g_[0 1}77*—[1 0] (13)
. ) ) ZtENsl t=3s
ri = ﬂi@f,ﬁ%s,t) = -1 te N, (14)
0 otherwise
T e 17
Py=[Puy Puy | =[Pl BL] a3

B'=M"'B', B =diag,,,b], b= [ (1) (1) ] (16)

where j € {1,...,|i|}, w; is angular frequency, L is
graph laplacian, T means resolvent matrix [9], and output
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matrix is unit matrix. And vector z° is composed of relative
rotor angle and its temporal differentiation, A’ is composed
of inertia constants, damping constants, graph laplacian, and
so on, u’ is input consists of mechanical power input and
power flow form other area.

With respect to noise, wi, € R2/l is process noise, and
its covariance is W% > 0, the average is zero. And this is
white-noise depends on normal probability distribution. And
v,iC € R2Il s observation noise, and its covariance is V* >
0, the average is zero. And this is white-noise depends on
normal probability distribution.

e R2IX2il pi ¢ R2I, Fi ¢ R2IX2N gi ¢ Rl
included in the system (5)-(6) are, respectively, the cyber
attacks or faults signals for state and the cyber attacks or
faults signals for output. These signals are not necessarily
Gaussian white-noise. In this paper, we assume the cases
such as state changes due to the information falsifications and
abuse by the cyber attacks [10] or some bias on observation
data due to rapid pace of situation changes. These cases can
be discussed and dealt with by using these signal E}, hi,
F}, gi. For example, if the attack signal for output is not
zero suck as Fjgi > 0 at step k, this means that at least
one abnormal signal is given to sensor of some nodes at
that step. Then, we set the next assumptions for the power
network system modeled as equations (5)-(6).

Assumption 2:

iDE[vivT] = ElwiwT] =0 (k+#s)
iDE[vjw{] = Eluphi!] = Elvjgl"] = Elwih]
= Elwigs"] =0
iiiDE[zov'T] = Elrowi?] = ElxohiT]
= Elzogi"] = 0
iwDE[{hi — E(hi)} {hi — E(h})}"] = Hj >0
El{gi — E(gi)} {i — gi)}T] =G 20

Assumption 3:
iD(A, W2) is reachable
#D(C, A) is detectable

Then, we define the diagnosis problem of cyber attacks
and faults which is dealt with in this paper.

Problem 1:
Assume that the power network system model is described
as equations (5)-(6) under the assumption 1-3, if at least one
cyber attack or faults signal is given to the power gird (the
cases that E ki, # 0 or F}gi # 0), define a diagnostic signal
which can promptly identify which node of which area has
gotten the abnormal signal.

I1I. PROPOSED APPROACH

In this section, we propose the method to diagnose the
cyber attacks and fault signals. In this method, we define
the state fault diagnosis matrix and output fault diagnosis
matrix at first, and then, the diagnostic signal is defined by
using these two matrices. In the process of the definition of

the diagnostic signal, we refer to way to fix the threshold
dynamically.

A. STATE FAULT DIAGNOSIS MATRIX

Let the fﬁz‘k717 P,f;‘kfl, and K, be, respectively, estimated
state values of area i at step k — 1, estimated covariance
values of area ¢ at step k — 1, and Kalman gain of area 1.
Then, the estimate equations of Kalman filter at step k are
described as

Thpr = Ak, + Blug (17)
Fge = s + KL {uk — Cllpa} - (8)
Sk = cov(yy — Chjyp—1) (19)
Kj = 12|k71CIZcT {S}c}_l (20)
Py = AP AT + W 1)
Py, = Pl — KiCiPi_y (22)

Then, covariance is a worth noting factor to consider the

relationship between abnormal signal E* hl and estimation
/

error. Let r]k = xk xk‘k 1 17 S xk xklk be estimation

errors, and then, the estimation error nk can be rewritten as

Thi = SCZ - jj;dk—l
= Az}, - 5%271%71) +wi_y + By by,
= Ay +wi_y + B hj_y (23)

This equation shows that how does the abnormal signal
E} _hj,_, effect on the estimation error. And then, by using
equation (23) the covariance Pi| x_1 can be recalculated as

Py = cou(il)
= AP} _y AT + Wi, + Ei_H \E} ,

+E |:Ai77;c/—1 (hgllElZ@qll —-F [h}cjilElchil])

-E {Ain};_l} (Ml E" — E W BT 1])}
+FE [El/cifl k—1 (nilflAiT - B [nli/TIAiT}>

B (B b ] (1A - B [T AT])] @)

Then, we define the state fault diagnosis matrix of area ¢ at

step k as N} by using the covariance P,i‘ k1
State Fault Diagnosis Matrix :

Ny, = Pli\k—l - Aipli—l\k—lAiT - Wlﬁﬂ

=Wy, —-Wi_,+E; H| \E,_,

+E [Ainiﬁ (h;cT—lElil —-F [h;cT—lElilD

B [Atni_,| (I B - B [h BT
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+E [Ellciqh;cq (7712:/514” ) [UliliAin

-F [El/ci—l 2—1] (U}ic,flAiT -E {77?@?114”})} (25)

where W;i_1 is covariance of estimated process noise that
is white-noise and the average is zero. that is W,g’,l =
E [wiwi"]. From above equation, it can be confirmed that
the state fault diagnosis matrix N, is composed of covariance
of abnormal signals and correlation between estimation error
and abnormal signal except for the covariance of process
noise and its estimation. Therefore, if a cyber attacks or fault
signal occurs in some nodes, the effects of this abnormal
signal E}h} are directly reflected in the correspondent matrix
element.

Property 1:
Suppose that the state x}, and the estimated value of the state
:%Zl , have no correlation with the cyber attacks and fault

signals E!h¢ under the assumption 2 and 3. In this case, the
state fault diagnosis matrix increases as the abnormal signals
increase.

ElHEY < BFH?FE}" — N} < N} (26)
Proof 1:

If the state z} and the estimated value of that ji‘l . have no

correlation with the abnormal signals E}JL}C the state fault

diagnosis matrix (25) can be simplified by recalculation.

Ni=Wi_, = Wi_ +E,_ H_Ej_, e2))
Therefore, the magnitude relationship between state fault
diagnosis matrix N; and abnormal signal B | H Ej |
corresponds. In addition, the two noises of W/ | and its
estimation W,Ll cancel each other out.
B. OUTPUT FAULT DIAGNOSIS MATRIX

The estimate equation of Kalman filter is almost same as
in the previous section. But the covariance of the observation
error S} is slightly different in the case that cyber attacks
and fault signals are given to the system. In these case, the
Si is described as

Sk = cov(yy, — Crdip_y)
= C'Ply O + Vi + FLGLFT
=+E [C'ni (9" Fi" = B g Fi"])
—E[Ci] (g Fi" = B g1 FT])]
+B [giFy (" G = B [l CT])
—EB [goF] (" Ci" — E [ G )] (28)

Then, we define the output fault diagnosis matrix of area @
at step k as M, by using the covariance of observation error
Si.
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Output Fault Diagnosis Matrix :
Mj = 8~ CLPly 1O Vi

= Vi - Vi + FiG}F{"
+E Gl (6" T~ £ [of Fi")

~E[Cin'] (g " = E 9 Fi'])]

+E [giFy (0T O = E [0 CT)

~Elg ] (G =BT 29)

where V,j_l is covariance of estimated observation noise
that is white-noise and the average is zero. that is ‘A/kll =
E [9}9iT]. From above equation, it can be confirmed that the
output fault diagnosis matrix M, is composed of covariance
of abnormal signals and correlation between estimation error
and abnormal signal except for the covariance of observation
noise and its estimation. Therefore, if a cyber attacks or fault
signal occurs in some nodes, the effects of this abnormal
signal F} g are directly reflected in the correspondent matrix

element.

Property 2:
Suppose that the state x}, and the estimated value of the state
izl , have no correlation with the cyber attacks and fault
signals F}gi under the assumption 2 and 3. In this case, the
state fault diagnosis matrix increases as the abnormal signals
increase.

FiGLF" < FRGRFT — My < Mj; (30)
Proof 2:
If the state 2 and the estimated value of the state Zj, have
no correlation with the abnormal signals Fgi, the output
fault diagnosis matrix (29) can be simplified by recalculation.
M= Vi, = Vi + Fi_,Gj_ Fi_, 3D
Therefore, the magnitude relationship between state fault
diagnosis matrix M; and abnormal signal F}_,Gj._,F}_,
corresponds. In addition, the two noises of V}!_; and its
estimation V', cancel each other out.

C. DIAGNOSTIC SIGNAL AND THRESHOLD

First, we define the state and output fault diagnosis matrix
for node j as N%, M, respectively. Although the matrices
N? M? can reflect the system trouble of area 4, but these two
matrix can not diagnose which node of the area i is attacked.
Therefore, in order to diagnose each node not each area,
we redefine N%, M% as the state and output fault diagnose
matrix, respectively. These matrices are given as

N(l2j—172j—1) N(l2j—1»2j)

N —
(i2i-1) N2



i

M

Mt = M(lQlj—L?j—l) (224'—1721)
M(2j72j—1) M(2j72j)

where the / means the jth node of area i, and ( | ) means
the matrix element.

Then, we can define the diagnostic signal R‘,i as the
solution for Problem I via these two fault diagnosis matrices.

‘ 0 Zf Mmin S traceM,ij S Mmax
R} = and NP < traceN;j < Njpax (32)
1 otherwise

where the threshold of output fault diagnosis matrix
MR AfmaxX g the constant parameter designed in advance.
Therefore, the sensitivity of this diagnosis is decided by these
two designed parameters. If the threshold was set strictly,
almost all of the abnormal signals would be diagnosed even
if the signals were so small, but sometimes, a noise might
be identified as a kind of cyber attack. And if the threshold
was set slackly, the converse would happen.

On the other hand, the threshold of the state fault diagnosis
matrix N A™Ma8X i decided in each step referring to the
changes of covariance P’ because cyber attacks and fault
signals have some effects on estimation accuracy. Therefore,
the threshold in next step is given as

N]inax_./\/‘ 'Lf Pk+1|k <Cl and
el = | Prg1je — Prje—1 [<C2 (33)
Npax + N otherwise
. NP N Gif P <C1 oand
bl = _ | Pog1p — Pre—1 [<C2 (34
N — N otherwise

where N, C1, C2 are the designed parameters. The N\ are the
parameters which decide how much next step’s threshold will
change compared to current one and all of these A are not
necessarily same. And the C1,C2 are the parameter which
judge if the threshold is able to be change to be strict or
not. That is, if the covariance Py 1|y is less than C1 and the
difference of the covariance Py 1) and Py, is less than
(2, this means that estimation is accurate and that’s why this
means that there are no cyber attacks or faults in this power
network model and there no problems if the threshold can
be changed to be narrow.

IV. SIMULATION RESULTS

Suppose that the power network system is composed of

12 buses and divided into 4 areas as in Figure 2.
In these simulations, the upper bound of the output fault

diagnosis matrix M™a* is (.5, the lower bound M™" is
—0.5, the initial upper bound of the state fault diagnosis
matrix NV@*®* is 0.5 and the initial lower bound MM is
—0.5. Then, there are 4 N in the equations (33),(34) and
these parameters are designed from 0.005 to 1.0 in this
section, C1 and C2 are 0.005 and 0.3 respectively. And
finally, sampling time is set as 0.1[s].
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Fig. 2. Division of 12 bus power network system into 4 areas

A. RESULTS 1

In this section, we show some simulation results when the
attacks and fault signals are given only to the state. the case
of the output is shown in the next section.

The attack signals for states F'h are given to each nodes
and these are shown in Figure 3. This figure shows that the
abnormal signal is given only to node 1.

0.1
—nodel

0.08 - ==='node2-12

0.06
=
w

0.04 r

0.02 1

0 .
0 10 20 30

time[s]

Fig. 3. Attack or fault signals for state

The result of the state fault diagnosis matrices and the
thresholds is shown in Figure 4 and the diagnostic signals
are shown in Figure 5.

1.5

—nodel
i " node2-12
=== Nmax
- Nmin
8 0.5,
© '~..'
=
0 oo
-0.5 ' —
0 10 20 30

time[s]

Fig. 4. Traces of state fault diagnosis matrix and thresholds

In the Figure 4, the red line is the trace of the state fault
diagnosis matrix of node 1 and the blue broken lines show
the those of the other nodes. And the other two broken lines
show the shift of threshold. From this figure, it can be seen
that A1 (described by red line) is the only diagnosis matrix



1 : :
0.8l <> nodel k k |

: X node2-12
0.6 ]

(=4
0.4 ]
0.2 ]
20 25 30
time[s]
Fig. 5. Diagnostic signals

that is increasing right after E'h is added. And it can be
also confirmed that the threshold changes depending on the
estimation accuracy because that continues to narrow until
Eh is given. Comparing above two figures, we can state that
the signal R can diagnose the attack F'h and the dynamical
changes of threshold get the diagnosis quickly.

B. RESULTS 2

In this section, we show some simulation results when
the attacks and fault signals are given only to the output.
The attack signals for outputs ['g are given to each nodes
and these are shown in Figure 6. This figure shows that the
abnormal signal is given only to node 1. And the results
of the output fault diagnosis matrices and the thresholds are
shown in Figure 7 and the diagnostic signals are shown in
Figure 8.

From these figures, it can be seen that the diagnostic signal
R is able to identify which nodes of which areas is not
normal and the threshold does not have to change in case of
the F'g because the output fault diagnosis matrix is increasing
so quickly right after the Fg is given.

1 :
—nodel

0.8f == node2-12

0.6 ]
&

0.47 ]

0.2 ]

0 -
0 10 20 30

time[s]

Fig. 6. Attack or fault signals for state

V. CONCLUSIONS

This paper presents a way to detect and diagnose the
abnormal signals from outside of the power network system
such as cyber attacks. And this method can also work in the
case of the mechanical faults. This proposed method uses
state and output fault diagnosis matrices which are composed
of the estimated value by Kalman filter. The feature of this
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Fig. 7. Traces of output fault diagnosis matrix and thresholds
1 : :
0.8l () nodel ; . J
’ X node2-12
0.61 1
(=
0.4r1 1
0_ 2 . B N N 4
20 25 30
time[s]
Fig. 8. Diagnostic signals

proposal is that the cyber attacks are individually detected
and diagnosed in each area. And this distributed approach is
also discriminative point.
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