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Abstract— The paper deals with the problem of robust fault
estimation of non-linear discrete-time systems. In particular, it
is shown how to employ the unknown input observer approach
and the H∞ strategy to design a robust fault estimation
filter. The proposed approach is designed in such a way that
a prescribed disturbance attenuation level is achieved with
respect to the fault estimation error while guaranteeing the
convergence of the observer. The resulting design procedure is
relatively simple and boils down to solving a set of linear matrix
inequalities, which can be efficiently achieved with modern
computational packages. The final part of the paper presents
an illustrative example which exhibits the performance of the
proposed approach.

I. INTRODUCTION

A number of books was published in the last decade on
the emerging problem of Fault-Tolerant Control (FTC). In
particular, the book of [1], which is mainly devoted to fault
diagnosis and its applications provides some general rules for
the hardware-redundancy-based FTC. On the contrary, [2]
introduce the concepts of achieving a passive FTC. They
also investigate the problem of performance and stability
of FTC under imperfect fault diagnosis. In particular, they
consider (under a chain of some, not necessary easy to satisfy
assumptions) the effect of a delayed fault detection and
imperfect fault identification but the fault diagnosis scheme is
treated separately during the design and no real integration
of fault diagnosis and FTC is proposed. The FTC is also
treated in a very interesting work of [3] where the number
of practical case studies of FTC is presented, i.e. a winding
machine, a three-tank system, and an active suspension
system. Unfortunately, in spite of the incontestable appeal
of the proposed approaches neither the FTC integrated with
the fault diagnosis nor a systematic approach to non-linear
systems are studied. A particular case of non-linear aircraft
model is studied by [4] but the above-mentioned integration
problem is also neglected.

Nevertheless, there is no doubt that an efficient fault
diagnosis [5], [6], [7], [8], [9], [10] and FTC can be achieved
only when the three-phase diagnostic procedure is achieved,
i.e. fault detection, fault isolation and fault identification.

In this paper a robust fault estimation approach is pro-
posed, which can be efficiently applied to realise the above-
mentioned three-step procedure. The proposed approach is
based on the general idea of an Unknown Input Observer
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(UIO) [11], [6], which was initially designed to tolerate
a degree of model uncertainty and hence increase the re-
liability of fault diagnosis. Although the origins of UIOs can
be traced back to the early 1970’s (cf. the seminal work of
Wang et al. [12]) the problem of designing such observers
is still of paramount importance both from the theoretical
and practical viewpoints. A large amount of knowledge on
using these techniques for model-based fault diagnosis has
been accumulated through the literature for the last three
decades (see [6] and the references therein). Generally, the
design problems regarding UIOs for non-linear systems can
be divided into the three distinct categories:

• nonlinear state-transformation-based techniques: apart
from a relatively large class of systems for which they
can be applied, even if the nonlinear transformation is
possible it leads to another nonlinear system and hence
the observer design problem remains open (see [11] and
the references therein).

• linearization-based techniques: such approaches are
based on a similar strategy as that for the Extended
Kalman filter (EKF) [5]. In [6] the author proposed
an extended unknown input observer for non-linear
systems. He also proved that the proposed observer is
convergent under certain conditions.

• observers for particular classes of nonlinear systems:
for example Unknown Input Observers for polynomial
and bilinear systems or UIOs for Lipschitz systems [13],
[14], [6], [15]).

In this paper, the UIO approach is employed the decouple
the effect of a fault from the state estimation error as
well as to provide its estimate. Whilst the robustness is
achieved through the H∞ approach [16]. In particular, the
proposed approach is dedicated to a wide class of non-
linear systems, which will be subsequently described. In the
solutions presented in the literature, regarding the H∞ a
prescribed disturbance attenuation is achieved with respect to
the state estimation error. In this paper the robust observer
is designed in such a way that the prescribed disturbance
attenuation level is achieved with respect to a fault estimation
error while guaranteeing the convergence of the observer.

The paper is organised as follows. Section II presents an
introductory background as well as it formulates the problem
being undertaken. In Section III, the robust fault estimation
approach is proposed while Section IV presents an illus-
trative example, which empirically exhibits its performance.
Finally, the last section concludes the paper.
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II. PRELIMINARIES

Let us consider a non-linear discrete-time system

xk+1 = Axk +Buk + g (xk) +Lfk +Wwk, (1)
yk+1 = Cxk+1, (2)

where xk ∈ X ⊂ Rn is the state, uk ∈ Rr stands for the
input, yk ∈ Rm denotes the output, fk ∈ Rs stands for
the fault wk ∈ ln2 is a an exogenous disturbance vector and
W ∈ Rn×n stands for its distribution matrix while:

lns =
{
w ∈ Rn| ∥w∥ln2 < +∞

}
, (3)

∥w∥ln2 =

( ∞∑
k=0

∥wk∥2
) 1

2

. (4)

Moreover, g (x) is a non-linear function satisfying [17], [18]:

(g (x1)− g (x2))
T
(g (x1)− g (x2)) ≤

(x1 − x2)
T
MTM (x1 − x2) , ∀x1,x2 ∈ X (5)

where M ∈ Rn×n. In the subsequent part of this section it
will be shown how to deal with such a system representation.
Theorem 1. Let a, b ∈ Rn. There are vectors c1, . . . , cn ∈
Co(a, b), ci ̸= a, ci ̸= b, i = 1, . . . , n such that:

g (a)− g (b) = Mx(a− b), (6)

with

Mx =

n,n∑
i,j=1

en,ie
T
n,j

∂gi
∂xi

(ci) (7)

where

En = {en,i | en,i = [0, . . . , 0, 1, 0, . . . , 0]T , i = 1, . . . , n}
(8)

is the canonical basis of the vectorial space Rn.
Proof. See [15]. Assuming that

āi,j ≥
∂gi
∂xj

≥ ai,j , i = 1, . . . , n, j = 1, . . . , n, (9)

and observing that Mx can be described in an alternative
form

Mx =


∂g1
∂x

(c1)

...
∂gn
∂x

(cn)

 , (10)

it is clear that there exists a matrix M bounded with (cf. (9))

āi,j ≥ mi,j ≥ ai,j , i = 1, . . . , n, j = 1, . . . , n, (11)

for which MT
xMx ≼ MTM . In order to find the upper

bound MTM , it is assumed that MTM ≺ γ2I (γ > 0),
which can be expressed (using the Schur complements) by

λ∗ = max
M

min
λ

λ, (12)[
0 −MT

−M −I

]
≺ λ

[
I 0
0 0

]
, (13)

with λ = −γ2. Thus, the task can be settled using the
solutions to the generalised eigenvalue optimisation prob-
lem [19], i.e. to find the minimal λ under the constraints
(11) and (13).

Thus, (5) can be replaced

(g (x1)− g (x2))
T
(g (x1)− g (x2)) ≤

≤ γ2 (x1 − x2)
T
(x1 − x2) , ∀x1,x2 ∈ X (14)

Since the system structure is given then it is possible to
develop the fault identification procedure. To tackle this
problem, the system (1)–(2) will be transformed into an
equivalent one without an unknown input.

III. FAULT ESTIMATION APPROACH

Let us assume that the system is observable and the
following rank conditions are satisfied:

rank(CL) = rank(L) = s (15)

Under the assumption (15) it is possible to calculate H =

(CL)+ =
[
(CL)TCL

]−1
(CL)T . By multiplying (2) by

H and then substituting (1), it can be shown that

fk = H(yk+1 −CAxk −CBuk −Cg (xk)−CWwk).
(16)

Finally, by substituting (16) into (1) it can be shown that:

xk+1 = Āxk + B̄uk +Gg (xk) + L̄yk+1 + W̄wk, (17)

where

G = (In −LHC), Ā = GA,

B̄ = GB, L̄ = LH, W̄ = GW .

In order to estimate (16), i.e. to obtain f̂k it is necessary to
estimate the state of the system, i.e. to obtain x̂k. Conse-
quently, the fault estimate is given as follows

f̂k = H(yk+1 −CAx̂k −CBuk −Cg (x̂k)). (18)

The corresponding observer structure is

x̂k+1 = Āx̂k+ B̄uk+Gg (x̂k)+ L̄yk+1+K(yk−Cx̂k),
(19)

while the state estimation error is given by

ek+1 =
(
Ā−KC

)
ek +Gsk + W̄wk =

= A1ek +Gsk + W̄wk, (20)

where
sk = g (xk)− g (x̂k) . (21)

Similarly, the fault estimation error εf,k can be defined

εf,k = fk − f̂k = −HC (Aek + sk +Wwk) . (22)

The objective of further deliberations is to design the ob-
server (19) in such a way that the state estimation error ek
is asymptotically convergent and the following upper bound
is guaranteed

∥εf∥ln2 ≤ µ∥w∥ln2 (23)

where µ > 0 is a prescribed disturbance attenuation level.
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Thus, the problem of H∞ observer design [16], [18] is to
determine the gain matrix K such that

lim
k→∞

ek = 0 forwk = 0 (24)

∥εf∥ln2 ≤ µ∥w∥ln2 forwk ̸= 0, e0 = 0. (25)

In order to settle the above problem it is sufficient to find a
Lyapunov function Vk such that:

∆Vk + εTf,kεf,k − µ2wT
kwk < 0, k = 0, . . .∞, (26)

where ∆Vk = Vk+1−Vk. Indeed, if wk = 0 then (26) boils
down to

∆Vk + εTf,kεf,k < 0, k = 0, . . .∞, (27)

and hence ∆Vk < 0, which leads to (24). If wk ̸= 0 then
(26) yields

J =

∞∑
k=0

(
∆Vk + εTf,kεf,k − µ2wT

kwk

)
< 0, (28)

which can be written as

J = V∞ − V0 +
∞∑
k=0

εTf,kεf,k −
∞∑
k=0

µ2wT
kwk < 0, (29)

Knowing that V0 = 0 for e0 = 0 and V∞ ≥ 0, (29) leads to
(25).

Since the general framework for designing the robust
observer is given, then the following form of the Lyapunov
function is proposed

Vk = eTkPek + sTkQsk, (30)

where P ≻ 0 and P ≻ 0.
Consequently,

∆Vk + εTf,kεf,k − µ2wT
kwk =

eTk

(
AT

1 PA1 − P −AT H̄A
)
ek+

eTk

(
AT

1 PG+AT H̄
)
sk+

eTk

(
AT

1 PGW +AT H̄W
)
wk+

sTk

(
GTPA1 − H̄A

)
ek+

sTk

(
GTPG+ H̄ −Q

)
sk+

sTk

(
GTPGW + H̄W

)
wk+

wT
k

(
W TGTPA1 +W T H̄A

)
ek+

wT
k

(
W TGTPG+W T H̄

)
sk+

wT
k

(
W TGTPGW +W T H̄W − µ2In

)
wk+

− sTk+1Qsk+1, (31)

with H̄ = CTHTHC. By defining

vk =
[
eTk , s

T
k , w

T
k , s

T
k+1

]T
(32)

inequality (31) becomes

∆Vk + εTf,kεf,k − µ2wT
kwk = vT

kMV vk, (33)

where MV is given by (34). Additionally, form (5)

βekM
TMek − βsTk sk ≥ 0, β > 0, (35)

which is equivalent to

vT
k


βMTM 0 0 0

0 −βI 0 0
0 0 0 0
0 0 0 0

vk ≥ 0 (36)

Similarly, from (5) and by assuming

P ≻ αMTM , (37)

it can be shown that

αeTk+1M
TMek+1 − αsTk+1sk+1 <

eTk+1Pek+1 − αsTk+1sk+1 ≥ 0, (38)

which is equivalent to

vT
kMY vk ≥ 0, (39)

with

MY =
AT

1 PA1 AT
1 PG AT

1 PGW 0

GTPA1 GTPG GTPGW 0

W TGTPA1 W TGTPG W TGTPGW 0
0 0 0 −αI


(40)

Finally, using (33) along with (36)–(39), the convergence
condition of the observer becomes (41). Moreover, by ap-
plying the Schur complements, (41) can be transformed into
(42). Multiplying (42), from both sites by

diag(I, I, I,P ), (43)

and then substituting

PA1 = PĀ− PKC = PĀ−NC, (44)

yields (45).
Note that (45) is a usual Linear Matrix Inequality (LMI),

which can be easily solved, e.g. with MATLAB. Thus, the
final design procedure is: given a prescribed disturbance
attenuation level µ, obtain α > 0, β > 0, P ≻ 0, Q ≻ 0,
N by solving (37) and (45). Finally, the gain matrix of (19)
is:

K = P−1N . (46)

It can be also observed that the observer design problem can
be treated as an minimization task, i.e.

µ∗ = min
µ>0,α>0,β>0,P≻0,Q≻0,N

µ (47)

under (37) and (45).
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MV =


AT

1 PA1 − P +AT H̄A AT
1 PG+AT

1 H̄ AT
1 PGW +AT

1 H̄W 0

GTPA1 + H̄A GTPG+ H̄ −Q GTPGW + H̄W 0

W TGTPA1 +W T H̄A W TGTPG+W T H̄ W TGTPGW +W T H̄W − µ2I 0
0 0 0 Q

 , (34)


2AT

1 PA1 − P +AT H̄A+ βMTM 2AT
1 PG+AT

1 H̄ 2AT
1 PGW +AT

1 H̄W 0
2GTPA1 + H̄A 2GTPG+ H̄ −Q− βI 2GTPGW + H̄W 0

2W TGTPA1 +W T H̄A 2W TGTPG+W T H̄ 2W TGTPGW +W T H̄W − µ2I 0
0 0 0 Q− αI

 ≺ 0, (41)


−P +AT H̄A+ βMTM AT H̄ AT H̄W 0 AT

1

H̄A H̄ −Q− βI H̄W 0 GT

W T H̄A W T H̄ W T H̄W − µ2I 0 W TGT

0 0 0 Q− αI 0
A1 G GW 0 − 1

2P
−1

 ≺ 0. (42)


−P +AT H̄A+ βMTM AT H̄ AT H̄W 0 Ā

T
P −CTNT

H̄A H̄ −Q− βI H̄W 0 GTP

W T H̄A W T H̄ W T H̄W − µ2I 0 W TGTP
0 0 0 Q− αI 0

PĀ−NC PG PGW 0 − 1
2P

 ≺ 0. (45)

IV. ILLUSTRATIVE EXAMPLE

Let us consider a non-linear system

xk+1 = Axk +Buk + g (xk) +Lfk +Wwk, (48)
yk+1 = Cxk+1, (49)

with

A =

 0.137 0.199 0.284
0.0118 0.299 0.47
0.894 0.661 0.065

 , B =

0.250.6
0.1

 ,

C =

[
1 0 0
0 1 0

]
, L =

01
0

 , W =

0.5 0 0
0 0.4 0
0 0 0.3


and

g (xk) =

[
0.6 cos(12x1,k)

x2
2,k + 10

, 0, −0.33 sin(x3,k)

]T
. (50)

Since the system is given, it is straightforward to calculate
(10), and then

MT
xMx =

diag

0,

(
−7.2 sin(12x2,k)

x2
2,k + 10

− 1.2 cos(12x2,k)x2,k

(x2
2,k + 10)2

)2

,

0.1089 cos(x3,k)
2
)

(51)

Finally, the application of the proposed procedure (cf. (12)–
(13)) leads to

MTM =

0 0 0
0 0.517 0
0 0 0.1089

 (52)

As a result of solving the problem (47), the following couple
were obtained:

µ∗ = 0.499, K =

0.4885 2.0619
0 0

0.9724 1.0753

 . (53)

Let the initial condition for the system and the observer be:

x0 = [3, 2, 1]T , x̂0 = 0, (54)

while the input and the exogenous disturbance are:

uk = sin(0.002πk), wk ∼ N (0, 0.12I). (55)

Moreover, let us consider the following fault scenario:

fk =

{
1, for 300 ≥ k ≥ 200,
0, otherwise. (56)

First, let us consider the case when x̂0 = x0 (e0 = 0). Figure
1 clearly indicates that condition (25) is satisfied, which
means that an attenuation level µ∗ = 0.499 is achieved. Now
let use assume that wk = 0 and x̂0 ̸= x0. Figure (2) clearly
shows that (24) is satisfied as well. Finally, figure 3 shows
the fault and its estimate for the nominal case (x̂0 ̸= x0 and
wk = 0). From these results, it can be observed that the
proposed approach can be an efficient approach to solving
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robust H∞-based fault identification of non-linear discrete

time systems.

V. CONCLUSIONS

The main objective of this paper was to propose a novel
approach, which can be used for the estimation of an
unknown fault signal for non-linear discrete-time stochas-
tic systems. In particular, the fault estimation is achieved
through the general UIO approach while robustness is at-
tained with the H∞ approach. In the usual H∞ framework,
the prescribed disturbance attenuation level is achieved with
respect to the state estimation error. The proposed approach
is designed in such a way that a prescribed disturbance
attenuation level is achieved with respect to the fault es-
timation error while guaranteeing the convergence of the
observer. The proposed design procedure is relatively simple
and boils down to solving a set of linear matrix inequalities.
The presented results clearly exhibit the performance of the
proposed approach.

The main objective of further results is twofold:
1) to design a robust adaptive threshold for the fault

estimated obtained with the proposed approach,
2) to design a robust fault-tolerant control scheme which

takes into account the fault estimates along with their
uncertainties.

REFERENCES

[1] R. Iserman, Fault Diagnosis Applications: Model Based Condition
Monitoring, Actuators, Drives, Machinery, Plants, Sensors, and Fault-
tolerant Systems. Berlin: Springer-Verlag, 2011.

[2] M. Mahmoud, J. Jiang, and Y. Zhang, Active Fault Tolerant Control
Systems: Stochastic Analysis and Synthesis. Berlin: Springer-Verlag,
2003.

[3] T. D. P. J. Noura, H. and A. Chamseddine, Fault-tolerant Control
Systems: Design and Practical Applications. Berlin: Springer-Verlag,
2003.

[4] G. Ducard, Fault-tolerant Flight Control and Guidance Systems:
Practical Methods for Small Unmanned Aerial Vehicles. Berlin:
Springer-Verlag, 2009.
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