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Abstract—Isolating fault variables is a crucial step to provide
the information that which variables are responsible for the
fault for diagnosing the root causes of a process fault. In
chemical processes, process faults rarely show a random
behavior; on the contrary, they will be propagated to varying
variables due to the actions of the process controllers. During
the evolution of a fault, the task of isolating faulty variables
needs to be concerned with the faulty variables decided in the
previous data; in addition, the current decisions should
influence the isolation results for the next sample when the fault
is constantly occurring. In the presented work, an unsupervised
data-driven fault isolation method was developed based on
Bayesian decision theory. The proposed approach successfully
located the faulty variables that were individually responsible
for the simultaneous occurrence of multiple sensor faults and a
process fault.

I. INTRODUCTION

The statistical process monitoring (SPM) is a popular tool
for extracting process information from vast amounts of
operating data. Qin [1] reviewed the use of multivariate
statistics T2 and Q, which were calculated using principal
component analysis (PCA) or partial least squares (PLS) from
the normal operating data, for the detection of an abnormal
event. The contribution plots are a popular tool for identifying
which variables are pushing the statistics out of their control
limits. Several industrial applications [2]-[4] were reported in
which a group of variables with the larger contributions were
identified as the faulty variables. Westerhuis et al. [5]
introduced the confidence limits of the contribution plots to
enhance the capability of identifying the behaviors of faulty
variables departing from the normal operating condition
(NOC). They reported that there must be a careful
interpretation of the contribution plots, since the residuals of
the PCA will be smeared out over the other variables. More
recently, Alcala and Qin [6] unified the forms of the
confidence limits to the statistics Q, T2 and the combined
index [7] according to the result of Box [8]. However, it is not
always true that the corresponding statistic must be over the
control limit whenever the contributions exceed the
confidence limits. Therefore, the fault isolation results from
using the contributions and the corresponding confidence
limits may be misled, not only due to the smearing effect but
also due to the definition of the confidence limits. Alcala and
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Qin [6] derived the reconstruction-based contribution (RBC)
using the reconstruction method [9] to isolate the faulty
variables, and it was reported that the RBC still suffers the
smearing effect, as the contribution plots of the PCA are
enduring. Therefore, the magnitude of RBCs was used to
isolate the faulty variable for a single sensor fault. Kariwala et
al. [10] integrated the branch and bound (BAB) method with
the missing variable approach of probabilistic PCA (PPCA) to
locate faulty variables. Although the BAB method is an
efficient tool for solving a combinatorial optimization
problem, it is still a challenge task to locate the faulty variables
from a process with the massive number of variables. Liu [11]
derived a contribution plot from the reduced statistics based on
the reconstruction approach. Since the contributions are
confined to the candidates of faulty variables, the fault cannot
smear out over to the non-faulty ones. These unsupervised
approaches can locate the faulty variables sample-wisely,
which allows the problem of varying faulty variables to be
dealt with when a process fault evolves; however, the
information of the previous faulty data is not taken into
consideration, which implies that these approaches suffer an
efficiency problem during the search for the correct solution.

For a continuous process, the normal operating data can be
assumed to follow the behavior of independent, identically
distributed (i.i.d.) random variables. However, this
assumption is not sustained when encountering a process fault,
i.e., the information of the previous faulty variables needs to
be taken into concern for isolating the current faulty variables
when a fault evolves. The presented work developed a new
fault isolation method based on Bayesian decision theory,
which was used to incorporate the previous decisions of faulty
variables. The remainder of this paper is organized as follows.
Section 2 gives an overview of PCA and RBC. In addition, it
addresses the situation in which the results of fault isolation
may be misled by the confidence limits of the contributions.
The proposed approach is detailed in section 3. In section 4, an
industrial approach is utilized to demonstrate the effectiveness
of the proposed approach. Finally, conclusions are given.

II. BASIC THEORY

A. Principal Component Analysis

Consider the data matrix XeRY with N rows of
variables and M columns of observations. Each row is
normalized to zero mean and unit variance. The covariance of
the reference data can be estimated as:

1

SzM XX" =PAP" +L_ U (1)

where A is a diagonal matrix with the first £ terms of the
significant eigenvalues and P contains the respective
eigenvectors. The ,_ and [ are the residual eigenvalues and
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eigenvectors respectively. The statistic O is defined as a
measure of the variations of the residual parts of data:

0=(x-%, - 9, . 2)
where C=__ . In addition, another measure for the
variations of systematic parts of the PC subspace is the
statistic 7%:

T*=t"A't=x"Dx 3)
where D =PA™'P" and t are the first K term scores. Yue and

Qin [7] combined statistics O and T° for monitoring the
variations of processes.

¢=x"®x 4
where @ =C/v? +D/y’ in which v¢ and y! respectively

are the (l-o) confidence limits of statistics Q and T°.
According to the results of Box [8], the control limits for
statistics O, 7> and @ can be written as:

vi=g"(h").m=0.T and o

2 tr(SM)T ©)
r(SM) ’ m:[r( )2] M=C,Dand ®
tr(SM) tr(SM)

where y?, y7 and y? respectively are the (1-o) confidence

m __

limits of statistic O, 7° and ¢ , and Lo (h’") is the (1-o)

confidence level of a Chi-squared distribution with 4"
degrees of freedom.

When a fault is detected by any one of above-mentioned
statistics, the contribution plots provide a preliminary tool to
isolate faulty variables without any prior knowledge of the
fault. From (2), the contribution of the ith variable to the O
statistic can be written as:

2
c? =(x"cg)) (6)
where &, is a column vector in which the ith element is one

and the others are zero. Qin [1] derived the contribution of the
ith variable to 7> and ¢ as:

cf ::(XTI)Oséi)z 7)
= (x"o", )’ (®)

These confidence limits of the contributions can be derived
based on the results of Box [8]. However, since the
contributions of the statistics are transformed from the
process variables through a matrix multiplication, the faulty
variables may smear out over the other variables, which will
mislead a diagnosis of the correct root causes of the faults [5],

[6].
B. Reconstruction-based Contributions

Alcala and Qin [6] proposed reconstruction-based
contributions (RBCs) for process monitoring. The ith RBCs
for statistics O, 7° and (0 can be written as follows.

m_ 1 T 2 9
RBC] e (x"Mg,) ©)

i i

where m=0Q,T and p; M=C,Dand ® . They applied the

Cauchy—Schwarz inequality to prove that the RBC of the
faulty variable is larger than those of the non-faulty ones. The
control limits of the RBCs were also provided in their work.
Although the faulty variables have the larger RBCs, it cannot
be guaranteed that the smearing effect of the RBCs to the
non-faulty variables would be under the corresponding
control limits. Therefore, the smearing effect is inevitable as
long as the fault isolation task is to implement control limits
onto any kind of contributions. Since the control limits of the
contributions were obtained from the normal operating data
where any information about the smearing effect of the
non-faulty variables was absent, the smearing effect and the
fault behavior cannot be differentiated when a contribution
was out of its control limit.

C. Bayesian Decision Theory

In this subsection, the Bayesian decision theory is briefly
described. The details can be found in Bishop [12]. Consider
a rule will divide the input data x into k regions, such that the
sample in Ry is assigned to class C;. A mistake occurs when a
sample belongs to class Cj is assigned to class C; ;. The

probability of the mistake can be written as:

P (mistake) = ZL: I ZL:P(X,C].) dx

k=1 R, j#k

(10)

where L is the number of classes and P(x c ) is the joint

probablhty of x and C;. Therefore, the decision rule, i.e., Ry,
k=1...L, should be designed by minimizing the
misclassiﬁcatlon rate or maximizing the probability of correct
assignment.

L
P( s k) —ZIP(Ck|x)P(x)dX(11)
R, k=1 R,
in which P(x) is the probability of x, P(Ck|x) is the

posterior probability of C;, and the product rule is used. Since

M=
™
9
Y
-
|

P(correct) =

o~
n

the factor of P(x) is common to all regions, the decision

should assign x into the class with the highest posterior
probability P(C,(|x).

III. PROPOSED APPROACH

It should be pointed out that the control limits of the
contributions are obtained from the normal operating data;
they can be used for monitoring purposes but not for isolation.
For example, the statistic 7> normalized with the confidence
limit can be expressed as follows:

Z_Z(YWJ(T:,J T ( K)Z ( xa(l)J (12

where K is the number of PCs, and the confidence limits of 7*

and the contributions respective are y. =y’ (K) and

K

ve, =g x.(1) where g/ =) p’ <1 and p;; is an element
Jj=1

of P. In general, the number of PCs is greater than one;
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therefore, %7 (1)/x. (k) is less than one. It is possible that

the statistic 7° will still be under the control limit, even if

individual variable contributions exceed the corresponding
T

+ >1. On the other hand, when a
g/ %a (1)
fault is detected, using 7°, it is possible that none of the
contributions will exceed the corresponding control limit.
Therefore, the control limits of the contributions cannot
provide any useful information about fault isolation.

Although variables with larger contributions or RBCs are
likely to be responsible for the detected faults, the decision of
faulty variables cannot be based on control limits derived
from normal operations. In addition, a process fault will not
be a random action; therefore, the faulty variables will be
highly auto-correlated with the previous samples. The
decision of the previous faulty sample should be taken into
account for evaluating the current decision. Hence, an
unsupervised approach for isolating faulty variables was
developed based on the Bayesian decision theory and a
likelihood function estimated by the RBCs.

When the system signals a fault in the monitoring index at
time ¢, denoted by the event, there will be two decisions for

the ith variable: in fault ( F,) or normal ( N, ). Let P(Ni) and

control limits, i.e.,

P(F,) be the prior probabilities of the two classes, and let
P(x,|F,) and P(x,|N,) be the conditional probabilities of

observing a sample x,. According to Bayes’ theorem, given
that the overall system is in fault, the posterior probabilities
for the ith variable in classes F, and N, can be given by:

I%XJE);(E)
P(F|x,)= P(x,|F)P(F)+P(x,[N,)P(N,)

i

(13)

P(N[x,)=1-P(F]x,)
The risk of misjudging the variable as faulty is therefore
proportional to the identification of P (N A x,) , and the risk of

misjudging the variable as normal is therefore proportional to

the identification of P(F,|X,) . Hence, a set of decision rules
that minimize misjudgment is given by:

a,-(x,)={F" PUElx)=P(N]x,) (14)

N, otherwise

where ¢, (x,) is the decision for the ith variable at time .

The crucial step in the above inference mechanism is the
estimation of the conditional probability of observing x,,
given that the ith variable is faulty. The practical rule of the
larger the RBC of the ith variable, the more likely that the ith
variable will be faulty was employed in the proposed
approach. Sigmoidal filtering was used to ensure that

variables with an RBC of less than 0.5x RBC

max

(x,) were

quickly filtered.

P(x,|F)=
(xI7)= -

z,, =sx(RBC,(x,)/RBC,,, (x,)-0.5)

where RBCi(x;) and RBC,,,(x,) respectively are the ith RBC

of x; and the maximum of the RBCs for the faulty sample, and

s is a scaling factor used to adjust the confidence level of the

RBCs not being due to the smearing effect.

TABLE I
THE ALGORITHM OF THE PROPOSED APPROACH

Get x,

Calculate ¢, = x"®x

While ¢, >v?
Forall i

RBC?(5)= e (X195 )

End
For all i

If o,_, > ’yz then

P(F|x.,) P,<P(F|x_)<P,
P(F)=4 Py P(F|x,.)<P,
By Py < P(E‘X/—l)
P(N,)=1-P(F)
Else
P(F)=P(N,)=0.5
End
P(£]x) P(x,|F,)xP(F)
T P(x|E)x P(F)+[1-P(x|E)]xP(N,)

F. P(F|x,)=P(N,|x,
S R
N, otherwise

End
End

Table 1 lists the algorithm of using Bayesian decision
theory to locate the faulty variables. First, the fault isolation
task was only conducted when a fault was detected at time ¢,

i.e., @, >v? . Then, the likelihood of each variable being

faulty was obtained using (15). If the previous data was in
fault, the prior probabilities were set according to the
corresponding posterior probabilities of the previous sample
where Pyp and P;p are the upper and lower bounds for the
posterior probability in order to avoid arriving at an
entrenched prior to allow for sensor variables returning to
normal by control actions or propagation of fault to other
variables. In this study, the bounds were respectively set to
0.99 and 0.01. If the previous sample was in a normal
operating condition, all prior probabilities of the variables
being faulty were set to 0.5. This allowed the decision to be
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reinforced if a fault persisted and the isolation to be reset
when the fault disappeared. The posterior probabilities for
each variable could be obtained using (13); after that, the
decision was made according to the posterior probabilities.
The advantage of the proposed approach was that the decision
of the current sample would be affected by the decision of the
previous faulty sample; in addition, it would also influence
the decision of the next faulty sample. Since the faulty
variables may be different for each sampling data when a
fault evolves, isolating the faulty variables should be
conducted sample-wisely, and the decision of the previous Fig. 1. Air compression process flow diagram.
faulty sample should be taken into account.

""( E ) Compressed
Air
1™ Intercooler 2™ Intercooler 3" Intercooler
Cooling Water

Cooling Tower

¥ ¥
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IV. INDUSTRIAL APPLICATION

The compression process used a four-stage centrifugal
compressor that was equipped with an intercooler between
stages to cool down the compressed air, as Fig. 1 shows. A
detailed description of the process can be found in the
previous study [13]. The measured variables are listed in
Table II. PCA was applied to the training dataset, in which 22
monitored variables were collected every five minutes for ten
days, and two PCs were retained by cross-validation, which
captured about 92% of the total variance. The fault detection
and isolation results are shown in Fig. 2, in which the 2
abnormal events were detected after the first day, as Fig. 2(a) 2 0%
shows. Fig. 2(b) reveals faulty variables as follows: firstly, x, ° iy ] o
was identified as the faulty variable when the fault was * [ T ~
detected, and x;5 was located around day 1.5. Several more
faulty variables were reported around day 3.5. The
normalized RBCs, which were divided by the corresponding 8
control limits, are shown in Fig. 2(c) where the smearing ¢
effect can be observed significantly. Alcala and Qin [6] : \ ldl
mentioned that the control limits of RBCs cannot be used to [ ——
isolate faulty variables; therefore, only the magnitude of Day
RBCs can be used to isolate the faulty variable for a single ()
sensor fault. However, the RBC approach did not address the 22 7 T
method to tackle the fault isolation issue, when encountering 2 WH*HIHHW” iH 0 i .1

multiple sensor faults or process faults.
TABLE II
MEASURED VARIABLES FOR THE COMPRESSION PROCESS

Combined Index

12 51%

Variable

Variable Description

Variable
5

Fa (x)) Feed flow rate of air :
Pin, i (%2-x5) Inlet pressure for the ith compression stage, i = 1...4 N —
Pout, i (x6-x9) Outlet pressure for the ith compression stage, i=1...4 4 | t— ik
Tin, i (X10-%13) Inlet temperature for the ith compression stage, i =1...4 2 m’ |
Tou, i (x14-x17)  Outlet temperature for the ith compression stage, i=1...4 0 1 2 3 4 5
F. (x18) Feed flow rate of cooling water Day
Te (x19) Inlet temperature of the cooling water (c)
T. i (x20-x22)  Outlet temperature of the ith intercooler, i =1...3 Fig. 2. Process monitoring using the combined index of PCA, (a) fault
detection result, (b) posterior probabilities of Bayesian inference, (c)
the normalized RBCs.
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Day

Fig. 3. Fault diagnosis for the first abnormal event.
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Fig. 4. Fault diagnosis for the second abnormal event, (a) comparison
of the test data of x5 and the three sigma control limits, (b) comparison
of the compression efficiencies of all stages.
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Fig. 5. Fault diagnosis for the third abnormal event, (a) cooling water
flow rate, (b) inlet temperatures of the third and fourth stages, (c) outlet
temperatures of the third and fourth stages, (d) outlet temperatures of
the second and third intercoolers.

Fig. 3 compares the measurements of x, with the central
line and the three sigma control limits estimated from the
training dataset. The sensor drift can be observed from this,
since nearly the entire test data were below the central line.
The field operators requested calibration of the sensor after
they were informed about this abnormality. The outlet
temperature of the second compression stage, x5, was
responsible for the second abnormal event. A comparison of
the test data with the three sigma control limits is shown in
Fig. 4(a), which demonstrates the difficulty of convincing the
operators that the measurements of the sensor were
questionable, since the data after day 1.5 remained near the
central line, except for the data around day 3.5 that will be
addressed later. However, they were convinced after the
comparison of the compression efficiencies for all stages was
displayed, as Fig. 4(b) shows. The second stage efficiency
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dramatically surged around day 1.5, which coincided with

that shown in Fig. 2(b), and then it fluctuated dramatically;

meanwhile, the other stages’ efficiencies were maintained in

stable ranges. Since the compression efficiencies of all stages

were highly correlated according to the operators’

experiences, some sensors in the second stage (most likely x;5)
were questionable.

Fig. 2(b) also indicates that several sensors were
responsible for an abnormal event that occurred around day
3.5. These variables were X125 X135, X165 X175 X185 X21, and X272, i.e.,
the inlet and outlet temperatures of the third and fourth
compression stages, the cooling water flow rate and the outlet
temperatures of the second and third intercoolers. Fig. 5(a)
shows that the cooling water flow rate suddenly dropped at
day 3.4, bounced back to a lower flow rate, and then dropped
again around day 3.5. Since the intercoolers were arranged in
a series, as shown in Fig. 1, the decreasing cooling water flow
rate apparently did not affect the function of the first
intercooler; contrarily, the performances of the second and
third intercoolers deteriorated due to the insufficient amount
of cooling water. Fig. 5(b) shows that the inlet temperatures
of the third and fourth compression stages were higher due to
the performance deterioration of the second and third
intercoolers; therefore, the outlet temperatures of the third
and fourth stages were higher, as shown in Fig. 5(c).
Meanwhile, the outlet temperatures of the second and third
intercoolers were higher, as shown in Fig. 5(d). The results
showed that the proposed approach was not only capable of
locating the faulty variables due to the sensor faults but was
also capable of isolating the variables affected by the process
fault.

V. CONCLUSION

In the presented work, an unsupervised fault isolation
method was developed based on Bayesian decision theory.
The decisions of the faulty variables for the previous faulty
data were incorporated into the decision making for the
current data when the fault was continuously occurring;
meanwhile, the current decisions would influence the fault
isolation results of the next faulty sample. In addition, the
smearing effect of both the traditional contributions and the
RBCs was also clarified in this study. It was proven that the
two types of contributions suffered the exact same smearing
effect when the corresponding confidence limits were
respectively implemented onto the contributions. Since the
confidence limits of the contributions were derived based on
normal operating data, it could not be guaranteed that a
variable was faulty when the corresponding contribution
exceeded its control limit. Therefore, the control limits of the
contributions could not be the only item relied upon when
applying the contribution analysis for isolating faulty
variables.
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