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Abstract— The problems of state estimation and feedback
stabilization of an unstable system including a communications
channel are quantified as escape or survival times, which yield
stochastic processes describing the time of first exit of the state
estimate error or of the state itself from a specific domain.
The system complications introduced by communications —
intermittency, channel noise, etc — are evaluated using a Markov
hitting time formulation. This is compared to and contrasted
with earlier analyses which considered: the behavior of Kalman
filters with intermittent data, the evaluation of the minimal
number of bits required for mean square stabilization, and the
Large Deviations analysis of probability theory. The main result
shows the the escape time is characterized by a Markov chain
which is amenable to explicit analysis in the linear gaussian
case.

I. INTRODUCTION

We study the problems of state estimation and output
feedback stabilization of an unstable linear time-invariant
system including a single communications link.

Tpq1 = Axy, + Buy + wy, (H
yr = Cxy, + Duy, + vg, 2)

Here, as usual, xy, ug, yr, Wk, vy are the system state,
input, output, process noise and measurement noise signals
of dimensions n, p, m, n, m respectively and [A, B, C, D]
are the system matrices of conformable dimensions. As in
[1], [2], the intermittency of the communication channel is
modeled by the random 0-1 {74} sequence.

Definition 1 (Escape time): Given a closed domain D C
R? and a stochastic process {&, : k = 1,...} on R? with
initial condition &g, the escape time is defined to be

_ Jargmin, & ¢ D,

) oo, if & € D k.
Sometimes the escape time is called the ‘first exit time’, or
‘hitting time’ We shall be concerned with the escape time
for the state process, xj, or the output process, yi, of (1-2)
when the control input is causally computed.

Clearly the escape time is a random variable provided the
infinite value has zero probability. We have the following
simple result, applicable in the linear gaussian case and
independent of the system matrices [A, B, C, D].

Lemma 1: 1If the noise process {wy} in (1) is ergodic and
possesses a density function of unbounded support in all
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directions then almost surely the escape time of xj is finite
if D has any part of its boundary, 0D, finite. The equivalent
statement holds for the pair {v} and yy.
The import of Lemma 1 is that it ensures that, in the linear
gaussian case or equivalent problems able to be transformed
to linear gaussian, using say Girsanov’s Theorem, the finite
escape of the state and/or output from any compact domain
is ensured. The analysis of these processes then needs
concentration on the description of the escape time rather
than any attempt to establish confinement to a compact set
or simply to characterize moment properties. This hearkens
back to the escape time or residence time analysis of, say,
[31, [4], [5], [6], [7]. These earlier treatments focus on stable
continuous-time systems with small stochastic perturbations
and use the Theory of Large Deviations to develop escape
time characterizations as the noise power tends to zero. Our
approach will maintain discrete time and deal with unstable
systems with non-infinitesimal perturbations. This will not
draw on Large Deviations Theory other than for comparison.
Our treatment of (1-2) endeavors to blend two distinct
trains of research. The first is associated with the behavior
of state estimators for such systems as treated in, say, [1],
[2], [8], [9] with or without control being applied. Since
the system is linear and if the applied control is known,
the controlled state behavior is derivable from the estimator.
The second class of problems, characterized by results such
as [10], [11], [12] concentrates on the stabilization aspects
of the feedback control. The distinction between the two
sets of problems in the literature rests with the description
of the communications channel. In the estimator problems,
the communication is taken to be intermittent — that is
the stochastic process {7x} operates in a persistent fashion
to cause arbitrarily long outages of communications — but
the communications is not limited in bitrate and full state
reconstruction occurs with any successful communication
packet. While in the stabilization problem, the emphasis is on
the quantizer and its associated bitrate limit and the channel
is assumed not intermittent, i.e. v, = 1 for all k, with a
deterministic maximal delay and possible additive channel
noise. We pose a different set of questions dealing with
escape time, which we regard as being more apropos for
these problems. These focus not on limiting behaviors or
mean-square stabilization but on characterizing the proba-
bility distribution function of the escape time of the system
state, output or state estimate error, since in general there is
no almost sure bound on either, as stated in Lemma 1.
Before launching into the analysis, it is pertinent to
examine some practical sources of estimation and control



problems associated with systems described by (1-2), since
the presence of a single communications link rules out
teleoperation-styled feedback control problems. Utility man-
agement of a geographically distributed system, such as a
power grid or radar network, where the sensors, but not the
actuators, are remotely placed and linked back to base by
communications networks, is the clearest application of state
estimation operating with communications limits. The study
of sensor fusion and its sibling area of sensor scheduling
[13], [14] has a long history in these arenas. Schweppe
[15] was a pioneer in the application of such methods
in power system state estimation using data of variable
reliability. More generally, the study of missing data has been
longstanding in statistics [16] and in array beamforming [17]
with studies of estimation in high noise going back to Wiener
[18], whose work was connected with the origins of radar.

Closing the loop on a system to achieve stabilization
using communicated data would appear to be a more re-
cent problem. Interestingly, Wong and Brockett study first
the state estimation problem [19] and then the feedback
stabilization problem [20] for systems with reliable but
bandlimited communications. This extends earlier results
due to Williamson [21][22] and Delchamps [23] on finite-
wordlength effects on estimation and control in deterministic
contexts. Sensor scheduling is also a feedback control or
decision problem with a solution achievable via dynamic
programming. In these earlier analyses of the estimation and
the control problems the covariance function of the state
estimate error or of the state itself is the target of the analysis.
Thus, mean-square stabilization is the objective in [12].

For communications problems with intermittency, the con-
ditional covariance, Ek-s-uk, of the state prediction error is a
random process adapted to the {v;} sequence. Recent works
have been concerned with the distributional and moment
properties of this {X; 5} process. Thus: [1] considers the
convergence of the expectation E[¥; 5] as k& — oo; [2]
quantifies the probability Pr (Ekﬂ‘k > G) for given matrix
G; [8] analyzes conditions for the weak (in distribution)
convergence of Ek+1|k.; and, [9] treats the tail distribution
properties of this covariance. (In this latter reference ‘tail’
refers to the distribution on the tail o-algebra as k — oo and
not the tail probabilities in the sense of X taking on
large values for any specific value of k.) The approach to be
taken in this paper, as hinted at in the preceding parenthetical
remark, will be to study the finite-time, sample-path behavior
of state estimate errors in the situation of intermittency.
Rather than to seek conditions under which asymptotic
distributional or moment properties are established, our aim
will be to study the escape time of the sample paths of the
state prediction error, Zjy1x, in the estimation case.

The paper is structured as follows. In Section II, we
formulate precisely the problem statement and clarify the
specific conditions that we assume to aid simplicity. Escape
times and survival times are defined and refined for the
estimation and stabilization problems for linear gaussian
system. Section III develops the Markov chain description
of escape time in a general context, which is our main
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result, and then goes on to make this explicit for linear
gaussian systems. Section IV applies the analytic results
from Section III to the specific cases of Kalman filter
survival and escape. Numerical examples are given to draw
the comparison with earlier results. The paper concludes in
Section V.

II. PROBLEM FORMULATION
A. Assumptions

We commence with the communications-linked control
system described by (1-2) and make the following assump-
tions.

Assumption 1: 1.1 A has at least one eigenvalue strictly
outside the unit circle, so the system is unstable, and
[A, B] is stabilizable.

[A,C] is observable and we define 7 to be the least
value for which [CT ATcT A(T—l)TC’T} is
full rank.

up = —KZp|—, with the closed-loop matrix, A — BK,
having all eigenvalues strictly inside the unit circle, so
that constant linear state prediction feedback is applied.
wy, and vy, are independent, white, zero-mean gaussian
processes with covariance matrices () and R, which we
take to be positive definite.

{7} is a random process taking values O or 1 to
describe the non-arrival or arrival of a data packet.
Process {vr},k = 1... may be taken Bernoulli, as in
[1], or Markov as in [8], in the analysis and simulations.

1.2

1.3
1.4

1.5

B. Kalman state estimation

The state estimate used in Assumption 1.3 is derived
from the Kalman filtering equations commencing from initial
values Z1)g and X9, with 27|y independent from {w;} and
{vi}. The Kalman filtering equations for an estimator with
intermittent observations described by {7} are as follows.
Note the 7, appears explicitly solely in the Kalman gain Ly.

measurement update
L =% [Spp-1CT (CEpp—rCT + R)7H],

-1 + Li(yr — Cgpp—1),
Ykik—1 — LeCp—1-

time update
i'k+1|k = Ai‘k‘k + Buk
T
Yrpp = ASpp A" +Q,
filtered error
Tk = Tk — Thiks
prediction error
Ttk = Tht1 — Thr1lks
Tppan = (A= ALLC)Tpp—1 + wi — ALyvg.
3)
The Kalman predictor error equation (3) will be central to
both the estimator and the output escape time formulations

below. We note that, when ~ 0 then L, = 0 and
(3) is unstable and driven by wy. We have the following



result using the Information Filter form of the Kalman filter
equations above [24], [25].

Lemma 2: For any initial prediction covariance 319 and
v = 1 for k = 1,...,r — 1, where r is defined in
Assumption 1.2, we have a finite non-negative definite A/
such that 3, ), < M.

C. Escape times and survival times

We consider the following two escape time problems.

Definition 2 (Estimator escape time T.): For given posi-
tive scalar bound G, we define the estimator escape time
to be the escape time for the random sequence Ty
starting from the initial condition Zyy ~ N(0,M) and
D = ([t < ).
The estimator escape time is a random variable depending
on the bound G, the initial covariance M and the realization.

Definition 3 (Survival time): For positive scalar bound G
and stochastic process {{} adapted to the sequence {~x},
we define the survival time for {{;} as the escape time from
the domain D = {||{x||, < G} from an initial condition
under the condition that {y, =0,k =1,2,...}.
That is, the survival time is the escape time when all
communication is unsuccessful from time 1 onwards. This is
a worst-case scenario but helps to elucidate the escape time
properties, because the analysis is simpler.

III. MARKOV CHAIN ANALYSIS
A. General Markov Chain model

Following Definition 1, given a closed domain D C R¢
and a stochastic process {& : k = 1,...} on RY, the
escape time of & from D is described by a Markov chain.
This is a general result concerning adapted processes and is
not limited to linear gaussian systems nor to hyperspherical
domains.

Theorem 1: For the stochastic process {&; : k =1,...}
the random variable

1, if D =1
Jp = , 1 {kE. and Ji_4 s )
0, otherwise,
is a Markov process and, denoting
_ [Pr(Jk=1)
L = [Pr(Jk = 0)} ’
is described by the Markov chain.
_ Qe 0
yy1 = L —a J g,
Pr(Jypr = 1,0, = 1 ‘ Jeo1 = 1)
ap = (&)

Pr(J, = 1 ‘ Jpo1 = 1)

The escape time of the stochastic process {&;} is the value
of k when J;, = 0 for the first time.
Proof: From the definition (4), J, satisfies the Markov

property.

Pr(Jk_H Jk,...Jl):Pr(Jk+1 Jk),

and so {J;} is described by a Markov chain. The transition
matrix of this chain is given by

Pr(Jk+1 = 1|Jk = 1) PI‘(Jk_H = 1|Jk = 0)
Pr(Jk+1 = 0|Jk = 1) PI"(Jk+1 = 0|Jk = 0)

The (1,2)-element of this matrix is zero, because there is no
possibility of moving from Ji, = 0 to Ji4; = 1. Denoting
the (1,1)-element as o, we have, using the Markov property
and Bayes theorem,

o =

Pr(Jpsr = 1 ’ Jp =1),

PI'(Jk_A,_l = 1‘Jk = 17']k’—1 = 1)7

Pr(Jjsr =1, J = 1 ’ Jpo1 = 1)

F’I’(J}€ =1 ’ Jk,1 = 1)
|

B. Markov analysis of escape times for linear gaussian
systems

Consider the following time-varying linear gaussian sys-
tem,

Y41 = Apdr + wi, Yo, (6)
Nk = Crr + g, (7

assuming independence between 1y ~ N(0,%y) and the
white sequence

il = (o) s )

As above, denote the domain to be exited as D. As developed
in Theorem 1, the escape time of gaussian process {7} is
governed by a Markov chain and the probability transition
matrix is determined by a sole value ay.

Using the linear gaussian property of the system (6-7),

{772:-1] ~N ([8} 72(77k+1777k)) » (8)

where the state and joint output covariances are:

(kg1 m8) =
[Ckﬂ\lfkﬂcgﬂ + Eri1 Cry1(Ap9eCT + S)

R e USR]

and U = Ag \IlkAf + Q. These expressions describe the
joint density of successive 7 and the covariance update.

Theorem 2: For the time-varying linear gaussian system
(6-7), the escape time of the 7, process is described by a
Markov chain with oy, parameter given by

0
S} <|:O:| 7Z(nk+lank)ap X D)
9(0, Ck\I/kCg + Ej, D) ’

ap = (10)
where the function O(y, >, S) is the integral of the multi-
variate gaussian density function N(u, ) over the domain
S. X(Mk+1,nx) is the joint covariance of 9gy1, 7k in (9).



We note that the multivariate normal integral in (10) is a
standard function in packages such as matlab (where it is
called mvncdf). Depending on the complexity of the domain
D, (10) can be simply computed. Thereom 2 will be applied
to the estimator and output escape problems shortly. The
important feature of Theorem 2 is that the conditioning on
Jr—1 = 1in (5) is captured by the gaussian property and the
covariance-related calculation of oy in (10).

C. Markov analysis of survival times for linear time-
invariant gaussian systems

Following Definition 3, survival time describes the escape
time in the case where the communication persistently fails
from time 1, i.e. 4 = 0,k = 1,2,.... As will be shown
shortly, the survival time analysis for both the estimator
escape and for the output escape with linear gaussian systems
is a time-invariant analysis, since the Kalman gain Lj = 0.
Accordingly, the study of survival time can be explicitly
conducted, which provides insight into the processes un-
derlying escape times, which usually require simulation for
evaluation. We derive our results for the more general output
escape problem and then specialize to the estimator escape
problem later by taking C' = I and state update (3).

Consider the time-invariant version of (6-7),

Yo, (1)

12)

Vi1 = Ay + wi,

Nk = Oty + €k,

with wy ~ N(0,9Q), e, ~ N(0,E), ¢p9 ~ N(0,¥() and

hence 19 ~ N (0, C¥oCT + E). The escape domain is D =

{lInkll, < Z}. The state and joint output covariances, W1
and H (ny41,nx) satisfy

Vg = AV AT +Q, (13)
C, cT+ F CAVY,CT
H(npt1,m) = Cli;klATCT C‘Ifkcéi + E] (9

and thus oy, is given by the corresponding version of (10)
with time-invariant A and C.

D. Properties of survival times for linear time-invariant
gaussian systems

Denote by &, the probability distribution function of the
survival time for the linear time-invariant system (11-12).
By Lemma 1 if D is bounded, ®,(¢t) — 1 as ¢t — oco. Also
from the covariance equations (13-14), it is apparent that, for
fixed A and C, ®, is a function of ¢, ¥y, ), F and Z. From
the covariance recursion (13) we further have the following
properties holding for all ¢t > 0.

6,0 QO F,Z) > ®,(t, V2 O E, Z),

t, Wy, QN B, Z) > ®,(t, Vo, 0% E, Z),
t, o, Q, B, 7) (t, o, Q, E% 2),
t, W, 0, E,Z1) (t, Vo, Q, E, Z%).

Ul > vl
ol >0
E!' > E?
zZt < 7?

— P,
D,
D,

P

=
=
=

—~ ~~ —~

>
> Py
> Py
However, the time-invariance of the covariance recursion for

survival time admits the following more informative result
concerned with the quantified extension of survival time.

102

Theorem 3: For the linear time-invariant gaussian system
(11-12), the distribution function of the survival time, P,
satisfies

T > AmE2A" A 0A" T 4+ AQAT + 0
15)
= O,(t,V},Q, B, Z) > O, (t+n, 92, Q,E, 7). (16)
Theorem 3 will be used when studying the effect of
quantization errors on the survival time. In general, while
the results of this section pertain exactly to the study of sur-
vival times, the implication is that the underlying principles
describing the nature of and dependencies of escape time
will remain. We shall make this implication via simulations

later in the paper.

IV. ESTIMATOR ESCAPE TIME ANALYSIS

A. Kalman predictor escape time with intermittent data

The estimator error dynamics are given by (3) and do not
depend on the feedback control sequence, u. The complete
behavior is given by the following.

Li = %[Skp-1CT (CSpp—1CT + R)7Y
Tppe = (A= ALC)Tpp—1 +wp — ALguvy
Sitie = (A—ALLO)Ey1 AT +Q

Adopting the Markov Chain method of Section III, we
compute Pr(H‘%k—jHIk—ng < G,j = 0...k) from the
initial condition &9 ~ N (0, M), where M is the starting
covariance, which might be taken to be that in Lemma 2 or
some other suitable value. The starting probability vector is
given by

The joint covariance of Ty 1) and Ty ;_; is given by

|

_ - A
ST hg1 (ks Tp—1) =
Yrsilk
Spik—1(A — AL, C)T
This yields the following Markov chain parameter.
Pr(||Zps1ik ||, < G ||Ekpp-1]], < G)
Pr([| k1], < G)

0 N N
© ({ 0 } 2T g1k Thojg—1), D X D))
®(O7Zk|k—1up)

where domain D = {Z : ||Z|2 < G} and O(p, X, F) is
the multivariate normal distribution function for an N (u, X))
process on the set F.

(A~ ALLC)Shy
Yklk—1

ag

?

,(17)

B. Example 1: Estimator survival time

Because (17) provides and explicit formula for oy, using
the matlab function mvncdf, we study first the survival
time of the estimator. This example, while simple, permits
revealing comparisons between the escape/survival time anal-
ysis and the moment-based methods of [1], [2]. We take the
following conditions:



— a scalar state example with the following parameters: A =
1.5,B=1,C=1,D=0,Q =0.005,R = 0.001,G =
10.

— the initial condition of the estimator, Z;)9 ~ N (0, M),
where M is the maximal value of the state-estimate co-
variance from Lemma 2. M = ARAT + Q = 0.00725.
This corresponds to the largest possible covariance
immediately after receiving a data sample from, say,
having vo = 1.

— in line with Definition 3 for survival time, we take {7y; =
0:k=1,2,...}.

Using Theorems 1 and 2 with (13-14) yielding the covariance

updates, the explicit probability density function for the

estimator survival time is computed and plotted in Figure 1.

The calculation of the density function of 7, was verified,

Probability density function of ¢,

hhﬁ’wz@ﬁ o

20 35

time k.

Fig. 1.
Example 1

Probability density function of estimator survival time for

needlessly, by simulation. Figure 2 displays three sample
Tp41k trajectories of differing survival times: 8, 12, and
19, from a Monte Carlo simulation with initial covariance
Y110 = 0.00725. We have selected three trajectories which
escaped with positive state-estimate error values. From the

o]

Escape time:19
Escape time:12
Escape time:8

state estimate error

O+

time

Fig. 2. Three different estimator survival time trajectory samples for
Example 1 with initial error covariance M = 0.00725.

problem description, the state-estimate error satisfies,

k—1

i = AFg 0+ ) AFiw,

Trt+1lk = A T1)0 wy,
Jj=0
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which displays the relative importance of the random terms.
Since wy, ~ N(0,0.005), once the state exceeds roughly 0.2
(three o) in magnitude it becomes most unlikely that wy
will arise to bring the error back to a small magnitude. Once
the three trajectories exceed this value, we see that they all
escape with roughly similar behavior, i.e. at a rate of 1.5%.
The difference between the trajectories lies in their residence
time in the neighborhood |Z| < 0.2. Here the disturbance
process is as likely to drag the error back towards small
magnitudes as it is to increase the magnitude, resulting in
some trajectories remaining close to zero for an extended
time. This is captured by the Markov analysis.

C. Markov versus covariance comparison

Comparing the Markov results to the covariance calcula-
tions of [1], [2], we see that, in both survival time (y
0,k =1,2,...) analyses, the covariance is given by

k—1
Shetp = AFSy0A + 3 47QAT
§=0

The covariance X, 1|, may be used to compute directly the
probabilities Pr(||Z41xll2 < G) and Pr(||Zpqqkll2 > G)
using the normal cumulative distribution function. Whence,
the escape probability may be calculated via

k

Pr(||Zpr1nll, > G) x [[Pr(l|Err1—jm—sll, < G)- (18)
j=1

Figure 3 shows the survival time probability density
function computed using this method based on covariances
versus the exact calculation using the Markov approach. This
is done with the same parameters as Example 1 save for
A = 1.01 to amplify the distinction. This figure illustrates
that the analysis based on covariance alone, which presumes
independence of the errors, is significantly more pessimistic
than that using the Markov model. This is tied to the
covariance being dominated by errors which escape early
and to the independence assumed for successive times.

0.04

Markov Chain
— Covariance

0.035

0.025

density function of ¢,

. . .
400 600 800 1000
time k

1200

Fig. 3. Comparison between probability density function calculations using
the Markov method and using (18) based on covariances alone; Example 1
with A=1.01



D. Escape time of Sinopoli’s example

In [1] and subsequent papers, Sinopoli et al. define a
critical value of the probability, P,, of packet arrival above
which the expected covariance matrix, E[¥; %], is finite
for all k. For the example:

1.25 0 20 0
A_[l 11:|7Q_|:0 20:|,
- 67.36 —.052
M= [.052 22.73} ,C=[1 1], R=25, G=100,

P, > 0.15 suffices for finiteness of 3,y in the linear,
time-invariant estimator case. Figure 4 displays the proba-
bility distribution functions of survival time and of escape
time for the case where P, is chosen as 0.2, and therefore
yields a finite covariance. This example indicates that, despite

——— escape time with P =02
survival time

120 4

distribution funciton of escape time and survival time

L L L L L L L L L
40 50 60
time.

Fig. 4. Probability distribution function of survival time (red, leftmost)
and escape time (blue, rightmost) for bound G = 100 for Sinopoli’s state
estimator example with P, = 0.2, above the critical lower value for finite
covariance.

the finiteness of ;. the state estimate error exceeds
the bound 100. Indeed, according to Lemma 1, eventually
it exceeds any given bound in this gaussian case.

V. COMMENTS AND CONCLUSIONS

We have presented an approach to the study of state
estimation with intermittent measurements. This is based on
escape time analysis and computation, which is compared to
earlier works in estimation and stabilization with differing
descriptions of the properties — finite expected covariance
and mean-square stabilization — and of the communication
system — intermittent but exact and quantized but certain.
The central result is that the escape time can be described
by a Markov chain, which in the linear gaussian case is easily
computed. This yields much less conservative evaluation of
behavior than covariance calculations. In the full version of
this paper [26], these issues will be used to examine the
bitrate assignment questions associated with retransmission
schemes for dropped data.
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