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Abstract— In this paper, we develop and analyze a distributed
privacy-preserving average consensus algorithm that enables
all of the components of a distributed system, each with some
initial value, to asymptotically reach average consensus on their
initial values, without having to reveal the specific value they
contribute to the average calculation. We consider a set of
components (nodes) that interact via directional communication
links (edges) that form a generally directed communication
topology (digraph). The proposed protocol can be followed by
each node that does not want to reveal its initial value and,
under certain conditions on the communication topology that
we characterize precisely, all nodes can calculate the average
of their initial values while maintaining privacy (i.e., the initial
values contributed to the average by the nodes that follow the
protocol are not exposed to malicious nodes). We assume that
malicious nodes try to identify the initial values of other nodes
but do not interfere in the computation in any other way;
malicious nodes are assumed to know the predefined linear
strategy and topology of the network (but not the actual values
used by the nodes that want to preserve their privacy).

I. INTRODUCTION

In distributed systems and networks, it is often necessary
for all or some of the nodes to calculate a function of certain
parameters that we refer to as initial values. When all nodes
calculate the average of their initial values, they are said
to reach average consensus. Average consensus (and more
generally consensus) has received a lot of attention from the
control community due to its usage in various emerging ap-
plications, including wireless smart meters (where all nodes
have to agree on the average power demand or consumption
of the network [1]), and multi-agent systems (where all
agents communicate with each other in order to coordinate
their direction or speed [2]). Over the last few decades,
a variety of algorithms for calculating different functions
of these initial values have been proposed by the control,
communication, and computer science communities [3], [4],
[51, [6].

One approach to consensus is based on a linear iterative
strategy, where each node in the network repeatedly updates
its value to be a weighted sum of its own previous value
and the values of their neighbors. The weights of the linear
iteration are chosen so that all the nodes in the network
can asymptotically reach agrement to the same value. In
particular, previous work has shown that, if the network
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topology satisfies certain conditions, the weights for the
linear iteration can be chosen such that all of the nodes in
the network converge (asymptotically) to the same function
of the initial values (such as the average) [7]. The methods
described above typically do not consider privacy issues
while the network is reaching consensus.

This paper addresses the topic of privacy-preserving
asymptotic average consensus which has received limited
attention thus far in the literature. Specifically, an anonymiza-
tion transform using random offsets on the initial values was
proposed for a cooperative! wireless network in [8]. In this
approach, each node that would like to protect its privacy (i.e,
it does not want to reveal its initial value) adds a random
offset value to its initial value, ensuring in this way that
its true initial value will not be exposed through the values
exchanged in the network. In doing so, however, this node
can potentially alter the outcome of the average calculation.
The method described in [8] relies on the fact that the random
offsets chosen by each node following the protocol are i.i.d.
random variables with zero mean; thus, if an infinite number
of nodes add a random offset, their net effect will be zero
and the average calculation will not be affected. In real-sized
networks, however, this method typically fails to converge to
the true average and introduces a random offset with mean
zero and some finite variance.

The distributed algorithm we develop and analyze in this
paper enables all of the nodes to calculate the exact average
of their initial values, without loss of privacy and despite
the presence of possibly multiple malicious nodes. Malicious
nodes are assumed to have full knowledge of the protocol and
are allowed to collaborate arbitrarily among themselves, but
do not interfere in the computation of the average value of the
network in any other way (this is why we also refer to them
as “malicious-curious” nodes in the abstract). Our approach
does not depend on any cryptographic algorithm, but operates
by allowing the nodes to introduce pseudo-random offsets
(unknown to the malicious nodes). Specifically, the proposed
protocol is a variation of the standard protocol [7] that is used
in the absence of privacy requirements; and that allows the
nodes to asymptotically obtain the average of their initial
values by following a linear iteration with weights that form
a doubly stochastic matrix. The main change is that, at each
time-step, each node following the protocol adds an arbitrary
offset value to the result of its iteration, in an effort to
avoid revealing its own initial value as well as the initial
values of other nodes. What is important is for the nodes

'In a cooperative network, all the nodes follow the predefined strategy,
without deviating in any way [8].



to ensure that the total (accumulated sum of) offsets that it
adds cancel themselves out in the end. We establish that,
under certain conditions on the communication topology,
this protocol allows the nodes to calculate the average of
their initial values in a privacy-preserving manner, despite
the presence of malicious agents. For example, the paper
establishes that even when a node following the protocol is
directly connected to the malicious nodes, but has at least one
neighbor that is not directly connected to malicious nodes
and whose path(s) to the malicious nodes is (are) through at
least one node following the protocol, then privacy is ensured
for both nodes (the one following the protocol and this
neighbor of it), in the sense that their individual initial values
are not revealed to the malicious nodes.> We also show that,
even if there is (are) path(s) to malicious nodes that are not
through nodes following the protocol, the nodes following
the protocol will still remain protected (i.e., their initial
values will not be exposed to the malicious nodes) at least
under certain conditions on the communication topology.

The remainder of the paper is organized as follows. In
Section II, we provide some important background on graph
theory and describe the linear iterative strategy in the given
distributed system, and in Section III we describe the prob-
lem setup. We introduce our proposed privacy-preserving
average consensus strategy, and the main results of the paper
in Section IV. In Section V we present an example, and finish
the paper with conclusions and directions for future work in
Section VI.

II. BACKGROUND
A. Distributed System Model

In a distributed system we can model the network topology
as a directed graph (digraph) G={X,E} where X={1,2,...,N}
is the set of components in the system and £ C X x X is the
set of directed edges. In particular, edge (i, j) € E if node j
can send information to node i. The nodes that can transmit
information to node i are said to be the in-neighbors of node
i and are represented by the set .4, = {j| (i,j) € E}; the
number of in-neighbors of node i is called the in-degree of
node i and is denoted as Z; =|.#;"|. Similarly the set of
nodes that receive information from node i are called its
out-neighbors and are denoted by 4, = {I| (l,i) € E}; the
number of out-neighbors of node i is called the out-degree
of node i and is denoted by Z;"=|.4*|.

Our model deals with networks where information is
transmitted via a broadcast model, i.e., each node sends
to all of its out-neighbors the same value (this is done
for notational simplicity but the protocol can be modified
to handle the case when nodes transmit different values
to different out-neighbors). Note that each node receives
different values from its in-neighbors. We assume that during
the information exchange process all the information is
transmitted/received successfully to all of the recipients in

Note that, it might still be possible for the malicious nodes to determine
the sum of the initial values of nodes that follow the privacy-preserving
protocol (but not their individual values).
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the network [3]. Moreover, the nodes must have sufficient
memory and computational capability in order to store and
perform simple mathematical computations (namely, addi-
tions and multiplications) while the iteration is executing.
During the transmission/reception process, the nodes in the
network receive a value from each of their in-neighbors, and
transmit their value to their out-neighbors.

B. Average Consensus via Linear Iterative Strategy

In average consensus problems the objective is the cal-
culation of the average of the initial values of the nodes in
the network. Assume that each node i in the network has
some initial value x;[0] and, at each time-step k, each node
updates its value as a weighted sum of its own value and
the values of its in-neighbors (e.g., following the method in
[7]). Specifically, at each time-step k, each node updates its
value as

xilk+ 1] = wixi[k] + Y wijx;[k],
JEN;

(D

where w;; are a set of (fixed) weights. The values for all the
nodes at time-step k can be aggregated into the value vector
x[k] = [x1[k] x2[k] ... xn [k}]T and the update strategy for the
entire network can be written compactly as

w11 w12 WIN
w21 W22 WaN
x[k+ 1] = x[k]>
WN1  WN2 WNN
w

for k € N, where w;; =0 if x; & 4]~ U{i}.
Definition  (Asymptotic ~ Consensus):  The  sys-
tem is said to reach asymptotic consensus if

limgeoxilk] = f(x1[0],x2[0],...,xx[0]) for each i, where
f(xl [O},Xz[()], mva[OD eR.

When f{x;[0],x2[0],...,xx[0]) [0] for some column
vector ¢ (where ¢! is the transpose of c), the following
result by Xiao and Boyd from [9] characterizes the conditions
under which iteration (1) achieves asymptotic consensus.

Theorem 1 ([9]): The iteration given by (1) reaches
asymptotic consensus on the linear functional ¢’ x[0] (under
the technical condition that ¢ is normalized so that ¢’ 1 =1)
if and only if the weight matrix W satisfies the conditions
below:

1) All the eigenvalues of W have magnitude strictly less

than 1.
2) W has a simple eigenvalue at 1, with left eigenvector
¢ and right eigenvector 1=[1 1...1]7.
In particular, if CT=%[1 1...1], then average consensus is
reached. Also note that if w;; are restricted to be nonnegative,
then the above conditions are equivalent to W being a doubly
stochastic matrix.

= CTX

C. Previous Work on Privacy-Preserving Average Consensus

Privacy-preserving average consensus in the presence of
malicious agents in the network has received limited attention



thus far. As mentioned earlier, the authors of [8] proposed
a transformation method using random offset values in a
cooperative wireless network. Specifically, each node i that
wishes to protect its privacy adds a random offset value u;
to its initial value x;. This ensures that its value will not be
revealed to malicious (curious) nodes that might be observing
the exchange of values in the network. The idea is based
upon the observation that, when an infinite number of nodes
employ the protocol, their offsets will have a zero net effect
on the average, allowing the nodes to converge to the true
average value of the network. Specifically, each node i sets
xi[0]=x;/= x;j+u; where u;, i =1,2,...,N, are i.i.d. random
variables with zero mean. Then, following the protocol for
asymptotic average consensus, the nodes converge to,

L JVIREE LS
Ni=1 l Ni:l l Ni=1 )
——

X

2

U

where X is the desirable average of the original initial values
and U is a random variable that captures the net effect of
the offsets. Clearly, E[U;] = 0 (since the u; are zero mean)
and var[U;] = %var(U,‘) (since the u; are i.i.d.).
For N — « we have var(U)— 0 which means that
1 N
lim —

N—eo N =

x—hm[ Zyﬁ- Zm}:x+ozx.($

For a large number of nodes (N — oo), this method can
give results very close to the true average of the network;
however, as the number of nodes decreases, the accuracy
of this method also decreases, due to the fact that the offset
values added to the protected nodes will add a random offset
(with mean zero, and some finite variance) to the true average
value of the network.

III. PROBLEM SETUP

Consider a set of components (nodes) that interact via
directional links (edges) in a way that forms a directed
communication topology (digraph). All nodes follow the
predefined strategy for reaching agreement to the average
of their initial values but some nodes are malicious and try
to identify the initial values of all or some of the nodes in
the network. There exists a set of nodes that would like to
preserve their privacy by not revealing to other nodes their
initial values. We allow some nodes not to follow the privacy
preserving protocol in order to investigate the worst-case
scenario that this protocol can handle. We also assume that
the malicious nodes have full knowledge of the proposed
protocol and are allowed to collaborate arbitrarily among
themselves (exchanging information as necessary), but do
not interfere in the computation of the average value in any
other way. Malicious nodes also know

i) The topology of the network and nodes that are trying
to preserve their privacy.

ii) The observability matrix &; ;4 (defined later) for any L
and any node i (this would be the case, for example, if
the weight matrix W is known to the malicious nodes).
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IV. PROPOSED STRATEGY AND MAIN RESULTS
A. Privacy-Preserving Protocol

The objective of the system is to calculate the average of
the initial values of the nodes in the network, and at the
same time preserve the privacy of the nodes following the
protocol. The scheme that we study in this work makes use of
linear iterations as in (1) were the weights w;; form a doubly
stochastic matrix W = [w;;] (thus, the nodes asymptotically
reach consensus to the average of their initial values). The
main difference is that node i following the protocol sets its
initial value x}[0] = x;[0] +u; (where x;[0] = x; and u; is some
random offset), and subsequently updates its value as

+ Z w,jx

JEN;

xilk + 1] = wii [k x |+ ulk], k=0,1,..., (4)

)

where u;[k] is a pseudo-random value chosen by node i at
time-step k. The constraint is that u;[k] = 0 for k > L; (for
some L; known only to node x;) and
Li—1

Z u;[k] — u;.
k=0

L] 5)
At time-step L;, node x; effectively cancels-out the pseudo-
random values it has added during the information exchange
in the network up to that point.

Protocol Description: Nodes following the protocol run
the linear iteration in (4) in order to reach asymptotic average
consensus. Specifically, node i follows (4) with x/[0] = x;[0] +
u; and

i) Chooses a pseudo random offset u;[k], k=0,1,...,L;—1

for some randomly chosen integer L;.
ii) Sets
Li—1
Z u; [k] —
k=0
iii) Sets u;[k] =0 for k> L;+1.
Note that L; is a random integer number of steps known
only to node i. The remaining nodes follow the iteration in
(4) with zero offsets. Specifically, a node not following the
protocol sets u; = 0 and u;[k] =0 for k=1,2,..., which is the
standard protocol for reaching average consensus. Note that
the weight matrix W is assumed primitive doubly stochastic.
There are many ways to choose such weights, even in a
distributed manner [10]-[12].

Lemma 1: Following the iteration in (4) and in com-
bination with the constraint in (5) the network will reach
asymptotic average consensus, as long as the weight matrix
W is primitive doubly stochastic.

Proof: It is not hard to see that, if we let Ly, = max;{L;},
then

uilLi] = — (6)

Uj.

1] = in[()];

i=1

N
Z X[ Lmax +
i=1

then, using

xf[k—i— —W”X ; k:Lmax+17Lmax+2a'~'v

+ Z w,]x

JEN;



we obtain the average value of the network:

lim x;
k—>oo

2 2
k==Y X[Lpax+1]==Y x[0].
NET NS
B. Modeling Values Seen by Malicious Nodes
Let P = {i1,i2,...,i,} denote the set of nodes following

the protocol during a run of the linear iteration. The linear
iteration in (4) can be expressed as

iy [K]
, , iy [K]
X k+1] =Wx'[k] + e,y iy - €iyp] .,
— .
Br i, [K]
up k]

where ¢,y = [0 0 ... 1 ... 0]” is an N-dimensional column
vector with a single nonzero entry of value 1 at location i.

From the perspective of node i, the values seen (by node
i) at each time step of the linear iteration can be expressed
as

yilk] = Cix'[K], )

where C; is an (Z; +1)xN matrix with a single 1 in each
row denoting the positions of the state vector x'[k] that are
available to node i (these positions correspond to the nodes
that are in-neighbors of node i as well as node i itself).
The vector y;[k] denotes the set of values seen by node i
during time-step k of the linear iteration [13], [14], [15].
Without loss of generality we will assume that there is a
single malicious node since we can always choose C; so as to
include all the values seen by malicious nodes (which would
essentially allow malicious nodes to collaborate arbitrarily
among themselves).

We also make the worst-case assumption that malicious
nodes know the topology and the predefined strategy of the
network, hence the set P and matrix B (as well as matrix
w).

The set of values seen by node i during the first L+ 2

time-steps of the linear iteration is given by [15]
yil0:L+1]= ﬁ’hLHx’[O]—kaLHup[O:L], (8)

where y;[0: L+1] = [y7[0] y/[1] ... yT[L+1]]7 and u,[0:

L] = [u}[0] u;[1] ... uf[L]]". The matrices M/, | and O;1 1,
can be expressed recursively as
_ Ci P 0 0
Oiga1 = [ Oir } Mz = [ OBy M[|’

where ;9 = C; and Ml” o is the empty matrix [15]. These
matrices describe the ability of the malicious node i to
identify the initial values x'[0] of the nodes as well as the
inputs u,, injected by the nodes following the protocol. Note
that we make the worst-case assumption that the malicious
node i knows exactly which nodes follow the protocol and
the weights used in iteration (4).
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Fig. 1. Example of the key connectivity requirement for privacy preserving
average consensus: the black node is the malicious set of nodes Vi, the grey
nodes are the nodes following the protocol V;, and the white nodes are the
nodes following the predefined strategy for reaching average consensus (V3
and Vj).

C. Main Result

The main contribution of this paper is the establishment
of topological conditions that ensure privacy for the nodes
following the proposed protocol despite the presence of
malicious agents in the network.

Theorem 2: Consider a fixed network with N nodes
described by a digraph G = {X,E}. Consider the iteration
in (4) with weights that form a primitive doubly stochastic
weight matrix W. Assume that a set of nodes P follow the
predefined privacy-preserving strategy in (4) with random
offsets chosen as in (6). Malicious node i will not be able to
identify the initial value of x;[0] € P, as long as j has at least
one other node k connected to it for which all paths from k
to the malicious node i are through a node j’ following the
protocol (i.e., j' € P).

Specifically, if the condition in Theorem 2 is satisfied,
the network will reach average consensus (this follows from
Lemma 1) and the privacy of the initial values of the nodes
following the protocol will be preserved during the linear
iteration process.

Proof of Theorem 2: Let X [k|, Xa[k|, X3[k], Xa[k] denote
the vectors of values of nodes in sets V| (Malicious), V,
(Protocol), V3 and V; (following the predefined linear strategy
for reaching average consensus). Note that sets Vi, V;, V3, Vy
are mutually exclusive and their union comprises X, i.e.,V;N
Vi =¢ for i# jand ViUV, UV3UVy =X. Using the simple
network in Figure 1, we show that set V| (malicious node) is
unable to identify the initial values of sets V, and V3 in the
network when nodes in set V, follow the proposed protocol.
To see this, we write the weight matrix as

Wir Wiz 0 Wi
W= Wor W Wa Wy
War W 0 Wy

where W;;, i, j € {1,2,3,4} are block matrices of appropriate
sizes (note that according to the conditions in Theorem 1, we
have W3 = Wy3 =0, and the matrix W is doubly stochastic).



The matrix C; in (8) is given as

I 0 0 O Ci
Ci=|10 1 0 0 ]|= C172 s
0 0 0 I Cia

where C1’1=[I 00 0], C1’2 = [0 10 O] and C1,4 = [0 00 []
(and I are identity matrices of appropriate dimensions). From
the definition of matrix B, = [eil’N €iyy - el-p,N], we can write
By, =[010 0]" where matrix / is of dimension |P| x |P|.
Using the recursive definition of &;;41, and the fact that

0
0 .
C, ] =0, we obtain
0
0 0 0
ol [ ol [ o 0
01111 I | |: O W ] I | [ 011 ]W 1
0 0 0
0
=1 o, (Bp2Wa3 + B3 Ws3)
where B,3=1[00 1 0]”.

The values seen by the malicious set of nodes V; over
L+2 time steps are given by yi[0: L+ 1] = 0 111x'[0] +
Mﬁ 11tpl0 @ L]. Specifically, this expression can then be
written as (see Lemma 2 of [11])

X [0]
X0
yi[0:L+1) =01 141 % ] +
Xa4[0]
W23 uz[O]
5 W3 W33 ur[1]
Mi : X3[0] + :
W23W3% Mz[L}
—_———
ez[OZL]
(%]
If we let
X1[0]
X0
Ot=y1[0:L+l]—ﬁ1_,L+1 20[ ] 9)
X4[0]

(note that ¢ is known to set V| (malicious) nodes), then we
can write

From the above, it can be seen that even if the malicious
nodes in set V; know (or can determine) X4[0], which is the
assumption we make when we assume that ¢ is known to the
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Fig. 2. The black node is the malicious node, the grey nodes are the nodes
following the proposed protocol, and the white nodes are the nodes that do
not follow the protocol.

malicious nodes, they will not be able to identify the initial
values of sets V, and V3 due to the unknowns X3[0] and e,[0:
L]. The reason is that multiple pairs ¢;[0: L] and X3[0] result
in the same o;. From (9), it can be seen that the pseudo-
random values (protocol) of set V, successfully protect set
V3 from revealing its true initial values to malicious nodes,
as long as the key connectivity of Theorem 2 is satisfied.
At the same time, this protects nodes in V, since multiple
e2[0: L] are possible, even though the malicious nodes know
X5[0], they cannot determine X»[0] = X}[0] — XX_ e [K].

V. EXAMPLE

Note that, even when the condition of Theorem 2 is not
satisfied it might be possible for the nodes following the
protocol to remain protected (in the sense that their initial
values will not be revealed to the malicious nodes). Figure 2
shows a communication topology that violates the condition
of Theorem 2 for both nodes 2 and 5 that are assumed to
follow the protocol but enables them to maintain privacy.
We argue that malicious node 1 is unable to identify the
initial values of the other nodes in the network of Fig. 2
when node 2 and node 5 are following the privacy-preserving
protocol.

The weight matrix can be written as

wir wip wiz 0O 0
war wp 0 wy O

W=1| wst 0 ws wi wss
0 wa wiz wae O

0 0 w53 0 w55

for some nonnegative weights that form a primitive doubly
stochastic matrix. The matrix C; in (8) is given by

1 0 00 O Ci1
GG=[01000|=]|Ca|,
00100 Ci3
whereCLl:[lOOOO] C12—[01000] andC13—[OO

100].



Using the recursive definition of &;;; we obtain

0 0 0
0 0 0

Ci 0
% 0| = 0| = wil o0
b 1 { ﬁl«LW ] 1 [ ﬁLL ] 1
1 1 1

The values seen by the malicious node 1 over L+ 2 time
steps are given by

x/l [0] W34
X [O] 5 W34W44
[0 L+1]=01 41 | x3[0] | +M{ 4y x4[0]
0 .
0 W34W£4
(241
[ wu ] [ uz[0] ]
5 W24Was4 up[1]
+Mi x4[0] + :
[ waawly | | w[L] ]
[2%]
i w3s 1 [ us [0] 1
3 W3swss | us[1]
+Mi Ly x50/ 4+ .
L W35W15‘5 i L us [L] |
Qas
If we let
x1[0]
(0]
a=y1[02L+1]—ﬁ17L+1 X3[0] (11D
0
0

(note that o is known to the malicious node), then we have

o0=01+0+03. (12)

Consider two different scenarios:

i) X4[O] = Cz, X/S[O] = C4 and uy = O, us = 0.

ii) X4[O] = Cl, xg- [O] = C3 and uz[k} = [W24W§4} (Cg —Cl),

us[k] = [waswss](Ca — C3) + [waawiy](C2 = C).

In particular, in the second scenario, nodes x, and Xxj
are following the protocol and apply the error sequence
uz[k] = [waawh,](Co — C1) and us[k] = [wisws](Cs — C3) +
[w3awk,](C2 — C1), k € N. Tt is not hard to verify that, the
values yi [k], k € N, seen by the malicious node x;, are exactly
the same for each of the two above scenarios. This makes
it impossible for node x; to obtain the initial values of the
nodes following the protocol, hence, the nodes preserve their
privacy.

VI. CONCLUSIONS AND FUTURE WORK

In this paper, we considered the problem of privacy-
preserving asymptotic average consensus in the presence of

malicious agents. We showed that privacy can be guaranteed
when the proposed protocol is used in networks whose
topology satisfies certain conditions. In particular, we showed
that the malicious nodes are not able to identify the initial
values of the nodes following the protocol, as long as the
nodes following the protocol have a neighbor that is not
directly connected to any of the malicious nodes and all
independent paths (if any) to a malicious node are through
a node following the protocol. Specifically, if this condition
is satisfied, the network will reach average consensus and
the initial values of the nodes following the protocol will
not be revealed. This topology condition is sufficient but not
necessary.

Dealing with malicious nodes that may not simply be
curious but also aim to interfere with the computation of
the average value of the network is to be investigated in our
future work.
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