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Error Detection within a Specific Time Horizon
and Application to Air Traffic Management

M.D. Di Benedetto, S. Di Gennaro, and A. D’Innocenzo

Abstract— We propose a novel concept of observability
for hybrid systems, critical observability, for estimating and
mitigating the probability of errors in Air Traffic Management.
Critical observability refers to states that are characterized
by the existence of an evolution that may yield catastrophic
situations. Detecting these states is an important element of a
safety critical environment and we design a critical observer
that we apply to the runway crossing problem. We also present
an extension of this theory to a class of stochastic hybrid
systems and apply it to a clearance changing the flight plan.

I. INTRODUCTION

In an Air Traffic Management (ATM) closed—loop sys-
tem with mixed computer—controlled and human—controlled
subsystems, recovery from non—-nominal situations implies
the existence of an outer control loop that has to identify
these situations and act accordingly to prevent them to
evolve into accidents. Estimation methods and observer
design techniques are essential in this regard for the design
of a control strategy for error propagation avoidance and/or
eIror recovery.

The observer construction method proposed in [1] is
based on the notion of K—current—state observability. A
hybrid system is K —current—state observable if any discrete
location of the hybrid system can be identified by the use of
the discrete outputs, after a finite number K > 0 of discrete
transitions. However, in some applications, it is necessary to
immediately identify those discrete locations — that we may
call critical — which correspond to dangerous situations.
Therefore, a different notion of observability has to be
introduced, critical observability, which extends the K-
current—state observability definition. Critical observability
refers to a subset of states of the hybrid system, the critical
ones, and we design an observer based on this definition
to verify the observability of critical states and to fulfill
the objective of fault and error detection in prescribed time
horizon. In fact, time delay in fault or error detection and
identification is critical and no results are available in the
literature on this particular problem for hybrid systems.

A notion similar to critical observability was presented
in [12], where a definition of immediate observability is
introduced. Immediate observability is required for all the
states of the system, while here we are looking for milder
conditions regarding the observability of only the discrete
states marked as “critical”. In addition, more than on
the analysis of a given system, we are interested in the
extra information needed to make the property of critical
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observability hold, namely on conditions that can be used
to synthesize an observer.

This new notion of observability applies well in the case
of the runway crossing example because the hybrid system
model ends up being critically observable. However, in
general, this is not necessarily the case. To overcome this
difficulty, we propose an extension of the analysis carried
out in a deterministic setting to a stochastic framework.
In particular, we introduce a class of stochastic hybrid
systems to model and test observability of the Situation
Awareness (SA) error evolution in ATM [8], [16]. An
observer is proposed for estimating the probability of a
critical state to be active. The obtained results are related to
the observability of deterministic hybrid systems, and are
applied to a clearance changing the flight plan.

This paper is organized as follows. In Section II, we
formulate the problem and we review results on observ-
ability for hybrid systems. In Section III, we introduce the
notion of critical observer and we offer conditions under
which critical observers can be designed. If those conditions
are not satisfied, we propose to use a stochastic analysis
for the estimation of the probability of a critical state to
be active. We define a class of stochastic hybrid systems,
namely a Markov Chain with continuous time dynamics
associated with each node. We propose a design method
for an estimator of the discrete state of the stochastic hybrid
system conditioned to the measured output. In Section IV,
we apply these results to two case studies: the runway
crossing problem and the clearance changing the flight plan.
In the latter, we obtain a probability distribution of the SA
error evolution. In Section V, we offer some concluding
remarks.

II. BASIC DEFINITIONS AND PROBLEM SETTING

Consider a hybrid system H with N locations ¢, - - -
The continuous dynamics are given by

ygN -

T = A;r + Bu, y = Cix, i=1,---,N (1)
A, € R B, e R™™, C;, € RP*", x € X C R"”
the continuous state, y € Y C RP the continuous output,
and u € U C R™ the continuous input. The discrete event
dynamics (nondeterministic generator of formal language

[15]) are
q(k+1) € 6(q(k), o (k))

Pk +1) =n(q(k), o(k), q(k +1)) 2

o(k) € ¢(q(k))
k=012 qk) € Q@ = {q1, ',QN} the discrete
location, (k) € ¥ = {€,41,---,1,} the output symbol,
with € the null event, o(k) € ¥ = {0y, --,04} the k"
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input symbol, which takes place at time ¢;, and forces the
discrete evolution. Moreover,

5:Q x X — 29, ¢:Q — 2%, QXX XQ—W

are the transition, the input, and the output functions. The
initial state is a state ¢q¢ € Qg C (. The function ¢
specifies the possible input events o. The functions §, n
can be extended in the usual way to accept sequences
0001 -+ Op_10} as follows

6(q, 00 O—10%) = U5(q/,dk)
q/

7]((1700 to O—k—lo—kvq//) = 77((17 go - Uk—laq/)n(q/70k7q//)

for ¢ € 6(q,00--0k—1)! and §(¢,0k)!, (¢, 0k, q")!
(“!” means that the function is defined). When an input
event o occurs corresponding to a null output e, it is not
possible to know from 7 the occurrence of a transition in H.

The interactions between continuous and discrete dynam-
ics can be modelled by guard and reset functions (see [10]
for details). To define correctly the evolution of a hybrid
system H, one introduces a hybrid time basis 7 = {I;} € 7
of 'H as a finite or infinite sequence of intervals I, = [ty t}]
such that [10]

1) I} is closed if 7 is infinite; [ might be right—open if

it is the last interval of a finite sequence T;

2) ty <t} forall kand t}_, <t for k> 0.

The length of the hybrid time basis is |7|. An execution
x of H is a collection y = (7,q,z), with z, g satisfying
the dynamics (1), (2) and their interactions (guard and reset
functions).

Given a hybrid system H and a time basis 7, we suppose
that for each state ¢ € @, there exists a minimum dwell
time A,,(¢) (namely the minimum time of permanence in
a given state g of H) such that ¢}, —t; > A,,(g) > 0 for all
k€ [0,|r] — 1], with q(k) (or q(Iy)) the state for t € Iy,
o(k) the input at ¢ = t},, 1 (k + 1) the output at t = t51.

Let a set Q. C @ of “critical” states of H be given,
namely a set of states associated to dangerous operations.
The problem considered here consists of building a system
O (discrete observer) whose state ¢ satisfies (k) = {q.} for
all k such that ¢(k) = ¢. and ¢. € Q., for every execution
x of H.

III. CRITICAL OBSERVERS

Various notions of observability have been introduced in
the literature for discrete event and hybrid systems (see
e.g. [14], [13], [1], [71, [12], [2], [4], [6]). In general, the
information given by the discrete output is not sufficient
to build an observer for the discrete states of H. The
key idea in [1] is to exploit the knowledge coming from
the continuous dynamics to create further discrete signals
(called “‘signatures”) which provide additional information
to discriminate the discrete locations [9], [11]. Clearly,
this extra information must be “rich enough” to design an
observer.

Following [4], we associate to each state ¢ € @ an
additional output value b = h(q) € ¥, that is supposed
to be generated within the minimum dwell-time A,,(q).
In this way, the signature generator dynamics is “hidden”
in the delay necessary to compute 1) = h(q) and can be
neglected. In general, h: Q — ¥ cannot be defined for all
discrete states of H.

In this section, we first propose an observer design
method that exploits the signatures for the determination of
critical states. Then, we solve the problem in a probabilistic
setting.

A. Basic Observer Construction
We first present a simple procedure to design an observer

0= {Q?ﬁvgalj()véaﬁ} (3)
that gives an estimate of the discrete state of . The state

transition function 4: Q x ¥ — Q, iteratively constructed,
is induced by the function ¢ as follows

8@, v):={aeQlaedld o9 for g €4,
os € X* such that n(q’,0,q¢") = # ¢
and n(q”asaQ) = €€ qN S 6(ql70)}'

Here 2™ is the set of all possible sequences ooy -+ 0%,
¥ = ¥\ {¢} is the set of inputs (the outputs of ), and
Q C29is the observer state set obtained as the set of states

¢ for which (g, )! for some 1) € ¥. The initial state of
the observer is

Go: = QOU{Q € Q| q€d(qo,s)! for go € Qo,

s € X™ such that 7(qo, s, q) = €~-~e}.

The input function (;AS: Q— 2% is clearly
b= {v e¥|5@v)}.

The output of O is the current observer state § € Q, so that
the output function 7): ) — @ is the identity function.

Remark 1. The observer O remains in the same state
when the events o with output € occur (see the definitions of
0 and §y), namely during various subsequent time intervals
1. Hence, the time basis for the observer has to be redefined
merging these time intervals, obtaining a new time basis 7 =
{I;},7=0,1,2,---. In general, 7 and T do not coincide. o

Remark 2. When ‘H has null output events € but the time
instants tj, of the corresponding transitions are known, e may
be viewed as an observable output event ). # €. In this case
the time basis 7 coincides with T, and the state ¢ of O could
have cardinality greater than 1 (as subset of Q) only because
of the non determinism of H. D

B. Critical Observers

A critical state ¢q. € Q. for H induces the notion of
critical states §. for the observer O.
Definition 1. § € Q is critical for O if N Q. #@. o

Let Q. the set of induced critical states of O. By taking
into account the information provided by the signatures,
critical states §. € (). can be partitioned by means of
“signatures” h(q), ¢ € §., with the following refinement

(ic|h((j):: {q € (jc | h(Q) = h(‘j)} c gca U qclh(q) = qc~

qeq
“4)
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Starting from the observer O, and on the basis of the
reﬁnement of the critical states, we define a new system
O as follows.

Algorithm 1. Design O as in (3).

1) Refine each critical state §. € Q. with the function h
asin (4).

2) Enlarge (). to contain those refined states q}|h® con-
taining critical states q. € (). for H. Redefine Q

3) Redefine the state transition function 6 to consider
the transitions in O from the critical states to their
refinements, and from the refinements to the other
states of Qc, induced by the function 0.

4) Redefine ¥, QS 7) in accordance to the new function 5.

Let O = {Q, v, (5, qo, ¢, n} be the obtained system. )

When considering the events ¢» = h(q)! as new input
events for @, the hybrAid time basis 7 results to be refined,
since some intervals I; may be given by I; = I ; U I ;,
with I ; = [tj,tj + pj}, Igﬁj = [tj + pj,t;-], and with
generated at time t; + p; (of Iy ;), where p; < A,,(q). If
h(g) is not defined, then p; > t;- —t; > Ap(q), ie. fj is
not refined. A

The value of ¢ for ¢ € I; may be denoted by G(j) o
q([ ). The system Oisa crltlcal observer if it allows the
detection of a critical state g. € Q). before H leaves q..

Definition 2. Given a hybrid system H and a subset Q). C
Q, Ietq(Ik) = gc € Q. be a critical state. Consider the time
interval I; = = [t;j,t}] such that I, C I;. The system O is a
critical observer for ‘H with respect to the set of states ). if

q(I;) ={a}  or  4(I2;) ={qc} 5)

with fj = f17j U fgﬂj, IAQJ' = [t] + pJ,t;], t] + pi € 1., for
every execution x of 'H. a)

In the first case of (5), I and fj have the same initial
time (but possibly not the final one).

Remark 3. In [1] the notion of K—current state observ-
ability is considered. It is clear that an observer ensuring the
K —current state observability with K = 0, or O—current state
observer for short, is also a critical observer since the first
case of (5) occurs. On the contrary, a critical observer in
general is not a O—current state observer, and in this sense
it generalizes the O—current state observer. D
Proposition 1. The observer (3) is a critical observer for
‘H if and only if

chéliz{é:{q}, quQ}. o

Proof. If (3) is a critical observer, the first of (5) holds, and
this implies that Qc C Q1 Conversely, if Qc C Ql then
the first of (5) holds, i.e. (3) is a critical observer. D

When the conditions of Proposition 1 do not hold, the
system (3) is not a critical observer. The following statement
gives a condition under which the system O obtained with
Algorithm 1 is a critical observer.

Theorem 1. O is a critical observer for H with respect to
a set Qc C @ if and only if, for each induced critical state
de € Q. violating the first of (5),

R 1 if g € 4. N Q.
delnia)| = { N (6)
C>1 ifged\(GdNQ.)
for refinements induced by h. D

Proof. (6) implies the second of (5), and O is critical.
Conversely, if O is critical, (5) implies (6). D

According to Theorem 1, the function h: (@ — ¥ sat-
isfying (6) is not unique. It is of interest to determine %
such that the number of refined states for each ¢. € Q). is
minimum.

Theorem 2. Given an observer O as in (3), Algorithm 1
gives a critical observer O for H with respect to a set Q. C
Q with |Q| minimum, if and only if there exists a function
h: Q — W such that, for each critical state ¢, € Q., (6) holds
with

C= ’qC\(qACﬂQC) . D

Proof. Straightforward.

C. Stochastic Critical Observer

In this subsection we consider the case where the sys-
tem O fails to be a critical observer, due to insufficient
information coming from the output n of H and/or from
h. In this case, we need to consider a generalization of the
previous observer. For this purpose, we assume to know
a probabilistic model of the discrete dynamics H. This
additional information will allow associating to the states
of O a probability distribution, which will yield an estimate
of the probability of a given state of H to be active. This
generalization will be given under the assumption that the
transition times ¢; are known. In this case the time basis 7
coincides with 7 (Remark 2).

To characterize the stochastic behavior of H, we define
a transition probability matrix I/ such that

rie 0 lf qr ¢ 5(6]7,,0’)

where Plq(k + 1) = ¢, | (k) = ¢;] is constant for each k

and Zivzl II.; =1 foreach ¢ =1,---,N. We also define
an initial probability distribution

mo = m(0) = (Po[Q(O) = q]

where 7p; = 0 if ¢; ¢ Qo and Zfil mo; = 1. We say that
S = (H,II, ) is a Markov Hybrid System.

The space of all executions of H and that of S are the
same. However, the discrete execution is non deterministic
on H, while on S it is subtended by a probability space,
denoted (2, F,P) with, as usual, (£2,F) a measurable
space, {2 the space of all possible discrete trajectories
g (defined as sequences of discrete states of H), F the
associated o—algebra, and P a probability measure on F,
uniquely defined by II and 7.

Let m;(k): = Plq(k) = ¢;] and

m(k+1)= I n(k).
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the corresponding dynamics, where 7 (k) is the probability
distribution for ¢t € I.

We now associate to O a piecewise constant continuous
state 7t = [y, 72, -+, 7n] € [0,1]V. Consider the discrete
output string 11 - - - ¢ and the associated set G C {2 of
discrete trajectories of H compatible with 1)1 - - - ¥ (i.e. all
the discrete trajectories g; of length ¢ > k41 that give raise
to ¢y - - - ¢y, if restricted to the time interval [to,?}]). The
sequences {G}, k > 0 are given by

Go=1202,  Gn=Gr1n[a(k) € q(k) = 6(do, %1 - Ux)]

where [g(k) € ¢(k)] C 2 represents the set of all the
trajectories of H compatible with the state ¢(k) being in

q(k).
Define 7;(k) conditioned to )y - - - ¢y, as

Plg(k) = gi | 1 vxl:=Plgk) = qi | Ge]. (7

We deter[nine now an estimate 7; (k) of (7) as follows. Let
q(k) = 6(q(k — 1),%(k)) and let us compute a function
Rﬁ(kfl),lj(k) such that

(k) = Ry(k—1),q00) (F(k = 1)). (8)

For, we define ¢'(k — 1) C g(k — 1) as the set of states of
G(k—1) such that (k) € ¢(¢(k), we set to 0 the probability
for all states in g(k—1)\ ¢’ (k—1), and finally we normalize
#(k — 1) to 1, obtaining a vector #'(k — 1). Consider now
the sub—graph induced on S by §(k — 1) U (k) and assign
probability O to all transitions whose output is not ¥ (k),
and normalize to 1 the probabilities of the other transitions
with output ¢ (k), obtaining the probability matrix II. Then,
forallt=1,---, N set

ﬁ'z(k) _ { Zr:qreé(kfl) Hi?‘ ﬁ{r(k - 1) if gi € (j(k)
0 if gi ¢ 4(k)
thus obtaining the function ]A%q(k,lm(k).

Theorem 3. For each execution of S andfor i =1--- N
7i(k) = Plg(k) = q; | G]. 9)
O

Proof. Let ¢;(k) be a compact notation for g(k) = ¢;. For
k =0, #(0) = mp by construction, so that

:(0) = Plai(0)] = P[4i(0) | Gol,

since Go = (2. By induction, suppose that (9) holds for
k — 1. By construction, 7;(k) is given by (8), where the
normalization operations (due to the knowledge of the
output 1(k)) of Plg;(k — 1) | Gx—1], to consider only the
states from which (k) can be generated, and of P[g; (k) |
¢;(k—1), Gx_1], to consider only the transitions with output

P(k), give

i=1,---,N

N

#i(k) = > Plai(k) | a-(k —1),Gx] Plgr(k — 1) | Gi]

r=1
= Plai(k) | G]
foralli=1,---, N.

m]

IV. CASE STUDIES

A. The Active Runway Crossing System

In this subsection, we consider the runway crossing
example described in detail in [6]. Among the agents acting
in the system, we consider here the behavior of the pilot of
a taking off aircraft (P;). This agent may have erroneous
Situation Awareness (SA), i.e. erroneous perception and/or
comprehension of elements in the environment, and/or their
projection of their status in the near future [8], [16],
[3]. Referring to Figure 1 for the discrete dynamics of
the hybrid system Hp, modelling F;, the pilot initially
executes boarding and waits for start up grant by a ground
controller Cy (event o1 1). He begins taxiing on the airport
way AW, stops at stopbar S; (which controls AW7;) and
communicates with the tower controller C; to obtain take
off grant. P, waits for grant at the stopbar (o1 g) or, due to
an SA error, executes an unauthorized take off (o; 7). From
C; the pilot receives the command of taking off immediately
(01,2), or to line up and wait (0q,3) and then to power
up and take off (o 4). After the initial climbing (oy,9),
P; confirms that the take off has been completed to C;.
During take off operations, P, monitors the traffic situation
on the runway visually and via VHF communications. If an
aircraft, crossing the runway, is observed or in reaction to an
emergency braking command C, the pilot starts a braking
action and so take off is rejected (o1,5). An error of the pilot
can bring to abort taxiing (o1 ¢). In Figure 1 1)y ; is the start
up confirmation to Cy, 1 » is the take off request, 1y 3 is
the immediate take off confirmation, v, 4 is the line—up and
wait confirmation, 1) 5 is the take off confirmation, 1 ¢ is
the emergency braking confirmation, ;7 is the airborne
confirmation. The outputs corresponding to the errors oy g,
01,7 are null.

G
Stand, Boarding,
Ground Comms,
Engines Running

Ling
Unauthorized

power up and
take off on RW

o12/ Y13

K
Authorized
power up and
take off on RW

Fig. 1.

Hybrid system H p, modelling P;

The observer Op, for Hp, is given in Figure 2. It is
clear that Op, violates Proposition 1, and hence it is not a
critical observer for H p,. In fact, the induced critical states

{2, 13,17} {14,017} {q1,6,q1,7} have cardinality
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{4,959, ,}

Fig. 2. Observer Op,

{4,540,

{400,

Fig. 3. Critical observer o Py

greater than 1. Theorems 1 or 2 can be used to determine
a critical observer for Hp,. In particular if a signature
r1,1 = h(q1,7) is generated to distinguish g; 7, one gets the
critical observer O p,. Note that even if this model is simpler
than reality, the propose method can be nevertheless applied
to more complex models (see [4]).

B. The Clearance Changing the Flight—Plan

In this section we consider the ATM procedure consisting
of a clearance changing the flight plan. This involves a
pilot of a flying aircraft PF and an air traffic controller
CO (see [5] for details). This procedure starts when the
CO requests via VHF to PF to reconfigure the Flight
Management System (F'M.S), which controls the aircraft
direction, speed and flight mode, with a new position and
arrival time. The PF inserts the new data on the FFM S
and gives confirmation to C'O, who inserts the new data on
the Flight Data Processing System (F'D P.S). This operation
may be affected by situation awareness errors, which can
bring to an erroneous flight—plan configuration. We consider
only errors in VHF communication, F'MS configuration
and FDPS configuration. The situation awareness of each
agent can assume the following values

1) Old flight-plan (old);

2) New flight—plan decided by the controller (new);

3) Erroneous flight—plan due to VHF communication

error (Econr);

4) Erroneous flight-plan due to erroneous F'MS pro-

gramming (Eras);

5) Erroneous flight—plan due to erroneous F'DPS pro-
gramming (Erpps);

To simplify the number of states and transitions in the
error evolution model, we suppose that a communication
error and a F'M S programming error can not occur simul-
taneously.

We consider the SA of PF (SApr), FMS (SArys)
and FFDPS (SArpps). At the beginning of the procedure
SAPF = SAFMS = SAFDPS = Old. This will be
considered the initial discrete state. Considering possible SA
errors, we can construct an automaton where each discrete
state is a different value of the SA vector of the three con-
sidered agents PF', FMS and FDPS. The discrete states
of the SA propagation model are all possible permutations
of the SA of the considered agents. We consider here only
the most relevant states of the system.

In this case, the continuous aircraft dynamics of each
location could be equal in case of correct or erroneous
F M S configuration. For example, if the correct flight level
given by the Air Traffic controller is 220 and the erroneous
level understood by the pilot is 240, the rise dynamics
of the aircraft can be identical. This means that the use
of continuous dynamics for detecting the current discrete
state can not solve the problem. Thus, in order to get extra
information from the system, we assume that it is possible
to compare the flight—plan configured on the F'M .S and the
flight-plan memorized in the FDPS.

The clearance changing the flight—plan procedure can be
described by the hybrid system H whose discrete dynamics
are given in Figure 4. The arcs are labelled by the generated
discrete outputs 0 (indicating that SApy s = SAppps )
and 1 (indicating that SAp s # SAppps). For simplicity,
the continuous dynamics are those of a material point
moving in the space. The aircraft velocity vector depends
on the flight—plan configured on the F'M S and is controlled
by a continuous input, and the initial position and velocity
correspond to the occurrence of the clearance changing the
flight—plan.

The construction procedure previously described leads
to a system O as in Figure 5 (in this case O = O).
The analysis of the system O shows that, even if there
are no unobservable outputs, O is not a critical observer
for H. More precisely, non—critical states g4 and ¢; are
indistinguishable respectively from critical states ¢s, gg and
gs, qo, while states qio, q11, gi12 are not distinguishable
among themselves. In the given example, the only way
to distinguish critical states from non-—critical ones is the
introduction of new discrete outputs in the procedure. In
other words, to obtain an automatic error detection in the
clearance changing the flight—plan procedure, we need to
introduce an automatic data transfer for the flight—plan
information, because a VHF communication can not be
automatically measured, and even if the FM.S and the
FDPS data are compared, O is still not a critical observer.

If we accept a non zero probability of missing the
detection of a critical state and/or of giving a false alarm,
we can use the stochastic approach. A transition probability
matrix II can be defined according to ATM statistics. In
this work it is not important to define the values of I7,;,
since the aim is to define a framework to analyze ATM
procedures and not to study or solve a particular case. We

consider my = ( 1 0 0 )T. Hence, a Markov hybrid
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system S = (H, Il, mo) remains determined. Finally, to O
we associate the continuous state (k) € [0, 1], with the
reset function R computed as explained in Section III.C

PF = new
FMS = new
FDPS = old

Fig. 4. Situation awareness error evolution model

With respect to the deterministic approach, the stochastic
analysis offers as added value an estimate of the probability
distribution of the critical states: it can be used to determine
the risk of a SA error for the next transition, spanning on all
possible one—step transitions from the actual state of O and
associating the probability for the next state to be critical.

g 4, a

Fig. 5.

System O automata

V. CONCLUSIONS

In this paper, we showed that estimating and mitigating
the probability of errors in Air Traffic Management can
be supported by observability analysis. We introduced the
notion of critical observability for hybrid systems to solve
the problem of error detection in prescribed time—horizon.
In particular, we gave conditions for the existence of a
hybrid observer for critical states and we developed the
corresponding design procedure. We showed how a critical
observer could be used in the runway crossing problem.
Then, we extended the analysis to a class of stochastic
hybrid systems, namely Markov Hybrid Systems. For this
class of systems, an algorithm for the design of an observer
was illustrated. This stochastic framework was used to
analyze error evolution in a clearance changing the flight
plan. The framework proposed in this paper may be used
for simulating ATM procedures and verifying detectability
of dangerous operations.
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