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Stability Analysis of Discrete Fault Tolerant Control Systems with
Parameter Uncertainties

Mufeed Mahmoud

Abstract— The stochastic behavior of DTFTCS with norm
bounded parameter uncertainties in noisy environments is
studied. The uncertainties are assumed to be unknown but
bounded. Second moment stability for the uncertain DTFTCS
driven by a state feedback control law is to be investigated.
Sufficient conditions that guarantee the second moment stability
and achieve a minimum of §-level of disturbance rejection are
to be derived. Conditions are to be formulated as a feasibility
solution for a set of linear matrix inequalities (LMIs) which
allow the utilization of linear optimization tools. The results
are verified by means of a numerical example.

I. INTRODUCTION

Active Fault Tolerant Control Systems (AFTCSs) are highly
sophisticated control functions designed to maintain high
levels of system survivability for safety-critical systems. An
AFTCS utilizes a fault detection and isolation (FDI) scheme
and a control reconfiguration mechanism to respond to a
faulty condition. Fault induced changes as detected by the
FDI scheme are used to reconfigure the control law in
real time basis. Control reconfiguration mechanisms can be
broadly classified as: projection-based methods, or automatic
on-line controller calculation methods. In projection-based
methods the control gains for possible fault scenarios are
computed off-line and only gain selection is completed on-
line based on the decisions of the FDI scheme. On the
other hand, on-line controller calculation techniques never
assume any faulty scenario a priori. The on-line controller
computation is more involved and put heavy constraints on
response time, yet they are able to deal with unanticipated
faults. A bibliographical review on the definition of FTCS,
classes and major components of FTCS, and preview of
some design methodologies can be found in [14]. Generally
speaking, the dynamical behavior of AFTCS is governed
by stochastic differential equations and modeled as a hybrid
system combining the Euclidean space for system dynamics
and the discrete space for fault-induced changes.

The research of hybrid systems evolved into two major
classes: Jump Linear Systems (JLS) and Fault Tolerant
Control Systems with Markovian Parameters (FTCSMP).
The modelling of JLS defines a single finite state Markov
chain called plant regime mode [3], [7] to represent the
random variations in the coefficients of the system to be
controlled. This modelling lead to an inherit assumption of
perfect regime knowledge which can not be enforced in
practical environments corrupted by all types of disturbances
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and noises. This limitation motivated the introduction of
FTCSMP [13]. In FTCSMP two separate random processes
with different state spaces are defined: one represents sys-
tem component failures and the second represents the non-
deterministic decisions of the FDI process. This unique mod-
eling allows the consideration of practical implementation
issues and physical limitations for a particular system to be
controlled. were studied in [8],[9] and [10]. A comprehen-
sive review of the stochastic stability and stabilization of
continuous FTCSMP using Lyapunov function approach can
be found in [11]. The citation also studied the stochastic
behavior of FTCSMP in the presence of noise, detection
errors, detection delays, parameter uncertainties and actuator
saturation. Just lately, the analysis of stochastic stability
and H, stabilization of continuous FTCSMP was revisited
in [1] and [2] using convex programming framework. The
results provided an LMI characterization of output feedback
controllers that stochastically stabilize FTCSMP and ensures
H o constraints. Integral Quadratic Constraints were defined
for FTCSMP and a stabilizing controller was synthesized in
[15] and [16], optimal Ho performance was investigated in
[17] and [18]. In [19] FTCSMP were modeled and analyzed
using randomized algorithms. The vital issue of detection
delays has been revisited in a more rigorous form in [20].
Just recently the class of discrete time fault tolerant con-
trol systems (DTFTCS) has drawn the attention of several
researchers. The reason for the delay in studying and char-
acterizing the stochastic behavior of DTFTCS was due to
the complexity of the model and tools needed to complete
the studies. [6] studied the stochastic stability and controller
design for the nominal DTFTCS, [12] extended the results
to include norm bounded parameter uncertainties. In both
citations, a control law was synthesized by solving a set of
Riccati-Like matrix inequalities. It was concluded that this
DTFTCS model yield results that are more complex than the
case of continuous FTCSMP.

The problem of stabilizing an uncertain DTFTCS was tackled
in [12]. However, it dealt with the case of DTFTCS operating
in ideal noise-free environments and carried the analysis
utilizing a less unified approach that lead to stability results
in terms of nonlinear Riccati-like matrix equations that are
difficult to solve and to test. It is the objective of this
article to model and characterize the stochastic behavior of
uncertain DTFTCS. Parameter uncertainties are assumed to
be unknown yet bounded having norm bounded structure.
Stability performance of uncertain DTFTCS actuated by a
state feedback controller in noisy environments is to be
studied. A unified approach of analysis is outlined and an
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easier to test results are stated in terms of LMI feasibility
solution. The findings are to be demonstrated by a numerical
example.

This paper is organized as follows: Section II describes the
dynamical model of uncertain DTFTCS and outlines the
structure of norm bound parameter uncertainties. Stochastic
stability of uncertain DTFTCS is considered in Section III.
Conditions for the existence of a stabilizing controller for
uncertain DTFTCS in terms of feasibility solutions of some
LMIs are derived in Section IV. A numerical example is
given in Section V. A concluding summary is given in
Section VI.

II. THE DYNAMICAL MODEL OF DTFTCS

A class of uncertain DTFTCS in noisy environment and
subject to random actuator failures can be described as

T = [A(nk) + AA(e)] 2k + [B(ng)+
AB (k) |ur(Vr) 4 @z (i) ws

yr = C(nr)zr + oy (M) wi

2 = D(nr)wr + E(ne) ur(Vr)

where x;; € R" is the system state, uy € R™ is the system
input, y, € RP is the system measured output, and z; € R?
is the system controlled output. wy € RY, {wy} € I3]0, 00)
is an exogenous disturbance input which belongs to the space
of square summable infinite vector sequences on [0, co), that

lwll3 = ££37 fwnf?} < o0 @
keN

N is the set of natural numbers. A(n), B(nk), D(n),
E(nx), 0x, (nk) and @, (1) are properly dimensioned real-
valued system matrices, and are random in nature with
Markovian transition characteristics. AA(ny) and AB(ng)
are unknown time-varying bounded matrices representing
system uncertainties. 7 and ¥ are homogeneous discrete-
time discrete-state Markov chains [5] with finite state spaces
S={1,2,....,s}and R = {1, 2, ..., 7}, respectively. The one-
step transition probabilities from state (m) at time instant (k)
to state (n) at time instant (k + 1) for the plant component
failure process, {7}, is

ey

amn = Pr{mg1=n m=m}
S amn = 1.0 YmeE S, amn >0 3

n=1

The conditional transition probability for {4}, is

Gn = Pr{ Vi1 =m, Uy =n, g, = j}
S gy = 1L.0Vme Randie S, ¢, >0 P
n=1

Oy and gt are directly related to the component failure
rates, and the FDI transition rates, respectively. These rates
play a key-role in modelling different behaviors for the gen-
eral class of AFTCSMP [11], [13]. For uncertain DTFTCS,
the control law is only a function of the measurable FDI
process with constant feedback controller gains. In this
article, a state feedback controller is used and is described

by un(Wy) = — K (Ug)ay )

The DTFTCS (1) is assumed to satisfy both the growth
and global uniform Lipschitz condition, the solution, z g,
determines a family of unique discrete stochastic processes,
one for each choice of the random variable x(. The joint
process {xy, Nk, Yi; k € N} is a discrete Markov process.

Notations The following notations are used in the paper, the
notation M > N (>, <, <) 0 is used to denote that M — N
is positive definite (positive semi-definite, negative definite,
negative semi-definite) matrix. Apin (), Amaz(+) denote the
minimum and the maximum eigenvalue, respectively. &[]
stands for the mathematical expectation. Also, A(ny) =
Ai, AA(T]k) = AA“ B(nk,) = Bi, AB(T]k) = AB@,
Clm) = Ci, D) = Di, E(ni) = Eiy @o(k) = o,
and y(Nk) = @y, when g, =1 € S and K(¥;) = K;
when ¥, = 5 € R. To reduce repetition, a symmetric matrix
A is written as

ailr a2 s ailr a2
G{Q a9 * as9
Plant Uncertainty Models

The plant models commonly used in robust control sys-
tem design and analysis are: state-variable models, transfer-
function matrix models, and matrix-fraction models. Each
plant model can have its own type of uncertainty repre-
sentation. In general, system uncertainty is classified in
a number of different ways. For example, uncertainty is
characterized as parametric versus non-parametric, structured
versus non-structured, etc. Norm bounded uncertainty is the
most adopted form of structured parameter uncertainties in
robust stability analysis [11]. In this form, the admissible
parameter uncertainty is modelled as:

AAm) = H ()P M@)o
AB(e) = HY ) F* (e k)M )

where H%(ny.), Hb(ng) € R™<™, and M%(ny.), M°(ny) €
R™e*™ are known constant matrices Vk > 0. F%(n, k)
and F°(ny, k) are Lipschitz measurable unknown matrix
functions satisfying the condition

FGT(Ukak)Fa(Umk) S Inw vk Z 0 (7)
FOT (1o, K)F (e k) < Ine, Yk >0, =i € S

Other forms of admissible parameter uncertainties can be
alternatively used in the modelling of uncertain DTFTCS,
yet it was shown that these forms can be studied in unified
systematic approach [11]. Therefore and without loss of
generality, admissible parameter uncertainties in this article
will be assumed to be time varying with norm bounded
structure satisfying

[AA(m:) AB(nk)] = H (i) F (e, k) [M* (1) M ()]
with
FT (e, k)Fln, k) < Ipe, Yk >0, m =i € 8
(®)
Before concluding this section, the following Lemmas will
be used in the proof of the main results.
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Lemma 1: (Shur Complement [4]) For appropriately di-
mensioned constant matrices ¢ = ¢T, w = wT, and 6, the
linear matrix inequality

¢ 0"
L
is equivalent to ¢+ 6Tw=10 < 0 and w > 0.
Lemma 2: ([21]) For appropriately dimensioned real ma-

trices ¢, 1, 6 and E, such that 67 < I, ¢ > 0, and
W — eypT4p > 0, the following inequality is satisfied

($+900)" W™ (p+90w) < ¢" W—eyyp”) el w

III. STABILITY PROPERTIES OF UNCERTAIN DTFTCS

Second moment stochastic stability for the uncertain
DTFTCS will be studied. The uncertain DTFTCS without
input and noise is first considered, then H., performance
of the uncertain DTFTCS is investigated. The investigation
of H,, stabilization given constant control gains will be
deferred to the next section.

A. Stability for Autonomous Uncertain DTFTCS

An autonomous uncertain DTFTCS is a noise-free input-free
uncertain DTFTCS and is described as

1 = [Ai + A4z

yr = Cizg, zp = Dizy )
Select a quadratic Lyapunov function as
V(@ i, Or) = zf Pk = i, g = j)ax (10)

Given @);; > 0, the one-step forward increment for uncertain
DTFTCS (9) gives

(A + AA)T P (A + AA) — Py +Qiy <0 (11)
where s T
Py =) an; Y @ Pom (12)
n=1 m=1

Define x;; = Xg;- = igl, pre- and post- multiply (11) by
Xij, We get

Xij (Ai + AA)T X (A + AAD) X5 — Xij + XijQigXij < 0

(13)
Define
Z = diag{[Xi1, Xi2, - Xirli=1,2,....s} (14)
L; = V(7]
where : : :
V”H = [,/auq;l . 1/Oéuq;~r[.] 1/0421'(];1[.]... (15)

,/agiqu[.]... ,/ozsiqjl[.] ,/asiq;ir[.] }

This will lead to the identification
Xig (Ai + A A)T X5 (A + DA xi;
= Xij []IiTin + ]Ig;HiFik M{Z]TZA[HZ‘Tin + ]IngszMﬁ)g)w

For the particular parameter uncertainties and the results of
Lemma 2, Inequality (13) can be equivalently written as
X”A;TH” (Z — 8”]IZ;H1H1TH”)71]IZ;A1X”+ (17)
eij Xig M M x5 = Xij + XijQijxij < 0
Applying Shur complement to the term ;A7 L;(Z —
€ij]Ig;Hngﬂ]Iij)71]Iz;AiXij, we get

Q11 xij A7 Lij
<0 18
where Q11 = —xij + X QijXis + €55 Xag M M{xij.

Applying Shur complement to the term XijM{lTei_lei“Xij,
we get

—Xij + Xij QijXij Xij A7 Lij X M
* (EinZZ;HinTHl‘j — Z) 0 <0

* * —eijI
19)

The above result is formally stated in Theorem 1.

Theorem 1: A sufficient condition for the second moment
stability for the autonomous uncertain DTFTCS (9) is the
existence of x;; = XiTj > 0 and scalars ¢;; > 0, for some
preselected @;; > 0, satisfying the matrix inequality (19).

B. H., Performance of Uncertain DTFTCS
A noisy input-free uncertain DTFTCS is described as
Tpr1 = [Ai + AAlxg + @o,wi

Yi = CiTr + @y, Wi
2 = Dixy

(20)

For a quadratic Lyapunov function, (10), the one-step incre-
ment for the noisy input-free uncertain DTFTCS (20) gives

+wi T, Pijpz,wp <0
(21)

= P!, and using the identification (14)

Define xij = X;; yEi

gives

(Ai + AA)TR; (A + AA) =

(Az + AAi)THijZ_lﬂg; (A,L + AAz)

= [HiTin + HiTjHiFik Mi“]TZ_l[]IiTin + 1 Hi Fiy M

(22)
The results of Lemma 2 give
= of (Ai + D)X (Ai + DAy + o [—x; + Qijlan
+al(A; + %Ai)ch;jlwiwk + ’wg(pg;f(;jl(/li + AA) g
+wg150£>2;3 P, Wk <
of [AT1i(Z — ey I Hi HE i) 7 IE A + e MET M ay,
+al(A; + %Ai)ch;jlwiwk +1w£‘/’£>~<¢_jl(‘4i + AA) g
Fwp 03, Xy Pk + 2 [=X5; + Qiglak <0 o)
The noisy input-free uncertain DTFTCS (20) has a d-level
disturbance rejection, if the following is satisfied
22 — 0% wiwy < 0

The one-step increment for the controlled output gives

I DI Dizy, — wl (82°T)wy, <0 (24)
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Combining (23) and (24) by y} = [z w}] gives

Y Oyr <0 (25)
where
011 = Aéﬂij (z —ffjHiTjHiHiTﬂij)*lﬂiTin +e;; M M
D; D, - Xi; t Qij
O = ¢LX; (Ai+A4) =635
Oz = —0°T+ @iifjlsﬁm
(26)
Pre- and post- multiply © as follows
Xij 0 Xij O] _ [Q1 Q12
[o I}@[O I] = [921 Q) <0 @D

where
1 = 1XiinT]Iij (Z — e 1L H; H ) ' I5 Aixi
€;j XijMiaTJ\{iaXij + XijDiTDiXij —Xij + XijQinij
Xij o Xij (Ai + AA;) = QF)
_6QI+WZ;Z—1W”

Applying Shur complement to the term x,;;ATL;(Z —
€ij]Iz;- HiHiT]Iij)_l]IiTj A;ixij, Inequality (27) is feasible if the
following inequality is feasible

A1r 0 Xij AT L;;
* —5214- WiTjZ*Wij 0 <0
(28)

where A1 = e N MITMxi; + xi;DT Dixi; +
Xi;Qij Xi; — Xij- Applying Shur complement, in order, to the
terms Wg}ZilwiJ‘, XijMiaTQ_leiaXij, and XijDiTDiXij,
we get

VANERN| xis AT 0 xi;M{" xi; D
. 0 WE 0 0
* x (e ILH:HL;; —Z) 0 0 0 |-
* * * -7 0 0
* * ES * 757;7'2- 0
* * * * * -7
(29)
with A1 = —x45 + X Qi Xi;. Define
N N-1
In 2 2115 = 83 [lwill5 = 5{;0 24 2 — 82w wi]}
- (30)
Dykin’s formula leads to
E{V(zn,nn,¥N)} — V(zo,m0, Vo)
N—-1 (31)
=E{ > V(@ra1, v, Yaar) — V(xk, mr, Vi) }
k=0
Assuming zero initial conditions, we get
E{V(zn,nN,¥UN)} =
(32)

N-—1
E{ X V(@rsr, M1, Yy1) =V (xh, i, Yi)}
k=0

Equations (30) and (32) give

N-1

In =ELY 2z +V (@hsts ety Y1) =V (e, e, W)
k=0

—82wlwg} — E{V(zn,nn, UN)} <

N—-1
E{Y 2l + Vi(wrsr, mes1, Yigr) — V(k, mes U)
k=0

N-1
—0*wiwet = 32 Y Oyp <0
k=0

(33)
Hence, the dissipativity condition

2 2]l < 62[|wy wl|?

is satisfied and the uncertain DTFTCS (20) is second moment
stable as stated in the following Theorem

Theorem 2: The noisy input-free uncertain DTFTCS (20)
is second moment stable with §-disturbance attenuation for
any noise disturbance wy, € o, if for some preselected Q;; >
0, there exist symmetric x;; > 0 and some scalars £;; > 0
that satisfy matrix inequality (29).

IV. STOCHASTIC STABILIZATION OF UNCERTAIN
DTFTCS

This section derives conditions that test the stability of the
uncertain DTFTCS given a linear state feedback controller
with constant gains K; Vj € R. The study considers both
noise-free and noisy environments.

A. Uncertain DTFTCS in Noise-Free Environments

An uncertain DTFTCS in noise-free environments driven by

a state feedback controller u, = —Kjxj, can be described
as . .
Tri1 = [Aij + AdAijlay, (34)
yr = Ciwg, 2z = Dimy,
where {L‘j = A; — BiK;
AA;j = AA; — ABK; (35)

Dy; = D; — EK;

Equation (8) combines admissible parameter uncertainties for
the closed-loop system together as follows

AA(ni) = H (ni) F (e, k) [M () — Mb(nk)K(‘Ifk)(]%)

Theorem 3: Given a state feedback controller with con-
stant gains, K, the noise-free uncertain DTFTCS (34) is
second moment stable, if for some preselected @) ;; > 0, there
exist xi; = XiTj > 0 and some scalars €;; > 0 satisfying the
following matrix inequality

Xi5QiiXij — Xij Xis(Ai — BiK;) Lij xas(Mf — MY K;)T

* (e, I, HiH] Ii; — Z) 0
* * —e4 L

<0

Proof: A careful look reveals that the noise-free uncertain
DTFTCS (34) has similar structure to the autonomous un-
certain DTFTCS (9) with the augmented system matrices A,
AA, and D replace the system open loop system matrices
A, AA, and D respectively. As a result, the proof is omitted.
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B. Uncertain DTFTCS in Noisy Environments

An uncertain DTFTCS in noisy environment with state
feedback controller uj = — Kz}, is described as

Tr1 = [Aij + AAy]xk + ook
Yr = Cizp + oy, wy,
Zk = Dijil,’k

(37

where A”, AA” and bij were defined in (35) and the
admissible parameter uncertainties were combined in (36).
The one-step increment for the uncertain DTFTCS (37) gives

Ly (AU + AAU)TPH (AU + AA?/J)xk A .
+$k (Aij + AA;)T u%,wk + wk oI Pij(Aij + AAjj)z;
+wk goI,LP”gomlwk Ty, P”xk + Q”xk <0

(33)
Equivalently,
x{(/li]; + AAZ.])T;(;I(A” + AA;j)ay,
‘H?k (AU + AAU)

+wk S% X” Pz, Wi — xk} X” T + xk Qz]xk <0

(39)
Using the identification in (14), the results of Lemma 2 and
the combined parameter uncertainties in (36) gives

ol (A + Ax‘im)chfjl(Aij + DAy,

+x£(/1ij + AA”) X” O, Wk + wkTgafi)Z;jl(/lij + A/iij)xk

+wl ob Xijteaiwr — o X e + 2 Qi <

ol [ALL;(Z — e, 1L HiHT 1)~ 'L Aj;

—1(Ma MPK;)T (M“ M!K; )]
+xk (AU + AAU) ij ¢$7wk + wk SOI ij (AU + AA'LJ)
+wk SOJC ij 50£C7wk + xk [ X’L] + Qi]]xk < 0

(40)

The uncertain DTFTCS (37) have a d-level disturbance
rejection if

xzﬁf]ﬁ”xk — w%(éQI)wk <0 41)

Combining (40) and (41) using y = [z} w]], pre- and post-
multiply by dzag{xz],l' } and applying Shur complement to
the term XUA 1 (Z 5”1[ H;HIT;)~ ' 1L AUXU and the

term WZ; 1W”, we get
H11 0 X”A ]I 0
x  —0°T 0 WL
ij
v (eyIDHHTL; — Z) <0 42
* * * —Z
where 111 = ¢;; i (Mf — MPK )T (MP — MPK;)xij +

X”D D”X” Xij + Xi5Qi;Xij- Further application of
Shur complement to the term x; (M — MPK;) et (Mg —
MlK )xij. we get

Vii 0 xXi; AL 0 xij(Mf — MPK;)"
x —0°T 0 W 0
1T H.HTT — <0
* x  (eyli; HiH; Ly —Z) 0 0
* * * —Z 0
* k * * —&'i]’I

43)
where V11 = X QijXij — Xz;"‘ngD D”X” Finally, Shur
complement to the term X”D D” Xij, lead to

ng Sﬁ’:mwk + wk i P, Xz_gl(‘zlu + Afiij)xk

XijQijXij — Xij 0 Xi; A5 L
* 5% 0

* * *
* * *
* * *
0 xij(M{ — M{K;)" xi;Df
W7 0 0
0 0 0
—7Z 0 0 <0
* —EijI 0
* * -7
(44)

Theorem 4: Given a state feedback controller with con-
stant gains, Kj;, the uncertain DTFTCS (37) is sec-
ond moment stable with J-disturbance attenuation for any
noise disturbance wy € g, if for some preselected

R;; > 0, there exist x;; = Xz > 0 and scalars
€5 > 0 satisfying the followmg linear matrix inequality
—xij 0 xij A5 L
* -6’ 0
* * (e 1L H:HI 1i; — 7)
* * *
* * *
* * *
* * *
0 xij (M = MK xiDf i
wZ 0 0 0
0 0 0 0
—Z 0 0 01| <0
* EijI 0 0
* * -7 0
* * *  —Ryj
Proof: The same argument as those to get the matrix
inequality (44) with the parametrization, @Q;; = Ri_jl, is

used to avoid the nonlinearity introduced by the slack term
XijQi;Xij- The proof is omitted.
V. NUMERICAL EXAMPLE

A second-order DTFTCS subject to single actuator failure
has the following system parameters

A= [0%20 (1)2} [ Iy 0]

2= |53 ?8} =05 1o
HT =[0.0 0.2] = (0.1 0.0], M} =1[0.0—0.2],
HI =101 —0.1], =[0.3 0.0], M}=[-0.10.1],
Cy=[00 10], D [00 05], E;=[06 0.2],
Cy=1[02 06], Dy=[05 0.1], E,=][0.0-0.2],

0.5 0.0
P = ppe = [01] = {0.3 Y [0.2} ’

For such system, the actuator failure, 75, has a state space
S = {1,2} and the FDI process, Uy, has R = {1,2}. The
failure rates representing these two modes of operation are

~ J0.70 0.30
™ =10.60 0.40)°
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Imn = 1 02 0.80 mn = 1015 0.85

The following gains were selected and the exitance of
feasible solutions, x;;, Vi,j = 1,2, of the LMI in Theorem 4
is a sufficient condition for the stability of the system under
study when driven by this preselected state feedback gains.

—0.20 1.00 —-220 —2.20
B = {1.00 1.20} , K2= [—0.20 —0.23} ’

A sample path simulation for the state trajectories and the
controlled output are shown in Figure 1 and 2, respectively.

1 _[0.20 0.80] ) [0.10 0.90}

numerical example. The current results provide a test criteria
given a state feedback controller, future work is to develop

a methodology to synthesis a stabilizing reconfigurable state
feedback fault tolerant controller.
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